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Valid for all langauges except DE and EN.

AU, CA, GB, IE, IN, MT, MY, NZ, US, ZA: This document contains the instructions for use and safety
instructions, as well as technical description for this BESA License Key 2.0.

DE, AT, CH, LI, LU: Dieses Dokument enthalt die Gebrauchs- und Sicherheitshinweise sowie die technische
Beschreibung fur dieses BESA License Key 2.0.

BESA License Key i il Ciuall ) 48l dadlall Clagdad s aladiual) cilalat e 48454l o0 (5 513 1 AE, QA, SA, UA.
2.0

AR, CL, CO, ES, MX: Este documento contiene las instrucciones de uso y de seguridad, ademas de la
descripcion técnica de BESA License Key 2.0.
CN, HK, TW: KX 4@ &BESA License Key 2.0 BJfE FIRABAZ 2 A0, LUK B AR -

CY, TR: Bu belge, BESA License Key 2.0 icin teknik agiklamanin yani sira kullanim talimatlari ve guvenlik
talimatlarini igerir.

IT: Il presente documento contiene le istruzioni per I'uso e le avvertenze di sicurezza, nonché la descrizione
tecnica di BESA License Key 2.0.

JP: CDOXEIZIEBASE License Key 2.0DER L REICET 2 FIB%G 5 CICHEMERBANEH SN TLET,
KR: O] 2A{0i|= BESA License Key 2.0 0f| Cligt 7|& 23 at &4 AHE & b X[ H 0| Zetxf AE L L.
NL, BE: Dit document bevat de gebruiksaanwijzing en veiligheidsinstructies, evenals de technische
beschrijving voor BESA License Key 2.0.

PL: Niniejszy dokument zawiera instrukcje obstugi i instrukcje bezpieczehstwa, a takze opis techniczny BESA
License Key 2.0.

PT, BR: Este documento contém as instrucdes de utilizacdo e as instrugbes de seguranga, bem como a
descricao técnica do BESA License Key 2.0.

SE: Detta dokument innehaller en bruksanvisning och sékerhetsinstruktioner saval som en teknisk beskrivning
av BESA License Key 2.0.

TH: waansiiifmuunindnsumsdanutaziuuningiuanulaonds nasnauaoduisyamaiad iy BESA License
Key 2.0.
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AU, CA, GB, IE, IN, MT, MY, NZ, US, ZA

Instructions for Use

The referenced term “BESA License Key 2.0” includes all subversions of the product.

This document, and following documents form the complete Instructions for Use for this BESA product:
BESA License Key 2.0 - IntendedUse+ProductClassification

BESA License Key 2.0 - Update History

BESA License Agreement

BESA Product Symbols - Meaning

Current and previous versions of documents are available on BESA website:

[:B] frdicator https://www.besa.de/downloads/user-documentation/

It is mandatory to read the complete Instructions for Use documents, before using the product.

At any time during the lifetime of this product, you can request the above-mentioned documents in printed
paper form at no additional cost.

Product Name

BESA License Key 2.0 is an accessory product to BESA medical devices.

Product Picture

. =

Product UDI

UDI-DI:  (1)426236423003

U DI UDI-Pl:  NOTE: the UDI-PI is individually for each License Key 2.0, including the
serial number. It is available on the label applied to BESA Box.

Manufacturer
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BESA GmbH

Freihamer Strasse 18

J 82166 Graefelfing/Germany

NOTE: With the use of the symbol on the BESA License Key 2.0 itself, BESA does not claim
manufactureship, but rather provides a contact address.

Symbols used for Product

c € This product is marked with a CE sign, additional symbols are described in document:
“BESA Product Symbols - Meaning”, available on BESA website.

Representative inside the European Union

[1Yes X No

Life cycle

The life cycle of all dongles subsumed under BESA License Key 2.0 ends on 2031-04-01.
Note:

The manufacturer of the BESA License Key 2.0 defines the battery life / warranty as 4 years after production
(see “Sentinel HL Data Sheet.pdf’, roXtra ID 83890, revision 001/06.2018). In document “011-010189-
001_Sentinel HL_Rev_J-signed.pdf’ (roXtra ID 82774, revision 001/10.2019), the China RoHS mark indicates
an Environmental Protection Use Period (EPUP) of 10 years. There is no further information on the life cycle
of the BESA License Key 2.0 in the accompanying documents supplied by the manufacturer.

In compliance with the statements of the manufacturer, BESA acknowledges the life cycle of the BESA License
Key 2.0 as 10 years.

(Note: even if a battery has run out of power and is not functioning, the BESA License Key 2.0 will still provide
licenses for BESA products. The battery is only required if at least one license on the BESA License Key 2.0
is a time-limited license. This scenario may apply if there is a transition phase where a BESA product has been
ordered and delivered but payment has not yet been received by BESA. Once payment has been received, a
perpetual license is provided to the customer).

BESA takes care only to supply BESA License Keys with a life cycle which is at least as long as the life cycle
of the accompanying BESA products.

Incident

In case of a serious incident or near-incident caused by BESA software, the licensee should directly report to
incident@besa.de or follow the guidelines stipulated on the BESA website.
(https://www.besa.de/contact/incident/)
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Safety Instructions and Technical Description

Licensing System
BESA products are protected by the Sentinel HL licensing system as developed by Thales.

The licensing system requires a USB key — that is, the BESA License Key 2.0 — and the device drivers to
access the USB key.

If you selected the Install BESA License Key drivers option at the final stage of the installation, the device
drivers for the BESA License Key 2.0 have been installed automatically on your computer. In order for BESA
products to be run, a BESA License Key with valid license information must be attached to a USB port on a
computer in your local area network. If you have not yet received it, you can obtain the BESA License Key
from our sales department by contacting sales@besa.de.

If you have attached the BESA License Key 2.0 (USB key) directly to your computer or server and are not able
to start the relevant BESA product, please refer to this document for troubleshooting tips.

System Requirements

The BESA License Key 2.0 is an essential accessory product to BESA products, and shall either be subject to
constant supervision, or shall be connected to machines located in areas with access restriction. Failure of the
IT-network and/or operating system on which the BESA License Key 2.0 is used, or failure of the BESA License
Key 2.0 in general, may render BESA products which use the BESA License Key 2.0 as an accessory as
unusable.

e For the purposes of communication between BESA products and the BESA License Key 2.0, the
manufacturer uses TCP and UDP ports 1947. Please make sure to open these ports within your
network or IT environment in order to enable the required communication. Once the license key
runtime environment is installed, you can find more information on settings, security and general topics
concerning the BESA License Key 2.0 under the following link:

http://localhost: 1947/ int /ACC help index.html

e HASPUserSetup.exe installs the runtime environment required by the BESA License Key 2.0. The
supplied runtime environment is provided by BESA “as is”, and according to the manufacturer is
compatible with computers running the following operating systems or hardware:

(NOTE: Information supplied by manufacturer (Thales),

Source: https://docs.sentinel.thalesgroup.com/Idk/L DKdocs/RN/ReleaseNotes/130-Supported Platforms_for Sentinel.htm#Sentinel4,
downloaded on 2021-09-07, available in S:\External Programs\HASP (SafeNet, Sentinel, Gemalto)\Sentinel_LDK_Run-time_setup V. 8.21\
Supported Platforms for Sentinel LDK End Users and Vendors.pdf)

Windows 7 SP1

Windows 8.1 SP1

Windows Server 2008 R2 SP1

Windows Server 2012 R2

Windows Server 2016

Windows Server 2019

Windows 10 loT Enterprise 2019 LTSC

Windows 10 Version 20H2

Note: Windows 10 Insider Preview builds are not supported.

Windows

The latest service packs and security updates must be installed.
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Virtual The VM detection and VM fingerprinting capabilities provided by Sentinel LDK
Machines have been validated on the following technologies:

VMware Workstation 15
VMware ESXi 6.5, 6.7
Microsoft Azure

e The BESA License Key 2.0 is designed to be attached to a USB 2.0 or USB 3.0 port. Please note that
you may need to use an adapter to attach the BESA License Key 2.0 to your PC (the adapter is not
included).

o The BESA License Key 2.0 has been tested by BESA on the following operating systems:
o Windows 10 Professional 64bit version 2004
o Windows 10 Professional 64bit version 20H2

o Windows 7 Professional 64bit Service Pack 1

Please note, that changes of the hardware and software platforms (e.g., with patches/updates of
antivirus/firewall software, system libraries, firmware, and others) and/or changes to the IT network may result
in the possibility of safety and/or security vulnerabilities, and/or reduced functionality of BESA License Key 2.0.
It is recommended to use the system combinations as defined within this document.

Please note, that the use of BESA License Key 2.0 on an IT-network could result in previously unidentified
risks to patients, users or third parties, and that the user is responsible to identify, analyze, evaluate, and
control these risks. Any subsequent changes to the IT-network could introduce new risks and require additional
analysis.

Data Protection

BESA License Key 2.0 does not store any data.

Use in combination with other products

The license key is allowed to be used as an accessory product for the following BESA products:

e BESA Research (7.X; incl. all sub-versions)
e BESA MRI (3.X; incl. all sub-versions)
e BESA Connectivity (1.X; incl. all sub-versions)

The license key is allowed to be used with the following support tools of BESA:
o Diagnostics.exe (8.X; incl. all sub-versions)
e License Search.exe (3.X; incl. all sub-versions)

e HLUpdate.exe (1.X; incl. all sub-versions)

BESA releases are constantly checked with other installations (e.g. MS Office etc.) on the same hardware or
software platforms as defined in section System Requirements.

If any incompatibilities are observed, they are documented within the Update History of the product. For further
questions and information please use the channels provided on www.besa.de.
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Application Environment

Please note: It is the User’s responsibility to ensure the safety of combined medical or medical-&-non-medical-
devices particularly installed in the patient environment (whether in institutes, clinics or practitioners’ location).

The user of our product has to ensure that such combination fulfil the same safety condition as a single medical
device according to IEC 60601-1.

Such combination with any non-medical device establishes are “in-house medical system” — observe the latest
Medical Device Operator Ordinance (e.g. MedBetreiberVerordnung, Germany 2020) or your national Operator
Laws.

We recommend you to document / retrace our Software version/updates installed in your facility / network in a
MPG-Medizingerate-Buch (medical facilities book), similar to those needed for Hardware.

This BESA product does not affect the possibility of using any medical computer within patient environment.
BESA GmbH is not liable for any use/installation beyond the defined PC network.

Installation and Un-Installation

The installation and un-installation of the product must be carried out by the system administrator or an
authorized person. This staff bears full responsibility for correct setup of the product within the network.

License updates must also be carried out by the system administrator or an authorized person.

Please note, that in case of any problems during the installation, the HASPUsersetup.exe will trigger a rollback
of current changes. In that case, please figure out and eliminate the issue, and run the HASPUsersetup.exe
again.

Installing Sentinel Runtime

If you need a separate setup file for HASPUserSetup.exe to install the driver on a server to which the BESA
License Key 2.0 is attached but no BESA products are running, for example, you can download a current
version of HASPUserSetup.exe that has been released for use with BESA products:

https://www.besa.de/downloads/besa-license-key/

If you apply updates to HASPUserSetup.exe, make sure to roll out the updates to all machines running BESA
products, or to update the machine to which the BESA License Key 2.0 is physically attached.

To install the software required to use the BESA License Key 2.0, you need to have administrator privileges
on your computer. The screenshots below are taken from an installation on a computer running Windows 10.
They may look slightly different on other operating systems.
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1. The Sentinel RuntimeInstallation Wizard opens. Press the Next button to continue.

i'c% Sentinel Runtim

Welcome to the Sentinel Runtime
Installation Wizard

Itis strongly recommended that you exit all Windows programs
hefare running this setup program.

Click Cancel to quitthe setup program, then close any programs
wou hawve running. Click Next to continue the installation.

WARNIMG: This program is protected by copyright law and
international treaties.

Unautharized reproduction or distribution of this prograrm, or any
portion of it, may resultin severe civil and criminal penalties, and
will be prosecuted to the maximum extent possible under law.

|
i

THALES

Cancel

2. Please read the license agreement. If you agree to the terms, select | accept the license agreement
andpress the Next button to continue.

fig Sentinel Runtime Setup

License Agreement

You must agree with the license agreement below to proceed.

SENTINEL LDK PRODUCT END USER LICENSE AGREEMENT ~

IMPORTANT INFORMATION - PLEASE READ THIS AGREEMENT CAREFULLY
BEFORE USING THE CONTENTS OF THE PACKAGE AND/OR BEFORE
DOWMNLOADING OR INSTALLING THE SOFTWARE PRODUCT. ALL ORDERS FOR
AND USE OF THE SENTINEL® LDK PRODUCTS (including without limitation, the
Developer's Kit, libraries, utilities, diskettes, CD_ROM, DVD, Sentinel keys, the
software component of Sentinel LDK, and the Sentinel LDK Software
Protection and Licensing Guide) (hereinafter “Product”) SUPPLIED BY THALES

DIS CPL USA, Inc., or one of its affiliates, (in each case, referred to hereinas
UTHALIESYY ARE AMN SHALID BE SIIRIECT T THE TERRS AKMD CORNDITIONS €ET s
@1 accept the license agreement

()1 do not accept the license agreement

Beset Cancel
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3. The runtime is ready for installation. Please press theNext button to continue

fig Sentinel Runtime Setup

Ready to Install the Application

Click Next to begin installation.

Click the Back button to reenter the installation information or click Cancel to exit
the wizard.

Cancel

4. It may take a few minutes to install the drivers and updatethe system.

fig Sentinel Runtime Setup

Updating System

The features you selected are currently being installed.

Install drivers

Cancel
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5. Installation of the Sentinel Runtime is now complete. Press the Finish button.

fig Sentinel Runtime Setup

|
or

THALES

The Sentinel HASP Runtime Environment uses port 1947
to communicate with local and remote components. If you
use afirewall. ensure that it does not block this port.

Sentinel Runtime has been
successfully installed.

Click the Finish button to exit this installation.

Cancel

Uninstalling Sentinel Runtime

Uninstallation of the product must be carried out by the system administrator or an authorized person. This

person bears full responsibility for correct deinstallation of the product within the network.

In the Windows operating system, open “Control Panel\All Control Panel Items\Programs and Features”.
Search for “Sentinel Runtime”, click on the name and select Uninstall.

The uninstallation wizard will run, uninstalling the HSAPUsersetup.exe (Sentinel Runtime).

License Search

1. To check if your BESA License Key 2.0 contains a valid license for starting the relevant BESA product,
start the License Search application using the shortcut in the BESA program group in the start menu.

n

ﬁ‘j BESA Anonymizer

License Search

SentinelAdminControlCenter

~

Alternatively, press the Start button and enter “License Search” in order to find the application. You will
see the License Search application in the search results. Open it.
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2. If the BESA License Key 2.0 is connected locally, select the Local Search option and press the Start
Search button.

@ License Search - x

[V Local search [ FRemote search ¥ Show detected licenses only About

[~ Wiite .c2v/.ctv file Clear

Start Search

If you connected the key to a server or to another machine in your network, select the Remote Search
option instead. If the dongle is displayed, please check the license state and start the relevant BESA
product. If the dongle is not displayed, please see the next pages for a solution to the problem.

If installation of the BESA License Key 2.0 fails after carrying out the above steps, the most common reason
is that the automatic installation of the device drivers has failed. Please proceed as follows:
3. Disconnect the BESA License Key 2.0 from the local personal computer.

4. Navigate to the C:\Program Files (x86)\BESA\<Your BESA product>\Utilities\License\System\ folder
located on the hard disk, and run the HASPUserSetup.exe to install the device drivers manually.

Troubleshooting

If BESA License Key 2.0 is still not working correctly, it may be due to one or more of the following
reasons:
e BESA License Key 2.0 is not connected.

Solution: Ensure that BESA License Key 2.0 is accessible inorder to run the program. If
BESA License Key 2.0 is installed correctly, the Windows Device Manager lists three items
in the “Universal Serial Bus controllers” section:

- Sentinel HASP Key
-Sentinel HL Key
- Sentinal USB Key

v ' Universal Serial Bus controllers
§ Sentinel HASP Key
§ Sentinel HL Key
§ Sentinel USB Key

e USB port is defective.

Solution: Check if the LED light is illuminated on the BESA License Key 2.0. If not, remove and
re-insert the key. Wait for the operating system to detect the device. If it still fails to light up,
try another USB port or request a replacement dongle.

e Dongle is faulty.

Solution: On rare occasions, the BESA License Key 2.0 may be faulty. The dongle does not light
up in this case and is not detected in the Device Manager. Request a replacement dongle.

¢ Sentinel LDK License Manager Service is blocked by a fire- wall or an antivirus application.

Solution: Add C:\Windows\system32\hasplms.exe to the list of the antivirus and firewall exceptions.
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o Port 1947 is blocked by a firewall application.
Solution: Add port 1947 to the list of firewall exceptions.

e Sentinel LDK License Manager Service is stopped.

Solution: Restart the Sentinel LDK License Manager Service, available in (Control Panel >
Administrative Tools > Services).

Individual License Settings: Sentinel Admin Control Center (ACC)

The Sentinel runtime environment includes the device drivers and the Sentinel Admin Control Center (ACC).
ACC can be used to monitor licenses and sessions when a protected application is operating, and to manage
detachable licenses. To access the ACC, please start the Sentinel Admin Control Center program from the
Apps/ BESA program folder, or simply enter the following address in your internet browser (an internet
connection is not required): http://localhost:1947

Sentinel Admin Control Center otelp
Sentiﬂel Keys Host Name: MachineName

Sentinel Keys

Location Vendor Key D KeyType Conﬂguratlon Version Sessions Actions

Products Local YWCXE Reserved for New SL Key ~ SL 811 & Fingerprint

(87128)

YWCXE Sentinel HL NetTime [Products | [Features | [ Sessions|
Fealures Local (@7128) SRS 4y “ElD rasP 4.34 Blink on

o YWCXE Sentinel HL NetTime .
_ severl2 gy 987634321 1 D HASP 43 6

Sessions
Update/Attach
Access Log
Configuration
Diagnostics

Important administrative options:

The Sentinel Keys page shows which BESA License Keys are currently present in the network, including locally
connected keys. The Sessions page lists all client sessions on the local machine, and also client sessions
logged in remotely to the local machine. This page enables you to view session data and to delete sessions.

The Configuration page enables you to specify basic settings. You can also configure access to or from other
computers. To determine that the license on the local BESA License Key can be used only locally on that
particular computer, for example, switch to the Access from Remote Clients tab and disable the Allow Access
from Remote Clients option.

Note: that changes to Configuration page may result in restriction of availability of licenses for BESA products,
and thus provide these products from running. Access to machines where ACC is installed shall therefore be
restricted.
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Exclusions for Use
N/A

Contraindication to patients
N/A

BESA is not liable for the use outside of the rules defined in the instructions for use documents.

Manufacture, Transport, Storage and Usage conditions

Environmental conditions for manufacturing
N/A

Environmental conditions for Transport, Storage and Usage

During extended periods of transport, storage and usage please observe the following conditions:
Temperature: -20°C to 60°C
Humidity: 0% to 95%

Disposal information

The BESA License Key 2.0 and the box in which it is delivered must be disposed of in compliance with national
guidelines on environmental protection.

Countries and Markets

This BESA product may be sold in the following countries and markets:

Austria Germany Malta Spain China Russia
Belgium Greece Macedonia Sweden Colombia Saudi Arabia
Bulgaria Hungary Netherlands Switzerland India Singapore
Croatia Iceland Norway Turkey Iran South Africa
Cyprus Ireland Poland U.n ited Israel South Korea
Kingdom
Czech Italy Portugal Australia Japan Taiwan
Republic
Denmark Latvia Romania Argentina Malaysia Thailand
Estonia Liechtenstein Serbia Brazil Mexico Turkmenistan
Finland Lithuania Slovakia Canada New UAE
Zealand

France Luxembourg Slovenia Chile Qatar USA
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DE, AT, CH, LI, LU

Gebrauchsanweisung

Der im folgenden genutzte Begriff “BESA License Key 2.0” umfasst alle Unterversionen des Produkts.

Dieses Dokument und die folgenden Dokumente bilden die vollstandige Gebrauchsanweisung fiir dieses
BESA-Produkt:

BESA License Key 2.0 - IntendedUse+ProductClassification
BESA License Key 2.0 - Update History

BESA License Agreement

BESA Product Symbols - Meaning

Aktuelle sowie Vorgangerversionen der Dokumente sind verfigbar auf der BESA Webseite:

elFU
Indicator

Es ist zwingend erforderlich, die vollstandige Gebrauchsanweisung zu lesen, bevor Sie das Produkt
verwenden.

Wahrend der Lebensdauer dieses Produkts kénnen Sie die oben genannten Dokumente jederzeit ohne
zusatzliche Kosten in gedruckter Form anfordern.

https://www.besa.de/downloads/user-documentation/

Produktname

BESA License Key 2.0 ist ein Zubehdrprodukt zu BESA Medizinprodukten.

Produkt UDI
UDI-DI: (1)426236423003
UDI UDI-PI: HINWEIS: Die UDI-PI ist individuell fir jeden BESA License Key 2.0,
einschliellich der Seriennummer. Sie ist auf dem Etikett an der BESA Box
angegeben.
Hersteller
BESA GmbH

Freihamer Strasse 18
82166 Graefelfing/Germany

i

Verwendete Symbole im oder fur dieses Produkt
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Dieses Produkt ist mit einem CE-Zeichen gekennzeichnet, weitere Symbole sind in
C € dem Dokument "BESA Product Symbols - Meaning " beschrieben, verfigbar auf der

BESA-Website.

Bevollméachtigter in der EU

[]Yes X No

Lebenszyklus

Der Lebenszyklus dieses Produkts endet am: 2031-04-01.
Hinweis:

Der Hersteller des BESA License Key 2.0 gibt die Batterielebensdauer / Garantie mit 4 Jahren ab Produktion
an (siehe "Sentinel HL Data Sheet.pdf", roXtra ID 83890, Revision 001/06.2018). Im Dokument "011-010189-
001_Sentinel HL_Rev_J-signed.pdf" (roXtra ID 82774, Revision 001/10.2019) gibt das China RoHS Zeichen
eine Environmental Protection Use Period (EPUP) von 10 Jahren an. In den vom Hersteller zur Verfigung
gestellten Begleitdokumenten finden sich keine weiteren Angaben zum Lebenszyklus des BESA License Key
2.0.

In Ubereinstimmung mit den Angaben des Herstellers erkennt BESA den Lebenszyklus des BESA License
Key 2.0 mit 10 Jahren an.

(Hinweis: Auch wenn die Batterie leer ist und nicht funktioniert, liefert der BESA License Key 2.0 weiterhin
Lizenzen fir BESA-Produkte. Die Batterie ist nur erforderlich, wenn mindestens eine Lizenz auf dem BESA
License Key 2.0 eine zeitlich begrenzte Lizenz ist. Dieses Szenario kann zutreffen, wenn es sich um eine
Ubergangsphase handelt, in der ein BESA-Produkt bestellt und geliefert wird, die Zahlung aber noch nicht bei
BESA eingegangen ist. Sobald die Zahlung eingegangen ist, wird dem Kunden eine unbefristete Lizenz zur
Verfligung gestellt).

BESA achtet darauf, nur BESA License Keys mit einer Lebensdauer zu liefern, die mindestens so lang ist wie
die Lebensdauer der zugehoérigen BESA-Produkte.

Vorkommnis

Im Falle eines schwerwiegenden Vorkommnisses oder Beinahe-Vorkommnisses, der durch die BESA-
Software verursacht wurde, sollte sich der Lizenznehmer direkt an incident@besa.de wenden oder die auf der
BESA-Website angegebenen Richtlinien befolgen. (https://www.besa.de/contact/incident/)

Sicherheitshinweise und technische Beschreibung

Lizenzierungssystem

BESA-Produkte sind durch das von Thales entwickelte Sentinel HL-Lizenzierungssystem geschitzt.

Das Lizenzierungssystem erfordert einen USB-Stick - den BESA License Key 2.0 - und die Gerétetreiber fur
den Zugriff auf den USB-Stick.

Wenn Sie in der letzten Phase der Installation die Option BESA License Key-Treiber installieren gewahit
haben, wurden die Geratetreiber fur den BESA License Key 2.0 automatisch auf lhrem Computer installiert.
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Damit BESA-Produkte ausgefiihrt werden kdnnen, muss ein BESA License Key mit einer glltigen Lizenz an
einen USB-Anschluss eines Computers in lhrem lokalen Netzwerk angeschlossen sein. Falls Sie ihn noch
nicht erhalten haben, konnen Sie den BESA-Lizenzschllissel von unserer Vertriebsabteilung unter
sales@besa.de anfordern.

Wenn Sie den BESA License Key 2.0 (USB-Stick) direkt an Thren Computer oder Server angeschlossen haben
und das betreffende BESA-Produkt nicht starten koénnen, finden Sie in diesem Dokument Hinweise zur
Fehlerbehebung.

Systemanforderungen

Der BESA License Key 2.0 ist ein Zubehorprodukt fir BESA-Produkte und muss entweder einer standigen
Uberwachung unterliegen oder an Maschinen angeschlossen werden, die sich in Bereichen mit
Zugangsbeschrankungen befinden. Ein Ausfall des IT-Netzwerks und/oder des Betriebssystems, auf dem der
BESA License Key 2.0 verwendet wird, oder ein Ausfall des BESA License Key 2.0 im Allgemeinen kann dazu
fuhren, dass BESA-Produkte, die den BESA License Key 2.0 als Zubehdr verwenden, unbrauchbar werden.

e Fir die Kommunikation zwischen BESA-Produkten und dem BESA License Key 2.0 verwendet der
Hersteller die TCP- und UDP-Ports 1947. Bitte stellen Sie sicher, dass diese Ports in lnrem Netzwerk
oder lhrer IT-Umgebung gedffnet sind, um die erforderliche Kommunikation zu ermdglichen. Sobald
die Laufzeitumgebung (inkl. Treiber) installiert sind, finden Sie unter folgendem Link weitere
Informationen zu Einstellungen, Sicherheit und allgemeinen Themen rund um den BESA License Key
2.0:
http://localhost:1947/ int /ACC help_index.html

o HASPUserSetup.exe installiert die fliir den BESA License Key 2.0 erforderliche Laufzeitumgebung.
Die mitgelieferte Laufzeitumgebung wird von BESA "so wie sie ist" zur Verfigung gestellt und ist laut

Hersteller mit Computern mit den folgenden Betriebssystemen oder Hardware kompatibel:

(HINWEIS: Informationen wurden vom Hersteller (Thales) bereitgestellt,

Quelle: https://docs.sentinel.thalesgroup.com/Idk/LDKdocs/RN/ReleaseNotes/130-
Supported_Platforms_for_Sentinel.htm#Sentinel4, heruntergeladen am 2021-09-07, verfugbar in S:\Externe
Programme\HASP (SafeNet, Sentinel, Gemalto)\Sentinel_LDK_Run-time_setup V. 8.21\ Unterstiitzte Plattformen fiir Sentinel
LDK Endbenutzer und Anbieter.pdf)

Windows 7 SP1

Windows 8.1 SP1

Windows Server 2008 R2 SP1

Windows Server 2012 R2

Windows Server 2016

Windows Server 2019

Windows 10 loT Enterprise 2019 LTSC

Windows 10 Version 20H2

Hinweis: Windows 10 Insider Preview builds werden nicht unterstitzt.

Windows

Die neuesten Service Packs und Sicherheitsupdates missen installiert sein.

Virtuelle
Maschinen

Die von Sentinel LDK bereitgestellten Funktionen zur VM-Erkennung und zum
VM-Fingerprinting wurden fiir die folgenden Technologien validiert:

VMware Workstation 15
VMware ESXi 6.5, 6.7



http://localhost:1947/_int_/ACC_help_index.html

Printed version is NO controlled document and NOT subject to modifications

BESA License Key - Instructions /ﬂ B ES ®
for Use A

Document ID Revision Number Edited by Reviewed by: Released by / Date
93944 004/07.2022 Kornwebel, Olga Kornwebel, Michael Scherg, Tobias
2022-07-05 2022-07-05 2022-07-05

Microsoft Azure

o Der BESA License Key 2.0 ist fir den Anschluss an einen USB 2.0- oder USB 3.0-Port vorgesehen.
Bitte beachten Sie, dass Sie moglicherweise einen Adapter bendtigen, um den BESA License Key
2.0 an lhren PC anzuschlief3en (der Adapter ist nicht im Lieferumfang enthalten).

o Der BESA License Key 2.0 wurde von BESA auf den folgenden Betriebssystemen getestet:
o Windows 10 Professional 64bit version 2004
o Windows 10 Professional 64bit version 20H2

o Windows 7 Professional 64bit Service Pack 1

Bitte beachten Sie, dass Anderungen der Hardware- und Software-Plattformen (z.B. mit Patches/Updates von
Antivirus-/Firewall-Software, Systembibliotheken, Firmware und anderen) und/oder Anderungen des IT-
Netzwerks die Mdglichkeit von Sicherheitsliicken und/oder eingeschrankter Funktionalitat von BESA License
Key 2.0 zur Folge haben kénnen. Es wird empfohlen, die Systemkombinationen zu verwenden, die in diesem
Dokument definiert sind.

Bitte beachten Sie, dass die Verwendung von BESA License Key 2.0 in einem IT-Netzwerk zu bisher nicht
erkannten Risiken fur Patienten, Benutzer oder Dritte fihren kann und dass der Benutzer dafir verantwortlich
ist, diese Risiken zu identifizieren, zu analysieren, zu bewerten und zu kontrollieren. Jede spatere Anderung
des IT-Netzwerks kdnnte neue Risiken mit sich bringen und eine zusatzliche Analyse erfordern.
Datenschutz

BESA License Key 2.0 speichert keine Daten.

Nutzung in Kombination mit anderen Produkten

Der BESA License Key darf als Zubehorprodukt fiir die folgenden BESA-Produkte verwendet werden:

e BESA Research (7.X; inkl. aller Unterversionen)
¢ BESAMRI (3.X; inkl. aller Unterversionen)
o BESA Connectivity (1.X; inkl. aller Unterversionen)

Der BESA License Key darf mit den folgenden Support-Tools von BESA verwendet werden:

o Diagnostics.exe (8.X; inkl. aller Unterversionen)
e License Search.exe (3.X; inkl. aller Unterversionen)
e HLUpdate.exe (1.X; inkl. aller Unterversionen)

BESA Releases werden kontinuierlich mit anderen Installationen (z.B. MS Office etc.) auf den gleichen
Hardware- oder Softwareplattformen, wie im Abschnitt Systemanforderungen definiert, Gberpruft.

Sollten Inkompatibilitaten festgestellt werden, werden diese im Dokument Update History des jeweiligen
Produkts dokumentiert. Fir weitere Fragen und Informationen nutzen Sie bitte die verschiedenen
Kontaktmdglichkeiten auf www.besa.de.

Anwendungsumgebung
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Bitte beachten Sie: Es liegt in der Verantwortung des Anwenders, die Sicherheit kombinierter medizinischer
oder medizinischer & nicht-medizinischer Gerédte zu gewahrleisten, die insbesondere in der
Patientenumgebung installiert werden (sei es in Instituten, Kliniken oder bei Arzten).

Der Anwender unseres Produkts muss sicherstellen, dass eine solche Kombination die gleichen
Sicherheitsbedingungen erflllt wie ein einzelnes Medizinprodukt gemaf IEC 60601-1.

Solche Kombinationen mit nicht-medizinischen Geraten bilden eine "innerbetriebliche medizinische Anlage" -
beachten Sie die aktuelle Medizinprodukte-Betreiberverordnung (z.B. MedBetreiberVerordnung, Deutschland
2020) oder Ihre nationalen Betreibergesetze.

Wir empfehlen lhnen, die in lhrer Einrichtung / Ihrem Netzwerk installierten Softwareversionen / Updates in
einem MPG-Medizingerate-Buch zu dokumentieren / nachzuvollziehen, dhnlich wie bei der Hardware.

Dieses BESA Produkt hat keinen Einfluss auf die Mdglichkeit, einen medizinischen Computer in der
Patientenumgebung zu verwenden.

Die BESA GmbH haftet nicht fir eine Nutzung/Installation auerhalb des definierten PC-Netzwerkes.

Installation und Deinstallation

Die Installation und Deinstallation des Produkts muss vom Systemadministrator oder einer autorisierten
Person durchgefuhrt werden. Dieses Personal tragt die volle Verantwortung fur die korrekte Einrichtung des
Produkts innerhalb des Netzwerks.

Lizenz-Updates missen ebenfalls vom Systemadministrator oder einer autorisierten Person durchgeflihrt
werden.

Bitte beach_ten Sie, dass bei Problemen wahrend der Installation die HASPUsersetup.exe ein Rollback der
aktuellen Anderungen auslost. Bitte beheben Sie in diesem Fall das Problem und fiihren Sie die
HASPUsersetup.exe erneut aus.

Installation von Sentinel Runtime

Wenn Sie eine separate Installationsdatei flir HASPUserSetup.exe benétigen, um den Treiber auf einem
Server zu installieren, an den der BESA-Lizenzschlissel 2.0 angeschlossen ist, auf dem aber keine BESA-
Produkte laufen, kénnen Sie eine aktuelle Version von HASPUserSetup.exe herunterladen, die fir die
Verwendung mit BESA-Produkten freigegeben wurde:

https://www.besa.de/downloads/besa-license-key/

Wenn Sie HASPUserSetup.exe aktualisieren, stellen Sie sicher, dass Sie die Updates auf alle Rechner
verteilen, auf denen BESA-Produkte laufen, oder dass Sie den Rechner aktualisieren, an dem der BESA
License Key 2.0 physisch angebracht ist.

Fuir die Installation der Software, die fiir die Verwendung des BESA License Key 2.0 erforderlich ist, missen
Sie Uber Administratorrechte auf Ihrem Computer verfiigen. Die folgenden Screenshots stammen von einer
Installation auf einem Computer mit Windows 10. Sie kdnnen auf anderen Betriebssystemen etwas anders
aussehen.
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Der Assistent fur die Installation von Sentinel Laufzeitumgebung wird gedffnet. Driicken Sie Next
(Weiter), um fortzufahren.

Welcome to the Sentinel Runtime
Installation Wizard

Itis strongly recommended thatyou exit all Windows programs
hefore running this setup program.

Click Cancel to quitthe setup program, then close any programs
wou hawe running. Click Nextto continue the installation.

WARNING: This prograrm is protected by copyright law and
international treaties.

Unauthorized reproduction or distribution of this program, or any
portion of it may resultin severe civil and criminal penalties, and
will be prosecuted to the maximum extent possible under law.

< Back Cancel

Bitte lesen Sie die Lizenzvereinbarung. Wenn Sie mit den Bedingungen einverstanden sind, wahlen Sie
| accept the license agreement (Ich akzeptiere die Lizenzvereinbarung) und klicken Sie auf Next

(Weiter), um fortzufahren.
fig Sentinel Runtime Setup

License Agreement

You must agree with the license agreement below to proceed.

SENTINEL LDK PRODUCT END USER LICENSE AGREEMENT ~

IMPORTANT INFORMATION - PLEASE READ THIS AGREEMENT CAREFULLY
BEFORE USING THE CONTENTS OF THE PACKAGE AND/OR BEFORE
DOWMNLOADING OR INSTALLING THE SOFTWARE PRODUCT. ALL ORDERS FOR
AND USE OF THE SENTINEL® LDK PRODUCTS (including without limitation, the
Developer's Kit, libraries, utilities, diskettes, CD_ROM, DVD, Sentinel keys, the
software component of Sentinel LDK, and the Sentinel LDK Software
Protection and Licensing Guide) (hereinafter “Product”) SUPPLIED BY THALES

DIS CPL USA, Inc., or one of its affiliates, (in each case, referred to hereinas
SUTHALIESYY ARE AMN CSHAILD BE QHIRIECT TO THE TERRS ARMDND CORNDITIONMS €SET
@1 accept the license agreement

()1 do not accept the license agreement

Reset < Back Cancel

W

3. Die Laufzeitumgebung ist bereit fiir die Installation. Bitte driicken Sie Next (Weiter), um fortzufahren

Template document name: T78 Instructions for Use

Template edited on/by: 2022-07 / TO, MK

Template valid from: 2022-07-05

Template released on/by: 2022-07 / MK

Template Document ID: 93917

Page 19/170




Printed version is NO controlled document and NOT subject to modifications

BESA License Key - Instructions /m B ES ®
for Use A

Document ID Revision Number Edited by Reviewed by: Released by / Date
93944 004/07.2022 Kornwebel, Olga Kornwebel, Michael Scherg, Tobias
2022-07-05 2022-07-05 2022-07-05

fig Sentinel Runtime Setup

Ready to Install the Application

Click Next to begin installation.

Click the Back button to reenter the installation information or click Cancel to exit
the wizard.

< Back Cancel

4. Es kann einige Minuten dauern, bis die Treiber installiert und das System aktualisiert ist.

fig Sentinel Runtime Setup

Updating System

The features you selected are currently being installed.

Install drivers

Cancel
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5. Die Installation der Sentinel Laufzeitumgebung ist nun abgeschlossen. Driicken Sie auf Finish (Fertig).

fig Sentinel Runtime Setup

Sentinel Runtime has been
successfully installed.

The Sentinel HASP Runtime Environment uses port 1947
to communicate with local and remote components. i you
use afirewall, ensure that it does not block this port.

Click the Finish button to exit this installation.

THALES

< Back Cancel

Deinstallation von Sentinel Runtime

Die Deinstallation des Produkts muss vom Systemadministrator oder einer autorisierten Person durchgefihrt
werden. Diese Person tragt die volle Verantwortung fur die korrekte Deinstallation des Produkts innerhalb des
Netzwerks.

Offnen Sie im Windows-Betriebssystem "Systemsteuerung\Alle Systemsteuerungselemente\Programme und
Funktionen". Suchen Sie nach "Sentinel Runtime", klicken Sie auf den Namen und wahlen Sie
Uninstall/Deinstallieren.

Der Assistent wird ausgefiihrt und deinstalliert die HSAPUsersetup.exe (Sentinel Runtime).

License Search
1. Um zu prifen, ob Ihr BESA License Key 2.0 eine giiltige Lizenz fir den Start des betreffenden BESA-
Produkts enthalt, starten Sie die Anwendung License Search Uber die Verknupfung in der BESA-
Programmgruppe im Startmenda.

u BESA i
BESA Anonymizer

ﬁ BESA Research 7.1

H BESA Research Help

e DipoleSimulator

License Search
SentinelAdminControlCenter

Alternativ konnen Sie auch Start dricken und "License Search” eingeben, um die Anwendung zu finden.
In den Suchergebnissen wird die Anwendung angezeigt. Offnen Sie sie.
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2. Wenn der BESA License Key 2.0 lokal angeschlossen ist, wahlen Sie die Option Local Search (Lokale
Suche) und driicken Sie Start Search (Suche Starten).

Wenn Sie den Schlissel an einen Server oder an einen anderen Rechner in lhrem Netzwerk
angeschlossen haben, wahlen Sie stattdessen die Option Remote Search (Fernsuche). Wenn der
Dongle angezeigt wird, Gberprifen Sie bitte den Lizenzstatus und starten Sie das entsprechende BESA-
Produkt. Wird der Dongle nicht angezeigt, lesen Sie bitte auf den nachsten Seiten nach, wie Sie das
Problem 16sen kdnnen.

8 License Search — X

¥ Localsearch [ Remote search W Show detected licenses only About

I Wite .c2v/.ctv file Clear

Start Search

Wenn die Installation des BESA License Key 2.0 nach Ausfiihrung der oben genannten Schritte fehlschlagt,
ist der haufigste Grund, dass die automatische Installation der Geratetreiber fehlgeschlagen ist. Bitte gehen
Sie wie folgt vor:

3. Trennen Sie den BESA License Key 2.0 vom Computer.

4. Navigieren Sie zum Ordner C:\Programme (x86)\BESA\<Ihr BESA-Produkt>\Utilities\License\System\
auf der Festplatte und fihren Sie die Datei HASPUserSetup.exe aus, um die Geratetreiber manuell zu
installieren.

Problembehandlung

Wenn BESA License Key 2.0 immer noch nicht richtig funktioniert, kann dies an einem oder mehreren der
folgenden Griinde liegen:

o BESA License Key 2.0 ist nicht angeschlossen.

Losung: Stellen Sie sicher, dass Sie einen BESA License Key 2.0 mit einer gultigen Lizenz besitzen.
Wenn BESA License Key 2.0 korrekt installiert ist, listet der Windows-Gerate-Manager drei Eintrage im
Abschnitt "Universal Serial Bus controllers" (USB Cotroller) auf:

v ' Universal Serial Bus controllers
§ Sentinel HASP Key
i Sentinel HL Key
§ Sentinel USB Key

- Sentinel HASP Key
- Sentinel HL Key
- Sentinal USB Key

e USB-Anschluss ist defekt

Losung: Priifen Sie, ob die LED-Leuchte auf dem BESA License Key 2.0 leuchtet. Wenn nicht, entfernen
Sie den USB Stick und stecken Sie ihn wieder ein. Warten Sie, bis das Betriebssystem das Gerat
erkannt hat. Wenn die LED immer noch nicht leuchtet, versuchen Sie es mit einem anderen USB-
Anschluss oder fordern Sie einen Ersatz-Dongle an.

o Der Dongle ist defekt.

Lésung: In seltenen Fallen kann es vorkommen, dass der BESA License Key 2.0 defekt ist. In diesem
Fall leuchtet die LED Leuchte des Dongles nicht und der Dongle wird im Gerate-Manager nicht erkannt.
Fordern Sie einen Ersatz-Dongle an.

e Der Sentinel LDK License Manager Service wird durch eine Firewall oder eine Antivirus-Anwendung
blockiert.
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Losung: Figen Sie C:\Windows\system32\hasplms.exe zur Liste der Antiviren- und Firewall-
Ausnahmen hinzu.

o Port 1947 ist durch eine Firewall-Anwendung blockiert.
Lésung: Fiigen Sie Port 1947 zur Liste der Firewall-Ausnahmen hinzu.
¢ Der Sentinel LDK-Lizenzmanagerdienst ist angehalten.

Lésung: Starten Sie den Sentinel LDK License Manager Service neu, der in der Systemsteuerung unter
Verwaltung und Dienste verflgbar ist.

Individuelle Lizenzeinstellungen: Sentinel Admin Control Center (ACC)

Die Sentinel-Laufzeitumgebung umfasst die Geratetreiber und das Sentinel Admin Control Center (ACC). ACC
kann zur Uberwachung von Lizenzen und Sitzungen verwendet werden, wenn eine geschiitzte BESA
Anwendung lauft. Um auf das ACC zuzugreifen, starten Sie bitte das Programm Sentinel Admin Control Center
aus dem Programmordner Apps/BESA oder geben Sie einfach die folgende Adresse in lhren Internet-Browser
ein (eine Internetverbindung ist nicht erforderlich): http://localhost: 1947

Sentinel Admin Control Center @Hslp

Sentinel Keys Host Name: MachineName

Sentinel Keys

Location Vendor KeyID Key Type Configuration Version Sessions Actions

Products Local YWCKE Reserved for New SL Key ~ SL 8.1 & Fingerprint

(87128)

YWCXE Sentinel HL NetTime [Products | [Features ][ Sessions|
Features Local (@7128) 1PHETEY g ‘Bl rasP 434 Blink on

o YWCXE Sentinel HL NetTime .
. server123 (5712g5) 987884321 T4 D HAsP 431 8

Sessions
Update/Attach
Access Log

Configuration

Diagnostics

Wichtige administrative Optionen:

Die Seite Sentinel Keys zeigt an, welche BESA-Lizenzschlissel derzeit im Netzwerk vorhanden sind,
einschliellich lokal verbundener Schlissel. Auf der Seite Sessions werden alle Client-Sitzungen auf dem
lokalen Rechner sowie Client-Sitzungen aufgelistet, die aus der Ferne auf dem lokalen Rechner angemeldet
sind. Auf dieser Seite kdnnen Sie Sitzungsdaten anzeigen und Sitzungen l6schen.

Auf der Seite Configuration kdnnen Sie grundlegende Einstellungen vornehmen. Sie kénnen auch den Zugriff
auf oder von anderen Computern konfigurieren. Um beispielsweise festzulegen, dass die Lizenz auf dem
lokalen BESA-Lizenzschlissel nur lokal auf diesem bestimmten Computer verwendet werden kann, wechseln
Sie zur Registerkarte Access from Remote Clients und deaktivieren Sie die Allow Access from Remote Clients.
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Beachten Sie, dass Anderungen auf der Configuration-Seite dazu fiihren kdnnen, dass die Verfiigbarkeit von
Lizenzen fur BESA-Produkte eingeschrankt wird und diese Produkte somit nicht mehr ausgefiihrt werden
kénnen. Der Zugriff auf Rechner, auf denen ACC installiert ist, muss daher eingeschrankt werden.

Ausschliisse fiir die Verwendung

Keine

Kontraindikationen

Keine

BESA haftet nicht fiir die Verwendung aulRerhalb der in den Gebrauchsanweisungen festgelegten Regeln.

Herstellungs-, Transport-, Lager- und Verwendungsbedingungen

Umweltbedingungen fiir die Herstellung

Keine

Bedingungen fiir Transport-, Lager- und Verwendung

Bitte beachten Sie bei langerem Transport, Lagerung und Gebrauch die folgenden Bedingungen:

Temperatur:
Luftfeuchtigkeit:

Lander

-20°C bis 60°C
0% bis 95%

Dieses BESA Produkt ist vorgesehen flir den Verkauf in folgende Lander:

Belgien

Bulgarien

Danamark

Deutschland

Estland

Finnland

Italien Osterreich  Tschechien Colombien
Kroatien Polen Turkei Indien
Lettland Portugal Ungarn Iran
Liechtenstein Rumanien \Iég;ei;iegiz;s Israel
Litauen Schweden Zypern Japan
Luxemburg Schweiz Argentinien Kanada

Russland

Saudi
Arabien

Singapure

Sudafrika

Sudkorea

Taiwan
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fig Sentinel Runtime Setup

Welcome to the Sentinel Runtime
Installation Wizard

Itis strongly recommended thatyou exit all Windows programs
hefore running this setup program.

Click Cancel to quitthe setup program, then close any programs
wou hawe running. Click Nextto continue the installation.

WARNING: This prograrm is protected by copyright law and
international treaties.

s Unauthorized reproduction or distribution of this program, or any

portion of it may resultin severe civil and criminal penalties, and

will be prosecuted to the maximum extent possible under law.

< Back Cancel

(o= il &8 e 63l l) | accept the license agreement sasd cas )il e Gl g6 <€ 13 pand i) 480 36l B o .2
CAaliall (Jal) Next L) e hial
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fig Sentinel Runtime Setup

License Agreement

You must agree with the license agreement below to proceed.

SENTINEL LDK PRODUCT END USER LICENSE AGREEMENT ~

IMPORTANT INFORMATION - PLEASE READ THIS AGREEMENT CAREFULLY
BEFORE USING THE CONTENTS OF THE PACKAGE AND/OR BEFORE
DOWMNLOADING OR INSTALLING THE SOFTWARE PRODUCT. ALL ORDERS FOR
AND USE OF THE SENTINEL® LDK PRODUCTS (including without limitation, the
Developer's Kit, libraries, utilities, diskettes, CD_ROM, DVD, Sentinel keys, the
software component of Sentinel LDK, and the Sentinel LDK Software
Protection and Licensing Guide) (hereinafter “Product”) SUPPLIED BY THALES

DIS CPL USA, Inc., or one of its affiliates, (in each case, referred to hereinas
SUTHALIESYY ARE AMN CSHAILD BE QHIRIECT TO THE TERRS ARMDND CORNDITIONMS €SET
@1 accept the license agreement

()1 do not accept the license agreement

Reset Cancel

Axiall (Jul) Next ) o bl (oo ol Sals Juadill 8

fig Sentinel Runtime Setup

Ready to Install the Application

Click Next to begin installation.

3

Click the Back button to reenter the installation information or click Cancel to exit
the wizard.

Cancel

LY iy allail) Cuaal g il peal s i (5 jaiuy 8

4
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\% Sentinel Runtime Setup

Updating System

The features you selected are currently being installed.

Install drivers

Cancel

&

.(s&)) Finish _) Jle ksl Sentinel Runtime < 0¥ JaS1 5

% Sentinel Runtime Setup

THALES

Sentinel Runtime has been
successfully installed.

The Sentinel HASP Runtime Environment uses port 1947
to communicate with local and remote components. i you
use afirewall, ensure that it does not block this port.

Click the Finish button to exit this installation.

Cancel

il anaall capdill o) e A Ay pesall il

Sentinel Runtime < <))

Al Jaly
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AR, CL, CO, ES, MX

Instrucciones de uso

El término de referencia “BESA License Key 2.0” incluye todas las versiones secundarias del producto.

Este documento junto con los siguientes documentos constituyen las Instrucciones de uso completas de este
producto BESA:

BESA License Key - IntendedUse+ProductClassification
BESA License Key - Update History

BESA License Agreement

BESA Product Symbols - Meaning

Las versiones actuales y anteriores de los documentos estan disponibles en el sitio web de BESA:

D—i] e https://www.besa.de/downloads/user-documentation/

Es obligatorio leer los documentos completos de Instrucciones de uso antes de utilizar el producto.

En cualquier momento durante la vida util de este producto usted puede solicitar los documentos mencionados
en una versién impresa sin coste adicional.

Nombre de producto

BESA License Key 2.0 es un producto accesorio de los productos sanitarios BESA.

Foto del producto

. =

UDI de Producto

UDI-DI:  (1)426236423003

U DI UDI-PI:  NOTA: el UDI-PI es individual para cada License Key 2.0, incluyendo el
numero de serie. Se encuentra en la etiqueta colocada en la caja BESA.
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Fabricante
Thales DIS CPL Deutschland GmbH
Werinherstr. 81

u 81541 Munich

NOTA: Con el uso del simbolo en BESA License Key 2.0, BESA no declara ser el fabricante sino que
proporciona una direccion de contacto.

Simbolos utilizados para el producto

Este producto esta marcado con un signo; los simbolos adicionales se describen en el
C € documento:

“BESA Product Symbols - Meaning” disponible en el sitio web de BESA.

Representante en la Union Europea

[1SiX No

Ciclo de vida

El ciclo de vida de todas las llaves (dongles) incluidas en BESA License Key 2.0 termina el 2031-04-01.
Nota:

El fabricante de BESA License Key 2.0 define la garantia/ciclo de vida de la bateria como 4 afios después de
la produccion (consulte "Sentinel HL Data Sheet.pdf’, roXtra ID 83890, revision 001/06.2018). En el
documento “011-010189-001_Sentinel HL_Rev_J-signed.pdf’ (roXtra ID 82774, revisién 001/10.2019), el
marcado China RoHS sefiala un periodo de uso de proteccién medioambiental de 10 afios. No hay informacion
adicional sobre el ciclo de vida de BESA License Key 2.0 en los documentos que acompanan el producto
proporcionados por el fabricante.

De conformidad con las declaraciones del fabricante, BESA acepta que el ciclo de vida de BESA License Key
2.0 es de 10 afios.

(Nota: incluso si una bateria se ha agotado y no funciona, BESA License Key 2.0 seguira proporcionando
licencias para todos los productos BESA. La bateria unicamente es necesaria si al menos una licencia de
BESA License Key 2.0 es de tiempo limitado. Esto puede suceder si hay una fase de transicion en la cual se
ha pedido y entregado un producto BESA pero BESA todavia no ha recibido el pago. Al recibir el pago se
proporciona al cliente una licencia perpetua).

BESA unicamente proporciona BESA License Key con un ciclo de vida que tenga al menos la misma duracion
que el ciclo de vida de los productos BESA pertinentes.

Accidente grave

En caso de un accidente grave o un cuasi accidente causado por el software BESA, el titular de la licencia
debe informarlo directamente a incident@besa.de o seguir las directrices establecidas en el sitio web de
BESA. (https://www.besa.de/contact/incident/)
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Instrucciones de seguridad y descripcion técnica

Sistema de licencias

Los productos BESA estan protegidos por el sistema de licencias Sentinel HL desarrollado por Thales.

El sistema de licencias requiere una clave USB —es decir, BESA License Key 2.0- y los controladores del
dispositivo para acceder a la clave USB.

Si selecciond la opcién de instalacion de los controladores de BESA License Key en el paso final de la
instalacion, los controladores del dispositivo para BESA License Key 2.0 se han instalado automaticamente
en su ordenador. Para que los productos BESA se ejecuten, BESA License Key con informacion de licencia
valida debe estar conectado a un puerto USB en un ordenador en su red de area local. Si todavia no lo ha
recibido, puede contactar con nuestro departamento de ventas para obtener BESA License Key enviando un
correo electronico a: sales@besa.de.

Si usted conectd BESA License Key 2.0 (clave USB) directamente a su ordenador o servidor y no puede iniciar
el producto BESA pertinente, consulte los consejos para la soluciéon de problemas en este documento.

Requisitos de sistema

BESA License Key 2.0 es un producto accesorio esencial de los productos BESA y debe estar bajo una
supervision constante o conectado a maquinas ubicadas en zonas de acceso restringido. Un fallo de la red
informatica o del sistema operativo en el cual se utiliza BESA License Key 2.0 o un fallo de BESA License
Key 2.0 general puede inutilizar los productos BESA que utilizan BESA License Key 2.0 como un producto
accesorio.

e Para la comunicacion entre los productos BESA y BESA License Key 2.0, el fabricante utiliza los
puertos TCP y UDP 1947. Asegurese de abrir estos puertos en su red o entorno informatico para
permitir la comunicacion necesaria. Después de instalar el entorno en tiempo de ejecucion de la clave
de la licencia, podra obtener informacion sobre la configuracion, la seguridad y los temas generales
relacionados con BESA License Key 2.0 en el siguiente enlace:

http://localhost:1947/ int /ACC help index.html

o HASPUserSetup.exe instala el entorno en tiempo de ejecucion necesario para BESA License Key
2.0. BESA proporciona el entorno en tiempo de ejecucion “tal y como esta”, y segun el fabricante es
compatible con los ordenadores en los que se ejecutan los siguientes sistemas operativos o con el
siguiente hardware:

(NOTA: Informacion proporcionada por el fabricante (Thales),

Fuente: https://docs.sentinel.thalesgroup.com/Idk/LDKdocs/RN/ReleaseNotes/130-
Supported_Platforms_for_Sentinel.htm#Sentinel4, se descargé el 07/09/2021, disponible en S:\External Programs\HASP
(SafeNet, Sentinel, Gemalto)\Sentinel_LDK_Run-time_setup V. 8.21\ Supported Platforms for Sentinel LDK End Users and
Vendors.pdf)

Windows

Windows 7 SP1

Windows 8.1 SP1

Windows Server 2008 R2 SP1
Windows Server 2012 R2

Windows Server 2016

Windows Server 2019

Windows 10 loT Enterprise 2019 LTSC



http://localhost:1947/_int_/ACC_help_index.html
https://docs.sentinel.thalesgroup.com/ldk/LDKdocs/RN/ReleaseNotes/130-Supported_Platforms_for_Sentinel.htm#Sentinel4
https://docs.sentinel.thalesgroup.com/ldk/LDKdocs/RN/ReleaseNotes/130-Supported_Platforms_for_Sentinel.htm#Sentinel4
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Windows 10 Versién 20H2
Nota: Las compilaciones de Windows 10 Insider Preview no son compatibles.
Deben instalarse los ultimos paquetes de servicios y actualizaciones de

seguridad.
Maquinas Las capacidades de deteccidon de maquinas virtuales y de huella digital de
virtuales magquinas virtuales proporcionadas por Sentinel LDK han sido validadas en las

siguientes tecnologias:
VMware Workstation 15
VMware ESXi 6.5, 6.7
Microsoft Azure

e BESA License Key 2.0 esta disefiado para su conexién a un puerto USB 2.0 o USB 3.0. Tenga en
cuenta que es posible que necesite utilizar un adaptador para conectar BESA License Key 2.0 a su
ordenador (el adaptador no esta incluido).

o BESA ha comprobado BESA License Key 2.0 en los siguientes sistemas operativos:
o Windows 10 Professional de 64 bits version 2004
o Windows 10 Professional de 64 bits versién 20H2

o Windows 7 Professional de 64 bits Service Pack 1

Tenga en cuenta que las modificaciones en las plataformas de hardware o software (p. €j., con parches o
actualizaciones de software antivirus o cortafuegos, bibliotecas del sistema, firmware y otros) o los cambios
en la red informatica pueden dar lugar a que se produzcan vulnerabilidades de seguridad o integridad, o a
una funcionalidad reducida de BESA License Key 2.0. Se recomienda el uso de las combinaciones de sistema
definidas en este documento.

Tenga en cuenta que el uso de BESA License Key 2.0 en una red informatica podria dar lugar a riesgos no
identificados previamente para pacientes, usuarios o terceros, y que el usuario es responsable de identificar,
analizar, evaluar y controlar dichos riesgos. Cualquier modificacion posterior a la red informatica podria
introducir nuevos riesgos y requerir un analisis adicional.

Proteccién de datos

BESA License Key 2.0 no almacena datos.

Uso en combinacién con otros productos

La clave de la licencia puede utilizarse como un producto accesorio para los siguientes productos
BESA:

e BESA Research (7.X; incluye todas las versiones secundarias)
e BESA MRI (3.X; incluye todas las versiones secundarias)
o BESA Connectivity (1.X; incluye todas las versiones secundarias)

La clave de la licencia puede utilizarse con las siguientes herramientas de apoyo BESA:

o Diagnostics.exe (8.X; incluye todas las versiones secundarias)
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e License Search.exe

(3.X; incluye todas las versiones secundarias)

e HLUpdate.exe (1.X; incluye todas las versiones secundarias)

Las versiones de BESA se comprueban constantemente con otras instalaciones (p. ej., MS Office, etc.) en las
mismas plataformas de hardware o software tal y como se define en la seccion Requisitos de sistema.

En caso de detectar incompatibilidades, se documentan en el Historial de actualizaciones del producto. En
caso de tener preguntas o requerir informacion adicional, utilice los canales que se proporcionan en
www.besa.de.

Entorno de aplicacién

Atencion: El usuario es responsable de garantizar la seguridad de los productos sanitarios o sanitarios y no
sanitarios combinados que en particular estén instalados en el entorno del paciente (ya sea en institutos,
clinicas o consultorios médicos).

El usuario de nuestro producto debe garantizar que dicha combinaciéon cumple con las mismas condiciones
de seguridad que un solo producto sanitario de conformidad con IEC 60601-1.

Dicha combinacion con cualquier producto no sanitario establece un "sistema médico interno"; se debe cumplir
con la ultima Ordenanza para usuarios de productos sanitarios (p. ej., MedBetreiberVerordnung, Alemania
2020) o las leyes nacionales pertinentes para usuarios.

Le recomendamos que documente o revise la version o actualizaciones de nuestro software instalados en su
establecimiento o red en un MPG-Medizingerate-Buch (libro de instalaciones médicas), similares a los que se
necesitan para el hardware.

Este producto BESA es compatible con el uso de un ordenador médico en el entorno del paciente.

BESA GmbH no tiene responsabilidad alguna en caso de un uso o instalacion fuera de la red de ordenadores
definida.

Instalacion y desinstalacion

La instalacién y desinstalacién del producto deben ser realizadas por el administrador del sistema o por una
persona autorizada. Estas personas son plenamente responsables de la correcta configuracion del producto
dentro de la red.

Las actualizaciones de producto también deben ser realizadas por el administrador del sistema o por una
persona autorizada.

Tenga en cuenta que en caso de problemas durante la instalacion, HASPUsersetup.exe provocara que los
cambios actuales se reviertan. Si eso sucede, identifique el problema y subsanelo; posteriormente, vuelva a
ejecutar HASPUsersetup.exe.

Instalacion de Sentinel Runtime

Si necesita un archivo de configuraciéon separado para que HASPUserSetup.exe instale el controlador en un
servidor al cual BESA License Key 2.0 esta conectado pero que no tiene ningun producto BESA ejecutandose,
por ejemplo, puede descargar una version vigente de HASPUserSetup.exe que haya sido creada para el uso
con los productos BESA:

https://www.besa.de/downloads/besa-license-key/

Si actualiza HASPUserSetup.exe, asegurese de instalar las actualizaciones en todos los equipos en los que
se ejecutan productos BESA o de actualizar la maquina a la cual BESA License Key 2.0 esta conectado
fisicamente.
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Para instalar el software necesario para usar BESA License Key 2.0, debe disponer de privilegios de
administrador en su ordenador. Las siguientes capturas de pantalla fueron tomadas de una instalacién en un
ordenador con Windows 10. Es posible que se vean ligeramente diferentes en otros sistemas operativos.

1. Sentinel Runtime Installation Wizard se abre. Pulse el boton “Next” (Siguiente) para continuar.
Ti& Sentinel Runtim up —

Welcome to the Sentinel Runtime
Installation Wizard

Itis strongly recommended thatyou exit all Windows programs
before running this setup program

Click Cancel to guitthe setup program. then close any programs
wou hawve running. Click Next to continue the installation.

WARMNING: This prograrm is protected by copyright law and
international treaties.

Unauthorized reproduction or distribution of this prograrn, or any
portion of it, may resultin severe civil and criminal penalties, and
will be prosecuted to the maximum extent possible under law:

< Back Cancel

2. Lea la licencia de uso. Si acepta los términos, seleccione “I accept the license agreement” (Acepto la
licencia de uso) y pulse el botdn “Next” (Siguiente) para continuar.

fig Sentinel Runtime Setup

License Agreement

You must agree with the license agreement below to proceed.

SENTINEL LDK PRODUCT END USER LICENSE AGREEMENT ~

IMPORTANT INFORMATION - PLEASE READ THIS AGREEMENT CAREFULLY
BEFORE USING THE CONTENTS OF THE PACKAGE AND/OR BEFORE
DOWNLOADING OR INSTALLING THE SOFTWARE PRODUCT. ALL ORDERS FOR
AND USE OF THE SENTINEL® LDK PRODUCTS (including without limitation, the
Developer's Kit, libraries, utilities, diskettes, CD_ROM, DVD, Sentinel keys, the
software component of Sentinel LDK, and the Sentinel LDK Software
Protection and Licensing Guide) (hereinafter “Product”) SUPPLIED BY THALES

DIS CPL USA, Inc., or one of its affiliates, (in each case, referred to hereinas

W
ATHALIFSY)Y ARE AMND CUALT BE SHIRIECT Ty THE TERRAS AND COMMDITIONS ST

@1 accept the license agreement

(O 1do not acceptthe license agreement

Eeset < Back Cancel
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3. Runtime esta listo para la instalacion. Pulse el botén “Next” (

fig Sentinel Runtime Setup

Ready to Install the Application

Click Mext to begin installation.

Click the Back button o reenter the installation information or click Cancel to exit
the wizard.

Cancel

Siguiente) para continuar.

4. Puede llevar unos minutos instalar los controladores y actualizar el sistema.

fig Sentinel Runtime Setup

Updating System

The features you selected are currently being installed.

Install drivers

Cancel
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5. Lainstalacion de Sentinel Runtime esta completa. Pulse el botén “Finish” (Terminar).

fig Sentinel Runtime Setup

Sentinel Runtime has been
successfully installed.

The Sentinel HASP Rundirme Environmentuses port 1947
o cammunicate with [ocal and remote compaonents. If you
use afirewall. ensure that it does not block this port.

|
<4

Click the Finish button to exitthis installation.

THALES

< Back Cancel

Desinstalaciéon de Sentinel Runtime

La desinstalacion del producto debe ser realizada por el administrador del sistema o por una persona
autorizada. Estas personas son plenamente responsables de la correcta desinstalacion del producto dentro
de la red.

En el sistema operativo Windows, abra “Control PanelAll Control Panel ltems\Programs and Features”.
Busque “Sentinel Runtime”, pulse el nombre y seleccione “Uninstall” (Desinstalar).

El asistente de desinstalacion se ejecutara y desinstalara HSAPUsersetup.exe (Sentinel Runtime).

Busqueda de licencia

1. Para comprobar si su BESA License Key 2.0 contiene una licencia valida para iniciar el producto BESA
pertinente, inicie la aplicacion License Search utilizando el acceso directo en el grupo de programas
BESA en el menu de inicio.
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2.

Q- :

BESA Anonymizer

License Search

SentinelAdminControlCenter

Otra opcion es pulsar el botén “Start” (Iniciar) e introducir “License Search” para encontrar la aplicacion.
La aplicacion License Search aparecera en los resultados de la busqueda. Abrala.

En caso de conexion local de BESA License Key 2.0, seleccione la opcion Local Search y pulse el boton
“Start Search” (Iniciar busqueda).

@ License Search - X

[v Localseaich [ Remoteseach ¥ Show detected licenses only About

[~ Wiite .c2v/.ctv file Clear

Start Search

Si conectd la clave a un servidor o a otra maquina en su red, seleccione la opcién “Remote Search”
(Busqueda remota) en su lugar. Si aparece la llave (dongle), compruebe el estado de la licencia e inicie
el producto BESA pertinente. Si no aparece la llave (dongle), consulte las siguientes paginas para hallar
una solucion para el problema.

Si se produce un error al instalar BESA License Key 2.0 después de realizar los pasos anteriores, el motivo
mas comun es un fallo en la instalacion automatica de los controladores del dispositivo. Haga lo siguiente:

3.
4.

Desconecte BESA License Key 2.0 del ordenador personal local.

Vaya a la carpeta C:\Program Files (x86)\BESA\<Su producto BESA>\Utilities\License\System\ ubicada
en el disco duro y ejecute HASPUserSetup.exe para instalar los controladores del producto de forma
manual.

Solucidén de problemas

Si BESA License Key 2.0 todavia no funciona correctamente, puede deberse a una o varios de los
siguientes motivos:

e BESA License Key 2.0 no esta conectado.

Solucion: Asegurese de que BESA License Key 2.0 esté accesible para ejecutar el programa.
Si BESA License Key 2.0 estd instalado correctamente, el Administrador de dispositivos de
Windows muestra tres elementos en la seccion “Universal Serial Bus controllers”
(controladores del bus serie universal):
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- Sentinel HASP Key

- Sentinel HL Key

v ' Universal Serial Bus controllers
@ Sentinel HASP Key
§ Sentinel HL Key

§ Sentinel USB Key

- Sentinel USB Key

e El puerto USB no funciona correctamente.

Solucién: Compruebe si la luz LED se enciende en BESA License Key 2.0. Si no se enciende,
quite y vuelva a introducir la clave. Espere que el sistema operativo detecte el dispositivo. Si
sigue sin encenderse, intente utilizar otro puerto USB o solicite una llave (dongle) de reemplazo.

e Lallave (dongle) es defectuosa.

Solucién: Rara vez puede suceder que BESA License Key 2.0 presente un defecto. En este caso,
la llave (dongle) no se enciende y el Administrador de dispositivos no la detecta. Solicite una llave
(dongle) de reemplazo.

e Sentinel LDK License Manager Service esta bloqueado por una aplicacién de cortafuegos o
antivirus.

Solucién: Ahada C:\Windows\system32\hasplms.exe a la lista de excepciones de antivirus y
cortafuegos.

e El puerto 1947 esta bloqueado por una aplicacion de cortafuegos.
Solucion: Ahada el puerto 1947 a la lista de excepciones de cortafuegos.

e Sentinel LDK License Manager Service se ha detenido.

Solucién: Reinicie Sentinel LDK License Manager Service, que se encuentra en Control Panel
- Administrative Tools > Services (Panel de control > Herramientas Administrativas >
Servicios).

Configuraciones de licencias individuales: Sentinel Admin Control Center (ACC)

El entorno en tiempo de ejecucion de Sentinel incluye los controladores del dispositivo y el Sentinel Admin
Control Center (ACC). El ACC puede utilizarse para controlar las licencias y las sesiones cuando una
aplicacion protegida se esta ejecutando y para gestionar las licencias separables. Para acceder al ACC, inicie
el programa Sentinel Admin Control Center desde la carpeta de programas Apps/ BESA o introduzca la
siguiente direccion en su navegador de Internet (no se necesita una conexion a Internet): http://localhost: 1947



http://localhost:1947/
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Sentinel Admin Co | Center

Sentinel Keys Host Name: MachineName

Sentinel Keys

Location vendor KeyID Key Type Configuration Version Sessions Actions

Products Local I;’gf;s'z} Reserved for New SL Key ~ SL 8.1 & Fingerprint
YWCXE Sentinel HL NetTime [Products | [Features | [ Sessions|
Fealures Local (@7128) 1EETEY g “ElD rAsP 4.34 Blink on
N YWCXE Sentinel HL NetTime .,
. server123 (5712g) 987884321 T4 D HAsP 431 6

Sessions
Update/Attach
Access Log
Configuration
Diagnostics
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Opciones administrativas importantes:

La pagina Sentinel Keys (Claves de Sentinel) muestra los productos BESA License Key que estan presentes
en la red, incluyendo las claves conectadas de manera local. La pagina Sessions (Sesiones) muestra todas
las sesiones de los clientes en la maquina local y también las sesiones de los clientes conectados a la maquina
local de manera remota. Esta pagina permite ver los datos de las sesiones y eliminar sesiones.

La pagina Configuration (Configuracion) permite especificar configuraciones basicas. También puede
configurar el acceso a otros ordenadores o desde ellos. Para determinar que la licencia de BESA License Key
local puede utilizarse unicamente en ese ordenador en particular, por ejemplo, cambie a la pestafia Access
from Remote Clients (Acceso desde clientes remotos) y deshabilite la opcién Allow Access from Remote
Clients (Permitir acceso desde clientes remotos).

Nota: los cambios en la pagina Configuration (Configuracion) pueden limitar la disponibilidad de licencias para
los productos BESA vy, por consiguiente, impedir que esos productos se ejecuten. Por lo tanto, se restringira
el acceso a las maquinas en las que el ACC esté instalado.

Exclusiones de uso

N/D

Contraindicaciones para pacientes
N/D

BESA no tiene responsabilidad alguna en caso de un uso que no se ajuste a las normas definidas en los
documentos de Instrucciones de uso. Hay disponible un resumen de esos documentos en el documento
Folleto BESA pertinente.

Condiciones de fabricacion, transporte, almacenamiento y uso

Condiciones ambientales para la fabricacion
N/D

Condiciones ambientales para el transporte, el almacenamiento y el uso

Durante largos periodos de transporte, almacenamiento y uso, las siguientes condiciones deben cumplirse:
Temperatura: De -20°C a 60°C
Humedad: Del 0% al 95%

Informacién sobre la eliminacion

BESA License Key 2.0 y la caja en la que se entrega deben eliminarse en cumplimiento de las directrices
nacionales de proteccion del medio ambiente.
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Paises y mercados
Este producto BESA puede venderse en los siguientes paises y mercados:
Austria Alemania Malta Espaia China Rusia
Bélgica Grecia Macedonia Suecia Colombia Arabia Saudita
Bulgaria Hungria Holanda Suiza India Singapur
Croacia Islandia Noruega Turquia Iran Sudafrica
Chipre Irlanda Polonia Re!no Israel Corea del Sur
Unido
Republica Italia Portugal Australia Japén Taiwan
Checa
Dinamarca Latvia Rumania Argentina Malasia Tailandia
Estonia Liechtenstein Serbia Brasil México Turkmenistan
Finlandia Lituania Eslovaquia Canada Nueva EAU
Zelanda
Francia Luxemburgo Eslovenia Chile Qatar EE. UU.
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F5I B A 1E“BESA License Key 2.0"81&1% 5 SHIFr A FhR A,

LT X5 AR H R T i%BESAT™ M5t B HE R :
BESA License Key - IntendedUse+ProductClassification
BESA License Key - Update History

BESA License Agreement

BESA Product Symbols - Meaning

S4B LRI SRR A R FEBESAM i £3K1%

elFU

[:E] e https://www.besa.de/downloads/user-documentation/

FEFE R R Z AT, @708 A AR i B3 4
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7= ME—R 515 (UDI)

UDI-DI:  (1)426236423003

U DI UDI-PI:  FE:UDI-PIzpi A F & License Key 2.0, @$EF5I5 ., AI7EBESAGE S
AT B FR2E B3 E,

HE R

Thales DIS CPL Deutschland GmbH
u Werinherstr.81
81541 ZlE &

7% EFBESA License Key 2.0 E#f5, BESAFIELILEIEH S ZAE, MERMA—TH R,

RTFr=amleas

C€ A @UFSIRE, HERSEUTXHPHTIA:

“BESA Product Symbols — Meaning”, Rl #£BESAM 4 £ 3KER,

FRERIRRAR

O=RXE
Sin A
BESA License Key 2.0t & & BIFF A N5 ¥ B 4 65 8 #A & 1L F2031-04-01 8,
FE:

BESA License Key 2.009 & 1% e ith F da /RIS HATE Wy ™ [F44E (£ [ “Sentinel HL Data Sheet.pdf”,
roXtra ID 83890, 1&1Thx001/06.2018) , 7£“011-010189-001_Sentinel HL_Rev_J-signed.pdf” (roXtra ID
82774, 1&1Thx001/10.2019) &, ERoHSH;iE KA ER P REARR (EPUP) /104, 7£ Hl& i i i bt
X% H X FBESA License Key 2. 04 AN EZIER.,

RIFHEEAB, BESAIAAIBESA License Key 2.0894 &5 A #1 /7104,

GEE BNMEHh%H, TEEIE® 46, BESA License Key 2.0 8] Y BESA fhiR 14 aliF AR %5 {7 4BESA
License Key 2.0 EED>—NFa[EARMERRER T, FHREHM, INEFEBESATREITIFH X {T{EBESA
e R U BN ER B ER, AT REE A LLTE S . BRI, R R K A4 THE) o

BESAS G EHIAFTIRHEAMIBESA License Key, HE G EAME L SRR EMBESATA—FE K,
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INERBESAR & ™ EB MG L A E W, #irA AN AEE#ETincident@besa.dei# 1T & S iREBESA
Mg £ E R NITEE, (hitps://www.besa.de/contact/incident/)

REMA FHA G
Y IIE 4

BESA™ @R FHThales/ B FF & BISentinel HL4 B[ R HH1TR P

HAFR G EEUSBESH — B, BESA License Key 2.0 — AR %% K238, LIEET[AUSBZ4H,
NBEEREREMRE RER T TEBESA License Keydizh#:1i, BESA License Key 2.0Mi4 & IRZMEE 4 B
ThREEIBHWIEN LT . )y TBESAF=MEEHBIT, 1AM IFAlIFE RMBESAE L IEREAE L T RigEM &
FEMAIUSBIE O L, iR L% F K EIBESAE S, 0] LUR T sales@besa.deft R 1M B 58 13K,

MR EE L IFBESA License Key 2.0 (USBZ4) B EEIIEMEKNERSSE L, BRETEREMEXHBESA
P&, 153 AR ERE SRR,

RAEKR

BESA License Key 2.0 & BESA 7 s R Al D BIM B &, N Z T AT E, SUEEEIA TR X
BRI L EFBESA License Key 2.0BITIIZE FN/EIRIE RS &4 S #1[E, & BESA License Key 2.0 &
EEAEHPE, ERIAESBUE A BESA License Key 2.0 45y Mt/E= f i BESA =R EE A,

o HlEEERTCPFIUDPIHO 1947 A FBESA/™ R FIBESA License Key 2.0 Z [HAIFIE(E . iEHINEEHID
M TH R PIT X iR O, ERES TR E . B IEBEHSTHRTESTRE, &L
RA] LATE LA R 44 51| £ BESA License Key 2.00i4 &, R&MH— BRI UMWELIES:
http://localhost:1947/ int /ACC help_index.html

e HASPUserSetup.exe& % BESA License Key 2.0FTE R BIE 1T, AR AOIB 1T IFIE ABESA“R
MR, RIBFIEEME RS SITUTRERAIEHMEKNRS

GEE  #:E/ (Thales) 2EHIE R,
38 - https://docs.sentinel.thalesgroup.com/Idk/LDKdocs/RN/ReleaseNotes/130-

Supported_Platforms_for_Sentinel.htm#Sentinel4, T#;F2021-09-07, aJ7E LA F & $%EY S:\External Programs\HASP
(SafeNet, Sentinel, Gemalto)\Sentinel_LDK_Run-time_setup V. 8.21\ Supported Platforms for Sentinel LDK End Users and
Vendors.pdf)

Windows Windows 7 SP1
Windows 8.1 SP1
Windows Server 2008 R2 SP1
Windows Server 2012 R2
Windows Server 2016
Windows Server 2019
Windows 10 loT Enterprise 2019 LTSC



mailto:incident@besa.de
https://www.besa.de/contact/incident/
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Windows 10 20H2kik
3EE X Windows 10 Insider Preview builds,
DR ERHRSEMNREEH,
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ko

VMware Workstation 15
VMware ESXi 6.5, 6.7
Microsoft Azure

e BESA License Key 2.0i% i1 /7 ##EUSB 2.08(USB 3.0# 0, &1 &, SalaeEE M AL 125 IFBESA
License Key 2.0 RN N i L (B3R AB2IEEA) .

e BESA License Key 2.0E 42HBESATE LA FEE R £ 4T Tl :

o Windows 10 Professional 641z 2004k
o Windows 10 Professional 64{iL 20H2kk
o Windows 7 Professional 641z SP1

IR, EENPSGTETE (BIan, BFRER RS E . REE .. BEHFRHNT/EH) F/EITR LRI E R
BESERBESA License Key 2.0M&R £/ LG ilRiRE, LA R/ENEEMAMIFEE, BIUERAX S E YIRS

BCi&

HEE, EITM B {#EFABESA License Key 2.0F[RER 45 B E . A RE = AT RRMMIXE, BB TEIH1S]

AT PRAR RN L RS . 1T 25 B4 fel F 228 (L &R R BE

BUR BRI
BESA License Key 2.0 & (£ 7E(E AT $k4E

BEHRMmESER

WRNEE SR MR AT LU TBESAf= f:
e BESA Research (7.X; BIERE FRAR)
e BESA MRI (3.X; BIEMEAFHRA)

e BESA Connectivity (1.X; BEE FhRA)
WANERR S S L TBESARET BE4EAHR:

e Diagnostics.exe (8.X; BIEFTHEFIRA)

e License Search.exe  (3.X; @¥EFTHFRA)

i TR, FEIITHSEIS AT,
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ABESAFRASEMEEE N ERFERERETTEN,
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RESHH
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IR, MBREN &S 55, HASPUsersetup.exelstit % B2 B BRI E), EXMIER T, 5 & A FHEk
[, FERITBITHASPUsersetup.exe,

Zit Sentinel Runtime

N, MBRIEFEE— 1 FIHMIHASPUserSetup.exe IR E X #, LIETE%EH T BESA License Key 2.01B:&Fi5
1TBESAT= MBIAR %5 38 L RE W NIERF, el LI T, — 1 A FBESAM™ S BIHASPUserSetup.exe B & fi i # ik
X,

https://www.besa.de/downloads/besa-license-key/

MR ENHASPUserSetup.exeit T B #T, RIS EHH ZIFTASITBESAT miIHLaR £, SEFEFHBESA
License Key 2.05Z[T RO 38

T REEFABESA License Key 2. 0FT b FHI i, REAECH A LHATELNR, U THEREE—B
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i'c% Sentinel Runtim

Welcome to the Sentinel Runtime
Installation Wizard

Itis strongly recommended that you exit all Windows programs
hefare running this setup program.

Click Cancel to quitthe setup program, then close any programs
wou hawve running. Click Next to continue the installation.

WARNIMG: This program is protected by copyright law and
international treaties.

Unautharized reproduction or distribution of this prograrm, or any
portion of it, may resultin severe civil and criminal penalties, and
will be prosecuted to the maximum extent possible under law.

THALES

< Back Cancel

2. EBPFAEHN. MRIEREX LSRR, IR R VA M Next Zk4s...
fig Sentinel Runtime Setup

License Agreement

You must agree with the license agreement below to proceed.

SENTINEL LDK PRODUCT END USER LICENSE AGREEMENT ~

IMPORTANT INFORMATION - PLEASE READ THIS AGREEMENT CAREFULLY
BEFORE USING THE CONTENTS OF THE PACKAGE AND/OR BEFORE
DOWMNLOADING OR INSTALLING THE SOFTWARE PRODUCT. ALL ORDERS FOR
AND USE OF THE SENTINEL® LDK PRODUCTS (including without limitation, the
Developer's Kit, libraries, utilities, diskettes, CD_ROM, DVD, Sentinel keys, the
software component of Sentinel LDK, and the Sentinel LDK Software
Protection and Licensing Guide) (hereinafter “Product”) SUPPLIED BY THALES

DIS CPL USA, Inc., or one of its affiliates, (in each case, referred to hereinas
UTHALIESYY ARE AMN SHALID BE SIIRIECT T THE TERRS AKMD CORNDITIONS €ET s
@1 accept the license agreement

()1 do not accept the license agreement

Beset < Back Cancel

3. BB, TR, AT Next Jksh
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ig?- Sentinel Runtime Setup

Ready to Install the Application

Click Next to begin installation.

Click the Back button to reenter the installation information or click Cancel to exit
the wizard.

Cancel

Template document name: T78 Instructions for Use

Template edited on/by: 2022-07 / TO, MK

Template valid from: 2022-07-05 Template released on/by: 2022-07 / MK

Template Document ID: 93917

Page 56 / 170




Printed version is NO controlled document and NOT subject to modifications

BESA License Key - Instructions
for Use

1 1BESA

Document ID

93944

Revision Number

004/07.2022

Edited by

Kornwebel, Olga
2022-07-05

Reviewed by:

Kornwebel, Michael
2022-07-05

Released by / Date

Scherg, Tobias
2022-07-05

4. RERNEFLUREHFRGATRERFRILS M,

fig Sentinel Runtime Setup

Updating System

The features you selected are currently being installed.

Install drivers

Cancel

5. Sentinel Runtime&R%&E5EM . M Finish”#&4H,

fig Sentinel Runtime Setup

THALES

Sentinel Runtime has been
successfully installed.

The Sentinel HASP Runtime Environment uses port 1947
to communicate with local and remote components. If you
use afirewall. ensure that it does not block this port.

Click the Finish button to exit this installation.

< Back Cancel

{H1%; Sentinel Runtime

P B EN R T A R G B E AR AN AT, LA GG P R ER L ERBETHE,
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FEWindows#4E T, T F 2% EHR\FT A £ 5 E AR T1\E 7 F02h

o2t
BE o

#Z|“Sentinel Runtime”, m % MF LR E

o
EH# ¥ RIF581T, EZHSAPUsersetup.exe (Sentinel Runtime),

FoiEER
1. EREIRIIBESA License Key 2.0 & & AR 511EXBESAM A IS AT, 15#ERAFF IR A FBESA
BERADmREAXEIFEE N RREF,

Q- :

ﬁ-‘j BESA Anonymizer

License Search

Sentinel&dminControlCenter

HEH RGFEFHAVRNESE " AE RN AER  AERERPERSBIFAHEE WL AR,
FrETH,

2. BNEBESA License Key 2.0 %, W ARMA 160 FH R Fria”,

@ License Search - X

[v Localseaich [ Remoteseach ¥ Show detected licenses only About

[~ Wiite .c2v/.ctv file Clear

Start Search

MBEFREAERERSBRERENIE TR L, NEFTEE AT, MR T REMER, R
YFANEIRSF B oE X FIBESAF f o MIRF T RINER, 1S T— 11 TN HMRRA R,

MR IT LR P IEFBESA License Key 2.0RE X, & NHRERRIZEWHIERF BHREXRI BRUTS
IRAHAT:
3. BFFBESA License Key 2.0 SR N1+ E AL ERE,

4. FTFALTFHEFL L #IC:\Program Files (x86)\BESA\<{& I BESA™ & >\Utilities\License\System\X 44 3, i&
{THASPUserSetup.exe & F 2R &1 50K 5.
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CY, TR

Kullanim Talimatlan

Basvurulan "BESA License Key 2.0" terimi, GrGndn tim alt strimlerini igerir.

Bu belge ile asagidaki belgeler, bu BESA urtnu igin eksiksiz Kullanim Talimatlarini olusturur:
BESA License Key - IntendedUse+ProductClassification

BESA License Key - Update History

BESA License Agreement

BESA Product Symbols - Meaning

Belgelerin glincel ve 6nceki strimleri BESA web sitesinde mevcuttur:

elFU
[:E] mee hittps://www.besa.de/downloads/user-documentation/

Uriini kullanmadan énce Kullanim Talimatlari belgelerinin tamaminin okunmasi zorunludur.

Bu Urtndn kullanim dmrl boyunca herhangi bir zamanda, yukarida belirtilen belgeleri basili kagit olarak higbir
ek Ucret 6demeden talep edebilirsiniz.

Uriin adi

BESA License Key 2.0, BESA tibbi cihazlarina ek bir Grinddr.

Uriin Resmi

. =

Uriin UDI'si

UDI-DI:  (1)426236423003

U DI UDI-PI:  NOT: UDI-PI, seri numarasi da dahil olmak Uzere her bir License Key 2.0
icin ayridir. BESA Box'a uygulanan etikette mevcuttur.
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Uretici

Thales DIS CPL Deutschland GmbH
J Werinherstr. 81
81541 Miinchen

NOT: BESA License Key 2.0'in kendisinde semboliin kullaniimasiyla BESA, lretim iddiasinda bulunmaz,
bunun yerine bir iletisim adresi saglar.

Uriin igin kullanilan semboller

c € Bu Urln bir isaret ile isaretlenmistir ve ek semboller belgede agiklanmistir:
BESA web sitesinde bulunan “BESA Product Symbols - Meaning”.

Avrupa Birligi Temsilcisi

[] Evet X Hayir

Kullanim siiresi

BESA License Key 2.0 kapsamindaki tim dongle'larin kullanim stresi 2031-04-01 tarihinde sona erer.

Not:

BESA License Key 2.0 ureticisi, pil 0mrini / garantisini Gretimden sonra 4 yil olarak tanimlar (bkz. “Sentinel
HL Veri Sayfasi.pdf’, roXtra ID 83890, revizyon 001/06.2018). "011-010189-001_Sentinel HL_Rev_J-
signed.pdf" belgesinde (roXtra ID 82774, revizyon 001/10.2019), Cin RoHS isareti, 10 yillik bir Cevre Koruma
Kullanim Siresini (EPUP) belirtir. Uretici tarafindan saglanan ekli belgelerde BESA License Key 2.0'in kullanim
suresi hakkinda daha fazla bilgi yoktur.

Ureticinin beyanlarina uygun olarak BESA, BESA License Key 2.0'in kullanim siiresini 10 yil olarak kabul eder.

(Not: Bir pilin glicu bitmis ve ¢alismiyor olsa bile, BESA License Key 2.0, BESA Urunleri i¢in lisans saglamaya
devam edecektir. Pil yalnizca BESA License Key 2.0'daki en az bir lisans zaman sinirli bir lisanssa gereklidir.
Bu senaryo, bir BESA Urinldnun siparis edilip teslim edildigi ancak édemenin BESA tarafindan henilz
alinmadigi bir gecis asamasi varsa gegerli olabilir. Odeme alindiktan sonra, misteriye kalici bir lisans verilir).

BESA, yalnizca BESA License Keys en az beraberindeki BESA (rlnlerinin kullanim siresi kadar uzun bir
kullanim siresi saglamaya 6zen g0sterir.

Olay

BESA yaziliminin neden oldugu ciddi bir olay veya yakin olay olmasi durumunda, lisans sahibi dogrudan
incident@besa.de veya BESA web sitesinde belirtilen yonergeleri izleyin.
(https://www.besa.de/contact/incident/)
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Guvenlik Talimatlar ve Teknik Agiklama

Lisanslama Sistemi

BESA Urinleri, Thales tarafindan gelistirilen Sentinel HL lisanslama sistemi tarafindan korunmaktadir.
Lisanslama sistemi, bir USB anahtari - yani BESA License Key 2.0 - ve USB anahtarina erismek igin aygit
surlculeri gerektirir.

Yuklemenin son agsamasinda BESA License Key surtclilerini yikle segenegini segtiyseniz, BESA License Key
2.0 icin aygit surtculeri bilgisayariniza otomatik olarak ylklenmistir. BESA Urunlerinin ¢aligtirilabilmesi igin,
yerel aginizdaki bilgisayardan bir USB baglanti noktasina gecerli lisans bilgilerine sahip bir BESA License Key
eklenmelidir. Henliz almadiysaniz, satis departmanimiz sales@besa.de ile iletisime gegerek BESA License
Key alabilirsiniz.

BESA License Key 2.0'' (USB anahtari) dogrudan bilgisayariniza veya sunucunuza bagladiysaniz ve ilgili
BESA Urdnunu baglatamiyorsaniz, sorun giderme ipuglari igin litfen bu belgeye bakin.

Sistem Gereksinimleri

BESA License Key 2.0, BESA urunleri icin dnemli bir aksesuar Griindir veya surekli denetime tabi olacak ya
da erisim kisitlamasi olan alanlarda bulunan makinelere baglanacaktir. BESA License Key 2.0 kullanildigi BT
aginin ve/veya isletim sisteminin arizalanmasi veya genel olarak BESA License Key 2.0 arizalanmasi, BESA
License Key 2.0 aksesuar urlin olarak kullanan BESA drinlerini kullanilamaz hale getirebilir.

e BESA Urlnleri ve BESA License Key 2.0 arasindaki iletisim amaciyla uretici, 1947 TCP ve UDP
baglanti noktalarini kullanir. Gerekli iletisimi saglamak igin lutfen bu baglanti noktalarini aginizda veya
BT ortaminizda agtiginizdan emin olun. Lisans anahtari ¢alisma zamani ortami kurulduktan sonra,
BESA License Key 2.0 ile ilgili ayarlar, guivenlik ve genel konular hakkinda daha fazla bilgiyi asagidaki
baglantida bulabilirsiniz:

http://localhost: 1947/ int /ACC help index.html

o HASPUserSetup.exe, BESA License Key 2.0'in gerektirdigi galisma zamani ortamini kurar. Saglanan
calisma zamani ortami, BESA tarafindan "oldugu gibi" saglanir ve Ureticiye gore asagidaki isletim
sistemlerini veya donanimlari ¢aligstiran bilgisayarlarla uyumludur:

(NOT: Uretici tarafindan saglanan bilgiler (Thales),Kaynak:
https://docs.sentinel.thalesgroup.com/Idk/LDKdocs/RN/ReleaseNotes/130-Supported_Platforms_for_Sentinel.htm#Sentinel4,
07.09.2021 tarihinde indirildi, surada mevcut: S:\External Programs\HASP (SafeNet, Sentinel, Gemalto)\Sentinel_LDK_Run-
time_setup V. 8.21\ Supported Platforms for Sentinel LDK End Users and Vendors.pdf)

Windows Windows 7 SP1
Windows 8.1 SP1
Windows Server 2008 R2 SP1
Windows Server 2012 R2
Windows Server 2016
Windows Server 2019
Windows 10 loT Enterprise 2019 LTSC
Windows 10 Version 20H2
Not: Windows 10 Insider Preview derlemeleri desteklenmemektedir.
En son hizmet paketleri ve givenlik gincellestirmeleri yiklenmelidir.
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Sanal Sentinel LDK tarafindan saglanan sanal makine algilama ve sanal makine

makineler parmak izi alma 6zellikleri, agagidaki teknolojilerde dogrulanmistir:
VMware Workstation 15
VMware ESXi 6.5, 6.7
Microsoft Azure

e BESA License Key 2.0, bir USB 2.0 veya USB 3.0 baglanti noktasina takilmak Uzere tasarlanmistir.
BESA License Key 2.0'l bilgisayariniza takmak igin bir adaptér kullanmaniz gerekebilecegini litfen
unutmayin (adaptér dahil degildir).

o BESA License Key 2.0, BESA tarafindan asagidaki isletim sistemlerinde test edilmistir:
o Windows 10 Professional 64bit version 2004
o Windows 10 Professional 64bit version 20H2

o Windows 7 Professional 64bit Service Pack 1

Donanim veya yazilim platformlarindaki degisikliklerin (6r. antiviris/guvenlik duvari yazilimi, sistem kitapliklart,
bellenim ve digerlerinin yama/guincellemeleri ile) ve/veya BT agindaki degisikliklerin glivenlik ve/veya guvenlik
aciklari ile ve/veya BESA License Key 2.0 Urlnlerinin islevselliginin azalmasi ile sonuglanabilecegini litfen
unutmayin. Bu belgede tanimlanan sistem kombinasyonlarinin kullaniimasi tavsiye edilir.

Not: BESA License Key 2.0 drlnlerinin bir BT aginda kullaniimasinin hastalar, kullanicilar veya Uglnci
sahislar igin dnceden tanimlanamayan risklere yol agabilecegini ve bu riskleri belirlemek, analiz etmek,
degerlendirmek ve kontrol etmekten kullanicinin sorumlu oldugunu litfen unutmayin. BT aginda sonradan
yapilacak herhangi bir degdisiklik yeni riskler olusturabilir ve ek analiz gerektirebilir.

Veri Korumasi

BESA License Key 2.0 herhangi bir veri saklamaz.

Diger uriinlerle birlikte kullanin

Lisans anahtarinin agagidaki BESA iiruinleri i¢in aksesuar iiriin olarak kullanilmasina izin verilir:
o BESA Research (7.X; tim alt striimleri dahil)
e BESA MRI (3.X; tim alt strimleri dahil)
o BESA Connectivity (1.X; tim alt strimleri dahil)

Lisans anahtarinin BESA'nin agagidaki destek aracglariyla kullanilmasina izin verilir:

e Diagnostics.exe (8.X; tim alt strimler dahil)
e Lisans Search.exe (3.X; tiim alt stirimler dahil)
e HLUpdate.exe (1.X; tim alt strimler dahil)

BESA sirtmleri, Sistem Gereksinimleri bélimiinde tanimlanan ayni donanim veya yazilim platformlarindaki
diger kurulumlarla (6r. MS Office vb.) stirekli olarak kontrol edilir.
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Herhangi bir uyumsuzluk gézlemlenirse, bunlar Griiniin Giincelleme Gegmisi'nde belgelenir. Daha fazla soru
ve bilgi igin litfen www.besa.de adresindeki kanallari kullanin.

Uygulama Ortami

Litfen sunlara dikkat edin: Ozellikle hasta ortaminda (enstitiilerde, kliniklerde veya pratisyenlerin bulundugu
yerde) kurulan kombine tibbi veya tibbi ve tibbi olmayan cihazlarin glvenligini saglamak Kullanicinin
sorumlulugundadir.

Urlinimuziin kullanicisi, bu tir kombinasyonun IEC 60601-1'e gére tek bir tibbi cihazla ayni giivenlik kosulunu
yerine getirmesini saglamaldir.

Tibbi olmayan herhangi bir cihaz kurulumuyla bu tir bir kombinasyon "kurum igi tibbi sistemdir" - en son Tibbi
Cihaz Operator Yonetmeligine uygun (6r.MedBetreiberVerordnung, Almanya 2020) veya ulusal Operator
Kanunlarinizdir.

Tesisinizde/aginizda yUkli olan Yazilim strimumuizu/gincellemelerimizi, Donanim igin gerekli olanlara
benzer bir MPG-Medizingerate-Buch (tibbi tesisler kitabi) icinde belgelemenizi/iziemenizi éneririz.

Bu BESA {runi, hasta ortaminda herhangi bir tibbi bilgisayar kullanma olasihgini etkilemez.
BESA GMBH, tanimlanan PC agdinin 6tesinde herhangi bir kullanim/kurulumdan sorumlu degildir.

Kurulum ve Kurulumu Kaldirma

UriinGn kurulumu ve kurulumunun kaldiriimasi, sistem yéneticisi veya yetkili bir kisi gerceklestiriimelidir. Bu
personel, trindn ag icinde dogru kurulumunun tim sorumlulugunu tagir.

Lisans guncellemelerini de sistem ydneticisi veya yetkili bir kisi yapmaldir.

Latfen kurulum sirasinda herhangi bir sorun olmasi durumunda HASPUsersetup.exe dosyasinin mevcut
degisikliklerin geri alinmasini tetikleyecegini unutmayin. Bu durumda liitfen sorunu belirleyip ortadan kaldirin
ve HASPUsersetup.exe dosyasini yeniden galistirin.

Sentinel Runtime'l Yiikleme

Siriclylt BESA License Key 2.0'In bagh oldugu ancak higbir BESA Uriintiniin ¢alismadigi bir sunucuya
kurmak igcin HASPUserSetup.exe igin ayri bir kurulum dosyasina ihtiyaciniz varsa, Ornegin,
HASPUserSetup.exe'nin énceden yuklenmis olan glincel bir surimund indirebilirsiniz. BESA Urinleriyle
kullanim igin piyasaya suruldu:

https://www.besa.de/downloads/besa-license-key/

HASPUserSetup.exe'ye guncellemeleri uygulamaniz durumunda, BESA Urlnlerini galistiran tim makinelere
dagittiginizdan veya BESA License Key 2.0'in fiziksel olarak bagl oldugu makineyi giincellediginizden emin
olun.

BESA License Key 2.0'l kullanmak i¢in gereken yazilimi kurmak igin bilgisayarinizda yonetici ayricaliklarina
sahip olmaniz gerekir. Asagidaki ekran gorintileri, Windows 10 isletme sistemine sahip bir bilgisayardaki
kurulumdan alinmistir. Diger isletim sistemlerinde biraz farkli gérinebilirler.
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1. Sentinel Runtime Kurulum Sihirbazi agilir. Devam etmek igin ileri digmesine basin.

i'c% Sentinel Runtim

THALES

Welcome to the Sentinel Runtime
Installation Wizard

Itis strongly recommended that you exit all Windows programs
hefare running this setup program.

Click Cancel to quitthe setup program, then close any programs
wou hawve running. Click Next to continue the installation.

WARNIMG: This program is protected by copyright law and
international treaties.

‘ Unautharized reproduction or distribution of this prograrm, or any

portion of it, may resultin severe civil and criminal penalties, and
will be prosecuted to the maximum extent possible under law.

< Back Cancel

2. Latfen lisans sOzlesmesini okuyun. Kosullari kabul ediyorsaniz, lisans s6zlesmesini kabul ediyorum'u
secin ve devam etmek icin lleri digmesine basin.

fig Sentinel Runtime Setup

License Agreement

You must agree with the license agreement below to proceed.

@1 accept the license agreement

()1 do not accept the license agreement

Beset

SENTINEL LDK PRODUCT END USER LICENSE AGREEMENT ~

IMPORTANT INFORMATION - PLEASE READ THIS AGREEMENT CAREFULLY
BEFORE USING THE CONTENTS OF THE PACKAGE AND/OR BEFORE
DOWMNLOADING OR INSTALLING THE SOFTWARE PRODUCT. ALL ORDERS FOR
AND USE OF THE SENTINEL® LDK PRODUCTS (including without limitation, the
Developer's Kit, libraries, utilities, diskettes, CD_ROM, DVD, Sentinel keys, the
software component of Sentinel LDK, and the Sentinel LDK Software
Protection and Licensing Guide) (hereinafter “Product”) SUPPLIED BY THALES

DIS CPL USA, Inc., or one of its affiliates, (in each case, referred to hereinas
UTHALIESYY ARE AMN SHALID BE SIIRIECT T THE TERRS AKMD CORNDITIONS €ET s

< Back Cancel

3. Calisma zamani, kurulum igin hazirdir. Liitfen devam etmek igin ileri diigmesine basin
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fig Sentinel Runtime Setup

Ready to Install the Application

Click Next to begin installation.

Click the Back button to reenter the installation information or click Cancel to exit
the wizard.

Cancel

4. Sdruciulerin yiklenmesi ve sistemin gincellenmesi birkag

fig Sentinel Runtime Setup

Updating System
The features you selected are currently being installed.

dakika surebilir.

Install drivers

Cancel

5. Sentinel Runtime'in kurulumu simdi tamamlandi. Bitir digmesine basin.
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fig Sentinel Runtime Setup

|
i

THALES

Sentinel Runtime has been
successfully installed.

The Sentinel HASP Runtime Environment uses port 1947
to communicate with local and remote components. If you
use afirewall. ensure that it does not block this port.

Click the Finish button to exit this installation.

Cancel

Sentinel Runtime'l Kaldirma

Uriiniin kurulumu ve kurulumun kaldiriimasini sistem yéneticisi veya yetkili bir kisi gergeklestirmelidir. Bu kisi,

artiinin ag icinde dogru kurulum ile ilgili tdm sorumlulugunu tasir.

Windows igletim sisteminde “Denetim Masasi\Tim Denetim Masasi Ogeleri\Programlar ve Ozellikler’i agin.
“Sentinel Runtime”I arayin, isme tiklayin ve Kaldir'i segin.

Kaldirma sihirbazi, HSAPUsersetup.exe'yi (Sentinel Runtime) kaldirarak ¢alisacaktir.

Lisans Arama

1. BESA License Key 2.0'nizin ilgili BESA Grinind baslatmak igin gegerli bir lisans icerip icermedigini
kontrol etmek igin, baslat menlUstndeki BESA program grubundaki kisayolu kullanarak Lisans Arama

uygulamasini baglatin.

O :

ﬁ‘j BESA Anonymizer

N EESA Research 7.1

E BESA Research Help

DipoleSimulator

'F'-:“j License Search

SentinelAdminControlCenter
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Alternatif olarak, uygulamayi bulmak icin Baslat digmesine basin ve “Lisans Arama” girin. Arama
sonuglarinda Lisans Arama uygulamasini goreceksiniz. Agin.

2. BESA License Key 2.0 yerel olarak bagliysa, Yerel Arama secenegini secin ve Aramayl Baslat
digmesine basin.

8 License Search = X

[V Localseach [~ Remotesearch W Show detected licenses only About

I wiiite .c2v/.cty file Cleat

Start Search

Anahtari aginizdaki bir sunucuya veya baska bir makineye bagladiysaniz, bunun yerine Uzaktan Arama
segenegini belirleyin. Dongle gorintlleniyorsa, lutfen lisans durumunu kontrol edin ve ilgili BESA
artinina baglatin. Dongle gérintilenmezse, sorunun ¢6zUmd igin [itfen sonraki sayfalara bakin.

Yukaridaki adimlari uyguladiktan sonra BESA License Key 2.0 kurulumu basarisiz olursa, bunun en yaygin
nedeni aygit sirtcilerinin otomatik kurulumunun basarisiz olmasidir. Litfen asagdidaki gibi ilerleyin:
3. BESA License Key 2.0'l yerel kisisel bilgisayardan ayirin.

4. Sabit diskte bulunan C:\Program Files (x86)\BESA\<BESA urtninuz>\Utilities\License\System\
klasérune gidin ve aygit strtculerini manuel olarak kurmak igcin HASPUserSetup.exe dosyasini galistirin.

Sorun giderme

BESA License Key 2.0 hala diizglin ¢calismiyorsa, bunun nedeni asadidaki nedenlerden biri veya birkagi
olabilir:

e BESA License Key 2.0 bagli degil.

C6zum: Programi galistirmak icin BESA License Key 2.0'in erigilebilir oldugundan emin olun.
BESA License Key 2.0 dogru sekilde kurulursa, Windows Aygit Yoneticisi "Evrensel Seri Veri
Yolu denetleyicileri" bliminde t¢ 6ge listeler:

7ASentIne| HASP Anahtv ' LfniversalSenal Bus controllers
- Sentinel HL Anahtari } St

- Sentinal USB Anahtari § Sentinel USB Key

o USB baglanti noktasi arizall.

C6zum: BESA License Key 2.0 tzerindeki LED 1s1dinin yanip yanmadigini kontrol edin.
Yanmiyorsa, anahtari gikarin ve yeniden takin. isletim sisteminin cihazi algilamasini bekleyin.
Hala yanmiyorsa, baska bir USB baglanti noktasi deneyin veya yeni bir donanim Kkilidi isteyin.

e Dongle arizali.

Co6zum: Nadir durumlarda BESA License Key 2.0 arizali olabilir. Bu durumda dongle yanmaz ve
Aygit Yoneticisinde algilanmaz. Yedek dongle talep edin.
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e Sentinel LDK Lisans Yoneticisi Hizmeti, bir glivenlik duvari veya bir virlisten koruma
uygulamasi tarafindan engellendi.

C6zum: Virtsten koruma ve glvenlik duvari istisnalari listesine
C:\Windows\system32\hasplms.exe'yi ekleyin.

e Port 1947, bir glivenlik duvari uygulamasi tarafindan engellendi.
G6zum: Givenlik duvari istisnalar listesine 1947 numaral baglanti noktasini ekleyin.

e Sentinel LDK Lisans Yoneticisi Hizmeti durduruldu.

C6zum: Surada bulunan Sentinel LDK Lisans Yoneticisi Hizmetini yeniden baslatin.
(Kontrol Paneli - Yonetim Araglari - Hizmetleri).

Bireysel Lisans Ayarlari: Sentinel Yonetici Kontrol Merkezi (ACC)

Sentinel galisma zamani ortami, aygit surtculerini ve Sentinel Yénetici Kontrol Merkezi'ni (ACC) igerir. ACC,
korumali bir uygulama calisirken lisanslari ve oturumlari izlemek ve ayrilabilir lisanslari yénetmek igin
kullanilabilir. ACC'ye erismek igin, lutfen Apps/BESA program klasériinden Sentinel Admin Control Center
programini baglatin veya internet tarayiciniza asagidaki adresi girin (internet baglantisi gerekli degildir):
http://localhost: 1947

Sentinel Admin Control Center @ el

Sentinel KeyS Host Mame: MachineName

Sentinel Keys

Location Vendor Key ID Key Type Configuration Version Sessions Actions

Products Local YWCXE Reserved for New SL Key  SL 8.1 & Fingerprint

(87128)

YWCXE Sentinel HL NetTime [Products [ Features | [ Sessions |

123456789 9 -

Features Local (87128) 10 ‘ElD nasp 434 Blink on

YWCXE Sentinel HL NetTime .

. server123 (B7125) 987654321 Lo “HD HasP 431 8

Sessions
Update/Attach
Access Log
Configuration

Diagnostics
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Onemli yénetim segenekleri:

Nobetci Anahtarlar sayfasi, yerel olarak bagl anahtarlar da dahil olmak lizere agda su anda hangi BESA
License Keys bulundugunu goésterir. Oturumlar sayfasi, yerel makinedeki tim istemci oturumlarini ve ayrica
yerel makinede uzaktan oturum agmig istemci oturumlarini listeler. Bu sayfa, oturum verilerini gérintilemenizi
ve oturumlari silmenizi saglar.

Yapilandirma sayfasi, temel ayarlari belirlemenizi saglar. Diger bilgisayarlara veya bilgisayarlardan erisimi de
yapilandirabilirsiniz. Yerel BESA License Key lisansin yalnizca s6z konusu bilgisayarda yerel olarak
kullanilabilecegini belirlemek igin, érnegin, Uzak istemcilerden Erisim sekmesini ve devre disi birakin Uzak
istemcilerden Erisime izin Ver segenek.

Not: bu degisir Yapilandirma sayfasi, BESA Urlnleri igin lisanslarin kullanilabilirliginin kisitlanmasina ve
dolayisiyla bu drinlerin calismamasina neden olabilir. ACC'nin kurulu oldugu makinelere erisim bu nedenle
kisitlanacaktir.

Kullanim istisnalari

Uygulanamaz.

Hastalar i¢in kontrendikasyon

Uygulanamaz.

Kullanim talimatlari dokiimanlarinda tanimlanan kurallar diginda kullanimdan BESA sorumlu degildir, bu
dokUmanlarin genel gérinimi ilgili BESA Kitapgik dokiimaninda mevcuttur.

imalat, Nakliye, Depolama ve Kullanim Kosullar

Uretim igin gevre kosullari

Uygulanamaz

Tasima, Depolama ve Kullanim igin Cevre Kosullari

Uzun sireli tasima, depolama ve kullanim sirasinda litfen asagidaki kosullara uyun:
Sicaklik: -20°C ila 60°C

Nem: %0 ila %95

Bertaraf bilgileri

BESA License Key 2.0 ve teslim edildigi kutu, cevre korumaya iliskin ulusal yonergelere uygun olarak
atilmahdir.

Ulkeler ve Pazarlar

Bu BESA Uriini asagidaki Ulkelerde ve pazarlarda satilabilir:
Avusturya Almanya Malta ispanya Cin Rusya

Suudi

Belcika Yunanistan Makedonya Isvec Kolombiya Arabistan
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Bulgaristan Macaristan Hollanda isvigre Hindistan Singapur
Hirvatistan izlanda Norveg Tlrkiye iran Gliney Afrika
; Birlegik T .
Kibris Irlanda Polonya s Israil Guliney Kore
Krallik
Gek o italya Portekiz Avustralya Japonya Tayvan
Cumhuriyeti
Danimarka Letonya Romanya Arjantin Malezya Tayland
Estonya Lihtenstayn Sirbistan Brezilya Meksika Tarkmenistan
: . : Yeni
Finlandiya Litvanya Slovakya Kanada BAE
Zelanda

Fransa Liksemburg Slovenya Sili Katar ABD
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IT

Istruzioni per l'uso

Il termine "chiave di licenza BESA 2.0" comprende tutte le versioni del prodotto.

Insieme a questo documento, i seguenti documenti costituiscono le istruzioni per l'uso complete di questo
prodotto BESA:

BESA License Key - IntendedUse+ProductClassification
BESA License Key - Update History

BESA License Agreement

BESA Product Symbols - Meaning

Le versioni attuali e precedenti dei documenti sono disponibili sul sito web del BESA:

elFU
Indicator

Prima di utilizzare il prodotto, & obbligatorio leggere la documentazione completa delle Istruzioni per I'uso.

https://www.besa.de/downloads/user-documentation/

In qualsiasi momento della vita di questo prodotto, &€ possibile richiedere i documenti di cui sopra in forma
cartacea senza alcun costo aggiuntivo.

Nome del prodotto

La chiave di licenza BESA 2.0 & un prodotto accessorio dei dispositivi medici BESA.

Immagine del prodotto

- e
UDI del prodotti

UDI

UDI-DI:  (1)426236423003

UDI-Pl:  NOTA: I'UDI-PI ¢ individuale per ogni chiave di licenza 2.0, compreso il

numero di serie. E disponibile sull'etichetta applicata alla BESA Box.
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Produttore
Thales DIS CPL Deutschland GmbH
Werinherstr. 81

u 81541 Monaco

NOTA: Con l'uso del simbolo sulla chiave di licenza BESA 2.0 stessa, BESA non rivendica la produzione,
ma fornisce piuttosto un indirizzo di contatto.

Simboli usati per il prodotto

C € Questo prodotto & contrassegnato da un segno; altri simboli sono descritti nel documento:
"Simboli di prodotto BESA - Significato", disponibile sul sito web BESA.

Rappresentante all'interno dell'Unione Europea

[1SiXI No

Ciclo di vita

Il ciclo di vita di tutti i dongle che rientrano nella chiave di licenza BESA 2.0 termina il 2031-04-01.
Nota:

Il produttore della chiave di licenza BESA 2.0 definisce la durata della batteria/garanzia come 4 anni dalla
produzione (vedere "Sentinel HL Data Sheet.pdf", ID roXtra 83890, revisione 001/06.2018). Nel documento
“011-010189-001_Sentinel HL_Rev_J-signed.pdf’ (roXtra ID 82774, revisione 001/10.2019), il marchio RoHS
Cina indica un periodo di utilizzo per la protezione ambientale (EPUP) di 10 anni. Non ci sono ulteriori
informazioni sul ciclo di vita della chiave di licenza BESA 2.0 nei documenti di accompagnamento forniti dal
produttore.

In conformita con le dichiarazioni del produttore, BESA riconosce che il ciclo di vita della chiave di licenza
BESA 2.0 & di 10 anni.

(Nota: anche se la batteria si &€ scaricata e non funziona, la chiave di licenza BESA 2.0 continua a fornire
licenze per i prodotti BESA. La batteria € necessaria solo se almeno una licenza della chiave di licenza BESA
2.0 & a tempo limitato. Questo scenario pud essere applicato se c'é€ una fase di transizione in cui un prodotto
BESA ¢ stato ordinato e consegnato, ma il pagamento non & ancora stato ricevuto da BESA. Una volta ricevuto
il pagamento, al cliente viene fornita una licenza perpetua).

BESA si impegna a fornire esclusivamente chiavi di licenza BESA con un ciclo di vita almeno pari a quello dei
prodotti BESA che le accompagnano.

Incidente

In caso di incidente grave o di quasi-incidente causato dal software BESA, il licenziatario dovra riferire
direttamente a incident@besa.de o seguire le linee guida indicate sul sito web del BESA.
(https://www.besa.de/contact/incident/)
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Istruzioni di sicurezza e descrizione tecnica

Sistema di licenze

| prodotti BESA sono protetti dal sistema di licenze Sentinel HL sviluppato da Thales.

Il sistema di licenza richiede una chiave USB, ovvero la chiave di licenza BESA 2.0, e i driver del dispositivo
per accedere alla chiave USB.

Se nella fase finale dell'installazione ¢ stata selezionata I'opzione Installa i driver della chiave di licenza BESA,
i driver di periferica per la chiave di licenza BESA 2.0 vengono stati installati automaticamente sul computer.
Affinché i prodotti BESA possano essere eseguiti, una chiave di licenza BESA con informazioni di licenza
valide deve essere collegata a una porta USB di un computer della rete locale. Se non l'avete ancora ricevuta,
potete ottenere la chiave di licenza BESA dal nostro reparto vendite contattando sales@besa.de.

Se la chiave di licenza BESA 2.0 (chiave USB) € stata collegata direttamente al computer o al server e non si
riesce ad avviare il prodotto BESA in questione, consultare questo documento per i suggerimenti sulla
risoluzione dei problemi.

Requisiti di sistema

La chiave di licenza BESA 2.0 & un prodotto accessorio essenziale per i prodotti BESA e deve essere soggetta
a una supervisione costante o deve essere collegata a macchine situate in aree con restrizioni di accesso. Il
malfunzionamento della rete informatica e/o del sistema operativo su cui viene utilizzata la BESA License Key
2.0, o il malfunzionamento della chiave di licenza BESA 2.0 in generale, pud rendere inutilizzabili i prodotti
BESA che utilizzano la chiave di licenza BESA 2.0 come accessorio.

¢ Ai fini della comunicazione tra i prodotti BESA e la chiave di licenza BESA 2.0, il produttore utilizza le
porte TCP e UDP 1947. Assicurarsi di aprire queste porte all'interno della rete o dell'ambiente IT per
consentire la comunicazione richiesta. Una volta installato I'ambiente di runtime della chiave di licenza,
€ possibile trovare ulteriori informazioni sulle impostazioni, sulla sicurezza e su argomenti generali
riguardanti la chiave di licenza BESA 2.0 al seguente link:

http://localhost:1947/ int /ACC help index.html

o HASPUserSetup.exe installa I'ambiente di runtime richiesto dalla chiave di licenza BESA 2.0. L'ambiente
di runtime in dotazione viene fornito da BESA "cosi com'e" e, secondo il produttore, & compatibile con
i computer che utilizzano i seguenti sistemi operativi o hardware:

(NOTA: Informazioni fornite dal produttore (Thales),

Fonte: https://docs.sentinel.thalesgroup.com/Idk/LDKdocs/RN/ReleaseNotes/130-
Supported_Platforms_for_Sentinel.htm#Sentinel4, scaricato il 2021-09-07, disponibile in S:\External Programs\HASP
(SafeNet, Sentinel, Gemalto)\Sentinel_LDK_Run-time_setup V. 8.21\ Supported Platforms for Sentinel LDK End Users and
Vendors.pdf)

Windows 7 SP1

Windows 8,1 SP1

Windows Server 2008 R2 SP1
Windows Server 2012 R2

Windows Server 2016

Windows Server 2019

Windows 10 loT Enterprise 2019 LTSC
Windows 10 Versione 20H2

Windows



http://localhost:1947/_int_/ACC_help_index.html
https://docs.sentinel.thalesgroup.com/ldk/LDKdocs/RN/ReleaseNotes/130-Supported_Platforms_for_Sentinel.htm#Sentinel4
https://docs.sentinel.thalesgroup.com/ldk/LDKdocs/RN/ReleaseNotes/130-Supported_Platforms_for_Sentinel.htm#Sentinel4
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Nota: Le build di Windows 10 Insider Preview non sono supportate.
E necessario installare i service pack e gli aggiornamenti di sicurezza piti recenti.

Macchine Le funzionalita di rilevamento e fingerprinting delle macchine virtuali fornite da
virtuali Sentinel LDK sono state convalidate sulle seguenti tecnologie:

VMware Workstation 15
VMware ESXi 6.5, 6.7
Microsoft Azure
e La chiave di licenza BESA 2.0 & stata progettata per essere collegata a una porta USB 2.0 o USB 3.0.

Per collegare la chiave di licenza BESA 2.0 al PC potrebbe essere necessario utilizzare un adattatore
(I'adattatore non & incluso).

o La chiave di licenza BESA 2.0 ¢ stata testata da BESA sui seguenti sistemi operativi:
o Windows 10 Professional 64bit versione 2004
o Windows 10 Professional 64bit versione 20H2

o Windows 7 Professional 64bit Service Pack 1

Si prega di notare che le modifiche alle piattaforme hardware e software (ad esempio, con patch/aggiornamenti
di software antivirus/firewall, librerie di sistema, firmware e altro) e/o le modifiche alla rete IT possono
comportare la possibilita di vulnerabilita di sicurezza e/o di riduzione della funzionalita della BESA License Key
2.0. Si raccomanda di utilizzare le combinazioni di sistema definite in questo documento.

Si noti che I'uso della chiave di licenza BESA 2.0 su una rete IT potrebbe comportare rischi non identificati in
precedenza per i pazienti, gli utenti o terzi, e che l'utente & responsabile di identificare, analizzare, valutare e
controllare tali rischi. Eventuali modifiche successive alla rete informatica potrebbero introdurre nuovi rischi e
richiedere ulteriori analisi.

Protezione dei dati

La chiave di licenza BESA 2.0 non memorizza alcun dato.

Utilizzo in combinazione con altri prodotti

La chiave di licenza puo essere utilizzata come prodotto accessorio per i seguenti prodotti BESA:

¢ Ricerca BESA (7.X; incluse tutte le sottoversioni)
e BESA MRI (3.X; incluse tutte le sottoversioni)
o Connettivitd BESA (1.X; incluse tutte le sottoversioni)

La chiave di licenza puo essere utilizzata con i seguenti strumenti di supporto di BESA:
¢ Diagnostics.exe (8.X; incluse tutte le sotto-versioni)
e License Search.exe (3.X; incluse tutte le sotto-versioni)

e HLUpdate.exe (1.X; incl. tutte le sotto-versioni)
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Le release di BESA sono costantemente verificate con altre installazioni (ad esempio MS Office, ecc.) sulle
stesse piattaforme hardware o software, come definito nella sezione Requisiti di sistema.

Se si osservano incompatibilita, queste vengono documentate nella cronologia degli aggiornamenti del
prodotto. Per ulteriori domande e informazioni si prega di utilizzare i canali messi a disposizione sul sito
www.besa.de.

Ambiente di applicazione

Nota bene: E responsabilita dell'Utente garantire la sicurezza dei dispositivi medici o medici e non medici
combinati, in particolare installati nell'ambiente del paziente (in istituti, cliniche o presso i medici).

L'utilizzatore del nostro prodotto deve assicurarsi che tale combinazione soddisfi le stesse condizioni di
sicurezza di un singolo dispositivo medico in conformita alla norma IEC 60601-1.

Tale combinazione con qualsiasi dispositivo non medico costituisce un "sistema medico interno" - osservare
la piu recente ordinanza sugli operatori di dispositivi medici (ad es. MedBetreiberVerordnung, Germania 2020)
o le leggi nazionali sugli operatori.

Vi consigliamo di documentare/rintracciare le versioni/gli aggiornamenti del nostro software installati nella
vostra struttura/rete in un MPG-Medizingerate-Buch (libro delle strutture mediche), simile a quelli necessari
per I'hardware.

Questo prodotto BESA non pregiudica la possibilita di utilizzare qualsiasi computer medico nelllambiente del
paziente.

BESA GmbH non & responsabile per qualsiasi utilizzo/installazione al di fuori della rete di PC definita.

Installazione e disinstallazione

L'installazione e la disinstallazione del prodotto devono essere eseguite dall'amministratore del sistema o da
una persona autorizzata. Questo personale si assume la piena responsabilita della corretta impostazione del
prodotto all'interno della rete.

Anche gli aggiornamenti della licenza devono essere eseguiti dall'amministratore del sistema o da una persona
autorizzata.

Si noti che in caso di problemi durante l'installazione, HASPUsersetup.exe attivera un rollback delle modifiche
correnti. In tal caso, individuare ed eliminare il problema ed eseguire nuovamente HASPUsersetup.exe.

Installazione del runtime Sentinel

Se & necessario un file di installazione separato per HASPUserSetup.exe per installare il driver su un server
a cui é collegata la chiave di licenza BESA 2.0 ma non sono in esecuzione prodotti BESA, ad esempio, &
possibile scaricare una versione corrente di HASPUserSetup.exe che ¢ stata rilasciata per I'uso con i prodotti
BESA:

https://www.besa.de/downloads/besa-license-key/

Se si applicano aggiornamenti a HASPUserSetup.exe, assicurarsi di distribuire gli aggiornamenti a tutte le
macchine che eseguono i prodotti BESA o di aggiornare la macchina a cui é fisicamente collegata la chiave
di licenza BESA 2.0.

Per installare il software necessario all'utilizzo della chiave di licenza BESA 2.0, € necessario disporre dei
privilegi di amministratore sul proprio computer. Le schermate seguenti sono tratte da un'installazione su un
computer con sistema operativo Windows 10. L'aspetto potrebbe essere leggermente diverso su altri sistemi
operativi.
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1. Si apre l'installazione guidata di Sentinel Runtime. Premere il pulsante Avanti per continuare.

i'c% Sentinel Runtim

THALES

Welcome to the Sentinel Runtime
Installation Wizard

Itis strongly recommended thatyou exit all Windows programs
hefore running this setup program.

Click Cancel to quitthe setup program, then close any programs
wou hawe running. Click Nextto continue the installation.

WARNING: This prograrm is protected by copyright law and
international treaties.

‘ Unauthorized reproduction or distribution of this prograrm, or any

portion of it may resultin severe civil and criminal penalties, and
will be prosecuted to the maximum extent possible under law.

< Back Cancel

2. Leggere il contratto di licenza. Se si accettano i termini, selezionare Accetto il contratto di licenza e

premere il pulsante Avanti per continuare.

fig Sentinel Runtime Setup

License Agreement

You must agree with the license agreement below to proceed.

@1 accept the license agreement

()1 do not accept the license agreement

Reset

SENTINEL LDK PRODUCT END USER LICENSE AGREEMENT ~

IMPORTANT INFORMATION - PLEASE READ THIS AGREEMENT CAREFULLY
BEFORE USING THE CONTENTS OF THE PACKAGE AND/OR BEFORE
DOWMNLOADING OR INSTALLING THE SOFTWARE PRODUCT. ALL ORDERS FOR
AND USE OF THE SENTINEL® LDK PRODUCTS (including without limitation, the
Developer's Kit, libraries, utilities, diskettes, CD_ROM, DVD, Sentinel keys, the
software component of Sentinel LDK, and the Sentinel LDK Software
Protection and Licensing Guide) (hereinafter “Product”) SUPPLIED BY THALES

DIS CPL USA, Inc., or one of its affiliates, (in each case, referred to hereinas
UTHALIESYY ARE AMN SHALILD BE QHIRIECT TO THE TERRS ARMD CORNDITIONMS CET s

< Back Cancel

3. Il runtime & pronto per l'installazione. Premere il pulsante Avanti per continuare
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fig Sentinel Runtime Setup

Ready to Install the Application

Click Next to begin installation.

Click the Back button to reenter the installation information or click Cancel to exit
the wizard.

Cancel

4. Possono essere necessari alcuni minuti per l'installazione dei driver e I'aggiornamento del sistema.

fig Sentinel Runtime Setup

Updating System
The features you selected are currently being installed.

Install drivers

Cancel

5. L'installazione di Sentinel Runtime & terminata. Premere il pulsante Fine.

Template document name: T78 Instructions for Use Template edited on/by: 2022-07 / TO, MK

Template valid from: 2022-07-05 Template released on/by: 2022-07 / MK

Template Document ID: 93917

Page 80/170




Printed version is NO controlled document and NOT subject to modifications

BESA License Key - Instructions /ﬂ B ES ®
for Use A

Document ID Revision Number Edited by Reviewed by: Released by / Date
93944 004/07.2022 Kornwebel, Olga Kornwebel, Michael Scherg, Tobias
2022-07-05 2022-07-05 2022-07-05

fig Sentinel Runtime Setup

Sentinel Runtime has been
successfully installed.

The Sentinel HASP Runtime Environment uses port 1947
to communicate with local and remote components. If you
use afirewall, ensure that it does not block this port.

|
or

THALES

Click the Finish button to exit this installation.

< Back Cancel

Disinstallazione di Sentinel Runtime

La disinstallazione del prodotto deve essere eseguita dall'amministratore del sistema o da una persona
autorizzata. Questa persona si assume la piena responsabilita della corretta disinstallazione del prodotto
all'interno della rete.

Nel sistema operativo Windows, aprire "Pannello di controllo”, "Tutte le voci del pannello di controllo”,
"Programmi e funzionalita". Cercare "Sentinel Runtime", fare clic sul nome e selezionare Disinstalla.

Verra eseguita la disinstallazione guidata che disinstallera HSAPUsersetup.exe (Sentinel Runtime).

Ricerca della licenza

1. Per verificare se la propria chiave di licenza BESA 2.0 contiene una licenza valida per I'avvio del prodotto
BESA in questione, avviare l'applicazione Ricerca licenze utilizzando il collegamento nel gruppo di
programmi BESA del menu di avvio.

O- :

('?i BESA Anonymizer

ﬁ BESA Research 7.1
ﬂ BESA Research Help

DipoleSimulator

(é_“i License Search

SentinelAdminControlCenter
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In alternativa, premete il pulsante Start e digitate "Ricerca licenze" per trovare I'applicazione. Nei risultati
della ricerca verra visualizzata I'applicazione Ricerca licenze. Aprirla.

2. Se la chiave dilicenza BESA 2.0 ¢ collegata localmente, selezionare I'opzione Ricerca locale e premere
il pulsante Avvia ricerca.

8 License Search

Start Search

- X

[V Localsearch [~ Remote search W Show detected licenses only About

I wirite .c2v/.ctv file Clear

Se la chiave é stata collegata a un server o a un'altra macchina della rete, selezionare invece l'opzione
Ricerca remota. Se viene visualizzato il dongle, verificare lo stato della licenza e avviare il prodotto
BESA pertinente. Se il dongle non viene visualizzato, consultare le pagine successive per trovare una
soluzione al problema.

Se l'installazione della chiave di licenza BESA 2.0 fallisce dopo aver eseguito i passaggi sopra descritti, il
motivo pit comune é che l'installazione automatica dei driver del dispositivo non € riuscita. Procedere come

segue:

3. Scollegare la chiave di licenza BESA 2.0 dal personal computer locale.

4. Navigare su C:\Program Files (x86)\BESA\<Your BESA product>\Utilities\License\System\ folder sul
disco rigido ed eseguire HASPUserSetup.exe per installare manualmente i driver della periferica.

Risoluzione dei problemi

Se BESA la licenza BESA 2.0 non funziona ancora correttamente, il problema potrebbe essere dovuto a
uno o piu dei seguenti motivi:
e La chiave di licenza BESA 2.0 non & collegata.

Soluzione: Assicurarsi che la chiave di licenza BESA 2.0 sia accessibile per poter eseguire il
programma. Se la chiave di licenza BESA 2.0 € installata correttamente, la Gestione periferiche di
Windows elenca tre voci nella sezione "Controller Universal Serial Bus™:

—Ch'ave HASP Sent'nel v ' l:!nlversaISerlal Bus controllers
— Chiave Sentinel HL oy

i Sentinel HL Key

- Chiave USB Sentinal § Sentinel USB Key

e La porta USB ¢ difettosa.

Soluzione: Verificare che il LED della chiave di licenza BESA 2.0 sia acceso. In caso contrario,
rimuovere e reinserire la chiave. Attendere che il sistema operativo rilevi il dispositivo. Se ancora
non si accende, provare con un'altra porta USB o richiedere un dongle sostitutivo.

¢ Il dongle é difettoso.

Soluzione: In rare occasioni, la chiave di licenza BESA 2.0 puo essere difettosa. In questo caso il
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dongle non si accende e non viene rilevato in Gestione periferiche. Richiedere un dongle sostitutivo.

e |l servizio Sentinel LDK License Manager € bloccato da un firewall o da un'applicazione
antivirus.

Soluzione: Aggiungere C:\Windows\system32\hasplms.exe all'elenco delle eccezioni antivirus e
firewall.

e La porta 1947 & bloccata da un'applicazione firewall.
Soluzione: Aggiungere la porta 1947 all'elenco delle eccezioni del firewall.

o Il servizio Sentinel LDK License Manager ¢ stato interrotto.

Soluzione: Riavviare il servizio Sentinel LDK License Manager, disponibile in (Pannello di controllo
-> Strumenti amministrativi > Servizi).

Impostazioni della licenza individuale: Centro di controllo Admin (ACC) Sentinel

L'ambiente di runtime Sentinel comprende i driver del dispositivo e il Sentinel Admin Control Center (ACC).
L'ACC puo essere utilizzato per monitorare le licenze e le sessioni quando € in funzione un'applicazione
protetta e per gestire le licenze staccabili. Per accedere all'ACC, avviare il programma Sentinel Admin Control
Center dalla cartella del programma Apps/ BESA o semplicemente inserire il seguente indirizzo nel browser
internet (non & necessaria una connessione internet): http://localhost: 1947

Sentinel Admin Control Center ©Help

Sentinel Keys Host Name: MachineName

Sentinel Keys

Location Vendor Key D Key Type Conﬂgurallom Version Sessions Actions
Products Local YWCXE Reserved for New SL Key  SL 8.11 & Fingerprint
(87128)
YWCXE Sentinel HL NetTime [Products |[Features | [ Sessions |
123456789 5 k
Features Local (87128) 10 D +asP 4.34 Blink on
o YWCXE Sentinel HL NetTime
server123 (87128) 987654321 1 “ElD HAsP 431 6
Sessions
Update/Attach
Access Log
Configuration

Diagnostics
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Opzioni amministrative importanti:

La pagina Sentinel Keys mostra quali chiavi di licenza BESA sono attualmente presenti nella rete, comprese
le chiavi collegate localmente. La pagina Sessioni elenca tutte le sessioni client sul computer locale e anche
le sessioni client connesse in remoto al computer locale. Questa pagina consente di visualizzare i dati della
sessione e di eliminare le sessioni.

La pagina Configurazione consente di specificare le impostazioni di base. E inoltre possibile configurare
l'accesso a o da altri computer. Per determinare che la licenza sulla chiave di licenza BESA locale puo essere
utilizzata solo localmente su quel particolare computer, ad esempio, passare alla sezione Accesso da clienti
in remoto e disabilitare I'opzione Consenti accesso da clienti in remoto.

Nota: le modifiche apportate alla pagina di Configurazione possono limitare la disponibilita di licenze per i
prodotti BESA e quindi impedirne il funzionamento. L'accesso alle macchine in cui € installato I'ACC deve
pertanto essere limitato.

Esclusioni per l'uso

N/A

Controindicazioni per i pazienti
N/A

BESA non é responsabile per I'utilizzo al di fuori delle regole definite nei documenti di istruzioni per I'uso; una
panoramica di tali documenti € disponibile nel documento BESA Booklet.

Condizioni di produzione, trasporto, stoccaggio e utilizzo

Condizioni ambientali per la produzione
N/A

Condizioni ambientali per il trasporto, lo stoccaggio e l'uso

Durante i lunghi periodi di trasporto, immagazzinamento e utilizzo, osservare le seguenti condizioni:
Temperatura: Da -20°C a 60°C
Umidita: Da 0% a 95%

Informazioni sullo smaltimento

La chiave di licenza BESA 2.0 e la scatola in cui & stata consegnata devono essere smaltite in conformita con
le linee guida nazionali sulla protezione dell'ambiente.

Paesi e mercati

Questo prodotto BESA puo essere venduto nei seguenti Paesi e mercati:

Austria Germania Malta Spagna Cina Russia

Belgio Grecia Macedonia Svezia Colombia Arabia Saudita
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Bulgaria Ungheria Paesi Bassi Svizzera India Singapore
Croazia Islanda Norvegia Turchia Iran Sudafrica
Cipro Irlanda Polonia Eﬁﬁgo Israele Corea del Sud
Repubblica Italia Portogallo Australia Giappone Taiwan
Ceca
Danimarca Lettonia Romania Argentina Malesia Tailandia
Estonia Liechtenstein Serbia Brasile Messico Turkmenistan
Finlandia Lituania Slovacchia Canada Nuova EAU
Zelanda

Francia Lussemburgo Slovenia Cile Qatar USA
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Sentinel, Gemalto)\Sentinel_LDK_Run-time_setup V. 8.21\ Supported Platforms for Sentinel LDK End Users and Vendors.pdf T
SERAIEE)

Windows Windows 7 SP1
Windows 8.1 SP1
Windows Server 2008 R2 SP1
Windows Server 2012 R2
Windows Server 2016
Windows Server 2019
Windows 10 IoT Enterprise 2019 LTSC
Windows 10 Version 20H2
Z3EE: Windows 10 Insider Preview EJL RKIEHHR—rShTOEEA,
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Microsoft Azure
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iﬁ‘A’) o
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o Windows 10 Professional 64bit /73— 3 > 2004
o Windows 10 Professional 64bit /N\—< 3 > 20H2

o Windows 7 Professional 64bit Service Pack 1
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fig Sentinel Runtime Setup

Welcome to the Sentinel Runtime
Installation Wizard

Itis strongly recommended thatyou exit all Windows programs
hefore running this setup program.

Click Cancel to quitthe setup program, then close any programs
wou hawe running. Click Nextto continue the installation.

WARNING: This prograrm is protected by copyright law and
international treaties.

Unauthorized reproduction or distribution of this prograrm, or any
portion of it may resultin severe civil and criminal penalties, and
will be prosecuted to the maximum extent possible under law.

THALES

< Back Cancel

2. FERFARNEBELTACESL. RRICEET IHEEF. ERAFARNEICABELEYT] &R
L. TRA] REVERLTRITLET,

Template document name: T78 Instructions for Use Template edited on/by: 2022-07 / TO, MK

Template valid from: 2022-07-05 Template released on/by: 2022-07 / MK

Template Document ID: 93917

Page 91/170


https://www.besa.de/downloads/besa-license-key/

Printed version is NO controlled document and NOT subject to modifications

BESA License Key - Instructions /m B ES ®
for Use A

Document ID Revision Number Edited by Reviewed by: Released by / Date
93944 004/07.2022 Kornwebel, Olga Kornwebel, Michael Scherg, Tobias
2022-07-05 2022-07-05 2022-07-05

fig Sentinel Runtime Setup

License Agreement

You must agree with the license agreement below to proceed.

SENTINEL LDK PRODUCT END USER LICENSE AGREEMENT ~

IMPORTANT INFORMATION - PLEASE READ THIS AGREEMENT CAREFULLY
BEFORE USING THE CONTENTS OF THE PACKAGE AND/OR BEFORE
DOWMNLOADING OR INSTALLING THE SOFTWARE PRODUCT. ALL ORDERS FOR
AND USE OF THE SENTINEL® LDK PRODUCTS (including without limitation, the
Developer's Kit, libraries, utilities, diskettes, CD_ROM, DVD, Sentinel keys, the
software component of Sentinel LDK, and the Sentinel LDK Software
Protection and Licensing Guide) (hereinafter “Product”) SUPPLIED BY THALES

DIS CPL USA, Inc., or one of its affiliates, (in each case, referred to hereinas
UTHALIESYY ARE AMN SHALILD BE QHIRIECT TO THE TERRS ARMD CORNDITIONMS CET
@1 accept the license agreement

()1 do not accept the license agreement

Reset < Back Cancel

3. FUBALEA VAN LT HERMTEEL, TR REVERLTHRITLES .

¥

entinel Runtime Setup

Ready to Install the Application

Click Next to begin installation.

Click the Back button to reenter the installation information or click Cancel to exit
the wizard.

< Back Cancel

4, FS2AN—%A4A VA L—=)LLT, PRTLABFHEINLETHIIDIDIGEGENHY FT,

Template document name: T78 Instructions for Use Template edited on/by: 2022-07 / TO, MK

Template valid from: 2022-07-05 Template released on/by: 2022-07 / MK

Template Document ID: 93917

Page 92/170




Printed version is NO controlled document and NOT subject to modifications

for Use

BESA License Key - Instructions

1 1BESA

Document ID Revision Number

93944 004/07.2022

Edited by

Kornwebel, Olga
2022-07-05

Reviewed by:

Kornwebel, Michael
2022-07-05

Released by / Date

Scherg, Tobias
2022-07-05

fig Sentinel Runtime Setup

Updating System

The features you selected are currently being installed.

Install drivers

Cancel

5. Sentinel Runtime® 4 VX b—ILATET LE LT,

fig Sentinel Runtime Setup

|
i

THALES

T RE2Y

Sentinel Runtime has been
successfully installed.

The Sentinel HASP Runtime Environment uses port 1947
to communicate with local and remote components. If you
use afirewall, ensure that it does not block this port.

Click the Finish button to exit this installation.

< Back Cancel
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54 2 XDOMERIEE: Sentinel Admin Control Center (ACC)

Sentinel DEITIREIZIL. T/34 X K5 4 73— & Sentinel Admin Control Center (ACC)A&ENE T, ACCH
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Sentinel Admin Control Center @ Help

Sentinel Keys Host Name: MachineName

Sentinel Keys
Location Vendor KeyID Key Type Configuration Version Sessions Actions
Products Local 2;“’;’?5{5 Reserved for New SL Key ~ SL 811
YWCXE Sentinel HL NetTime [Features |[ Sessians |
Features tocal (87128) " 30 ‘D AP 434
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Update/Attach
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Configuration
Diagnostics
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1. Sentinel Runtime & X| Ot AL SEILICE Chg HES 52 7 el Cf,

Welcome to the Sentinel Runtime
Installation Wizard

Itis strongly recommended thatyou exit all Windows programs
hefore running this setup program.

Click Cancel to quitthe setup program, then close any programs
wou hawe running. Click Nextto continue the installation.

WARNING: This program is protected by copyright law and
international treaties.

Unauthorized reproduction or distribution of this prograrm, or any
portion of it may resultin severe civil and criminal penalties, and
will be prosecuted to the maximum extent possible under law.

THALES

< Back Cancel
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License Agreement

You must agree with the license agreement below to proceed.

SENTINEL LDK PRODUCT END USER LICENSE AGREEMENT ~

IMPORTANT INFORMATION - PLEASE READ THIS AGREEMENT CAREFULLY
BEFORE USING THE CONTENTS OF THE PACKAGE AND/OR BEFORE
DOWMNLOADING OR INSTALLING THE SOFTWARE PRODUCT. ALL ORDERS FOR
AND USE OF THE SENTINEL® LDK PRODUCTS (including without limitation, the
Developer's Kit, libraries, utilities, diskettes, CD_ROM, DVD, Sentinel keys, the
software component of Sentinel LDK, and the Sentinel LDK Software
Protection and Licensing Guide) (hereinafter “Product”) SUPPLIED BY THALES

DIS CPL USA, Inc., or one of its affiliates, (in each case, referred to hereinas
UTHALIESYY ARE AMN SHALILD BE QHIRIECT TO THE TERRS ARMD CORNDITIONMS CET s
@1 accept the license agreement

()1 do not accept the license agreement

Reset < Back Cancel

3. HEIRS X =87t HIASUCL CHE HES =8 A% TdgL

Template document name: T78 Instructions for Use Template edited on/by: 2022-07 / TO, MK

Template valid from: 2022-07-05 Template released on/by: 2022-07 / MK

Template Document ID: 93917

Page 104 /170




Printed version is NO controlled document and NOT subject to modifications

BESA License Key - Instructions

for Use

1) BESA

Document ID

93944

Revision Number

004/07.2022

Edited by

Kornwebel, Olga
2022-07-05

Reviewed by:

Kornwebel, Michael
2022-07-05

Released by / Date

Scherg, Tobias
2022-07-05

fig Sentinel Runtime Setup

Ready to Install the Applica
Click Next to begin installati

tion

on.

the wizard.

Click the Back button to reenter the installation information or click Cancel to exit

Cancel

»

fig Sentinel Runtime Setup

Updating System

E2O[HE EX|otL A28 S

2

The features you selected are currently being installed.

Install drivers

Cancel
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fig Sentinel Runtime Setup

Sentinel Runtime has been
successfully installed.

The Sentinel HASP Runtime Environment uses port 1947
to communicate with local and remote components. If you
use afirewall, ensure that it does not block this port.

Click the Finish button to exit this installation.

THALES
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NL, BE

Gebruiksaanwijzing

De term 'BESA BESA License Key 2.0' waarnaar wordt verwezen, omvat alle subversies van het product.

Samen met dit document vormen de volgende documenten de volledige gebruiksaanwijzing voor dit BESA-
product:

BESA License Key - IntendedUse+ProductClassification
BESA License Key - Update History

BESA License Agreement

BESA Product Symbols - Meaning

Huidige en eerdere versies van documenten zijn beschikbaar op de BESA-website:

elFU
Indicator

Het is verplicht om de volledige gebruiksaanwijzing te lezen voordat u het product gebruikt.

https://www.besa.de/downloads/user-documentation/

Op elk moment tijdens de levensduur van dit product kunt u de bovengenoemde documenten zonder extra
kosten in gedrukte papieren vorm opvragen.

Productnaam

De BESA License Key 2.0 is een accessoireproduct voor medische hulpmiddelen van BESA.

Productfoto

Product -UDI

UDI

UDI-DI:

(1)426236423003

UDI-PIl:  OPMERKING: de UDI-PI is afzonderlijk voor elke License Key 2.0, inclusief
het serienummer. Het is beschikbaar op het etiket dat op de BESA-doos is

aangebracht.
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Fabrikant

Thales DIS CPL Deutschland GmbH
J Werinherstr. 81
81541 Miinchen

OPMERKING: Met het gebruik van het symbool op de BESA License Key 2.0 zelf claimt BESA geen
productie, maar geeft het eerder een contactadres.

Gebruikte symbolen voor het product

Dit product is gemarkeerd met een teken, aanvullende symbolen worden beschreven in
C € het document:

“BESA Product Symbols — Meaning”, beschikbaar op de BESA-website.

Vertegenwoordiger binnen de Europese Unie

[1Ja X Nee

Levensduur

De levensduur van alle dongles die onder de BESA License Key 2.0 vallen, eindigt op 01-04-2031.
Opmerking:

De fabrikant van de BESA License Key 2.0 definieert de levensduur van de batterij/garantie als 4 jaar na
productie (zie 'Sentinel HL Data Sheet.pdf', roXtra ID 83890, revisie 001/06.2018). In document '011-010189-
001_Sentinel HL_Rev_J-signed.pdf' (roXtra ID 82774, revisie 001/10.2019), geeft het China RoHS-merkteken
een gebruiksperiode voor milieubescherming (Environmental Protection Use Period, EPUP) van 10 jaar aan.
Er is geen verdere informatie over de levensduur van de BESA License Key 2.0 in de begeleidende
documenten verstrekt door de fabrikant.

In overeenstemming met de verklaringen van de fabrikant erkent BESA de levensduur van de BESA License
Key 2.0 als 10 jaar.

(Opmerking: zelfs als een batterij leeg is en niet werkt, biedt de BESA License Key 2.0 nog steeds licenties
voor BESA-producten. De batterij is alleen vereist als ten minste één licentie op de BESA License Key 2.0 een
licentie voor beperkte tijd is. Dit scenario kan van toepassing zijn als er een overgangsfase is waarin een
BESA-product is besteld en geleverd, maar de betaling nog niet is ontvangen door BESA. Zodra de betaling
is ontvangen, wordt een eeuwigdurende licentie aan de klant verstrekt).

BESA draagt er zorg voor alleen BESA License Keys te leveren met een levensduur die tenminste net zo lang
is als de levensduur van de bijbehorende BESA-producten.

Incident

In het geval van een ernstig incident of bijna-incident veroorzaakt door BESA-software, dient de
licentiehouder dit rechtstreeks te melden via incident@besa.de of de richtlijnen te volgen die zijn vermeld
op de BESA-website. (https://www.besa.de/contact/incident/)
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Veiligheidsinstructies en technische beschrijving

Licentiesysteem

BESA-producten worden beschermd door het Sentinel HL-licentiesysteem zoals ontwikkeld door Thales.

Het licentiesysteem vereist een USB-sleutel, dat wil zeggen de BESA License Key 2.0 en de
apparaatstuurprogramma's om toegang te krijgen tot de USB-sleutel.

Als u in de laatste fase van de installatie de optie BESA License Key-stuurprogramma's installeren hebt
geselecteerd, zijn de apparaatstuurprogramma's voor de BESA License Key 2.0 automatisch op uw computer
geinstalleerd. Om BESA-producten te laten werken, moet een BESA License Key met geldige licentie-
informatie worden aangesloten op een USB-poort van een computer in uw lokale netwerk. Als u deze nog niet
hebt ontvangen, kunt u de BESA License Key verkrijgen via onze verkoopafdeling door contact op te nemen
via sales@besa.de.

Als u de BESA License Key 2.0 (USB-sleutel) rechtstreeks op uw computer of server hebt aangesloten en het
relevante BESA-product niet kunt starten, raadpleeg dan dit document voor tips voor het oplossen van
problemen.

Systeemvereisten

De BESA License Key 2.0 is een essentieel accessoireproduct voor BESA-producten en moet onder
voortdurend toezicht staan of worden aangesloten op machines die zich in gebieden met toegangsbeperkingen
bevinden. Een storing van het IT-netwerk en/of besturingssysteem waarop de BESA License Key 2.0 wordt
gebruikt, of een storing van de BESA License Key 2.0 in het algemeen, kan ertoe leiden dat BESA-producten
die de BESA License Key 2.0 als een accessoire gebruiken onbruikbaar worden.

e Voor communicatie tussen BESA-producten en de BESA License Key 2.0 gebruikt de fabrikant TCP-
en UDP-poorten 1947. Zorg ervoor dat u deze poorten binnen uw netwerk of IT-omgeving opent om
de vereiste communicatie mogelijk te maken. Nadat de runtime-omgeving van de licentiesleutel is
geinstalleerd, vindt u meer informatie over instellingen, beveiliging en algemene onderwerpen met
betrekking tot de BESA License Key 2.0 via de volgende link:

http://localhost:1947/ int /ACC help index.html

o HASPUserSetup.exe installeert de runtime-omgeving die vereist is voor de BESA License Key 2.0.
De geleverde runtime-omgeving wordt geleverd door BESA 'zoals het is', en is volgens de fabrikant
compatibel met computers met de volgende besturingssystemen of hardware:

(OPMERKING: Informatie verstrekt door de fabrikant (Thales),
Bron: https://docs.sentinel.thalesgroup.com/Idk/LDKdocs/RN/ReleaseNotes/130-
Supported_Platforms_for_Sentinel.htm#Sentinel4, gedownload op 07-09-2021, beschikbaar in S:\External Programs\HASP

(SafeNet, Sentinel, Gemalto)\Sentinel_LDK_Run-time_setup V. 8.21\ Supported Platforms for Sentinel LDK End Users and
Vendors.pdf)

Windows 7 SP1

Windows 8.1 SP1

Windows Server 2008 R2 SP1
Windows Server 2012 R2

Windows Server 2016

Windows Server 2019

Windows 10 loT Enterprise 2019 LTSC

Windows



http://localhost:1947/_int_/ACC_help_index.html
https://docs.sentinel.thalesgroup.com/ldk/LDKdocs/RN/ReleaseNotes/130-Supported_Platforms_for_Sentinel.htm#Sentinel4
https://docs.sentinel.thalesgroup.com/ldk/LDKdocs/RN/ReleaseNotes/130-Supported_Platforms_for_Sentinel.htm#Sentinel4
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Windows 10 versie 20H2
Opmerking: Windows 10 Insider Preview-builds worden niet ondersteund.
De nieuwste servicepacks en beveiligingsupdates moeten zijn geinstalleerd.

Virtuele De VM-detectie en VM-fingerprinting-mogelijkheden van Sentinel LDK zijn
machines gevalideerd op de volgende technologieén:

VMware Workstation 15
VMware ESXi 6.5, 6.7
Microsoft Azure

e De BESA License Key 2.0 is ontworpen om aan te sluiten op een USB 2.0- of USB 3.0-poort. Houd er
rekening mee dat u mogelijk een adapter moet gebruiken om de BESA License Key 2.0 op uw pc aan
te sluiten (de adapter wordt niet meegeleverd).

o De BESA License Key 2.0 is door BESA getest op de volgende besturingssystemen:
o Windows 10 Professional 64-bits versie 2004
o Windows 10 Professional 64-bits versie 20H2

o Windows 7 Professional 64-bits servicepack 1

Houd er rekening mee dat wijzigingen van de hardware- en softwareplatformen (bijv. met patches/updates van
antivirus-/firewallsoftware, systeembibliotheken, firmware en andere) en/of wijzigingen in het IT-netwerk
kunnen leiden tot de mogelijkheid van kwetsbaarheden in veiligheid en/of beveiliging en/of verminderde
functionaliteit van BESA License Key 2.0. Het wordt aanbevolen om de systeemcombinaties te gebruiken
zoals gedefinieerd in dit document.

Houd er rekening mee dat het gebruik van de BESA License Key 2.0 op een IT-netwerk kan leiden tot voorheen
niet-geidentificeerde risico's voor patiénten, gebruikers of derden, en dat de gebruiker verantwoordelijk is voor
het identificeren, analyseren, evalueren en beheersen van deze risico's. Eventuele latere wijzigingen aan het
IT-netwerk kunnen nieuwe risico's met zich meebrengen en aanvullende analyse vereisen.
Gegevensbescherming

BESA License Key 2.0 slaat geen gegevens op.

Gebruik in combinatie met andere producten

De licentiesleutel mag worden gebruikt als accessoireproduct voor de volgende BESA-producten:

o BESA Research (7.X; incl. alle subversies)
e BESA MRI (3.X; incl. alle subversies)
o BESA Connectivity (1.X; incl. alle subversies)

De licentiesleutel mag worden gebruikt met de volgende ondersteuningstools van BESA:
o Diagnostics.exe (8.X; incl. alle subversies)

e License Search.exe (3.X; incl. alle subversies)
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e HLUpdate.exe (1.X; incl. alle subversies)

BESA-releases worden constant gecontroleerd met andere installaties (bijv. MS Office enz.) op dezelfde
hardware- of softwareplatformen zoals gedefinieerd in de sectie Systeemvereisten.

Als er incompatibiliteiten worden waargenomen, worden deze gedocumenteerd in de updategeschiedenis van
het product. Gebruik voor verdere vragen en informatie de kanalen op www.besa.de.

Toepassingsomgeving

Let op: Het is de verantwoordelijkheid van de gebruiker om de veiligheid te waarborgen van gecombineerde
medische of medische en niet-medische hulpmiddelen die met name zijn geinstalleerd in de patiéntomgeving
(in instituten, klinieken of locatie van een arts).

De gebruiker van ons product moet ervoor zorgen dat een dergelijke combinatie voldoet aan dezelfde
veiligheidsvoorwaarde als een enkel medisch hulpmiddel volgens IEC 60601-1.

Een dergelijke combinatie met niet-medische hulpmiddelen vormt een 'intern medisch systeem', houd u aan
de meest recente verordening voor de exploitant van medische hulpmiddelen (bijv. MedBetreiberVerordnung,
Duitsland 2020) of uw nationale exploitantenwetgeving.

We raden u aan om onze softwareversie/-updates die in uw faciliteit/netwerk zijn geinstalleerd, te
documenteren/traceren in een MPG-Medizingerate-Buch (boek voor medische faciliteiten), vergelijkbaar met
die welke nodig zijn voor hardware.

Dit BESA-product heeft geen invloed op de mogelijkheid om een medische computer in de patiéntomgeving
te gebruiken.

BESA GmbH is niet aansprakelijk voor gebruik/installatie buiten het gedefinieerde pc-netwerk.

Installatie en de-installatie

De installatie en de-installatie van het product moet worden uitgevoerd door de systeembeheerder of een
bevoegde persoon. Dit personeel draagt de volledige verantwoordelijkheid voor de correcte installatie van het
product binnen het netwerk.

Licentie-updates moeten ook worden uitgevoerd door de systeembeheerder of een bevoegde persoon.

Houd er rekening mee dat in geval van problemen tijdens de installatie, de HASPUsersetup.exe een
terugdraaiing van de huidige wijzigingen zal veroorzaken. Zoek in dat geval het probleem op, los het op en
voer de HASPUsersetup.exe opnieuw uit.

Sentinel Runtime installeren

Als u een apart installatiebestand voor HASPUserSetup.exe nodig hebt om het stuurprogramma te installeren
op een server waaraan de BESA License Key 2.0 is gekoppeld, maar er draaien bijvoorbeeld geen BESA-
producten, dan kunt u een actuele versie van HASPUserSetup.exe downloaden die is vrijgegeven voor gebruik
met BESA-producten:

https://www.besa.de/downloads/besa-license-key/

Als u updates toepast op HASPUserSetup.exe, zorg er dan voor dat u de updates uitrolt naar alle machines
waarop BESA-producten draaien of dat u de machine waaraan de BESA License Key 2.0 fysiek is gekoppeld
bijwerkt.
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Om de software te installeren die vereist is om de BESA License Key 2.0 te gebruiken, moet u
beheerdersrechten op uw computer hebben. De onderstaande schermafbeeldingen zijn afkomstig van een
installatie op een computer met Windows 10. Ze kunnen er op andere besturingssystemen iets anders uitzien.

1. De Sentinel Runtime-installatiewizard wordt geopend. Druk op de knop Volgende om door te gaan.

fig Sentinel Runtime Setup

Welcome to the Sentinel Runtime
Installation Wizard

Itis strongly recommended that you exit all Windows programs
hefare running this setup program.

Click Cancel to quitthe setup program, then close any programs
wou hawve running. Click Next to continue the installation.

WARNIMG: This program is protected by copyright law and
international treaties.

s Unautharized reproduction or distribution of this prograrm, or any

portion of it, may resultin severe civil and criminal penalties, and

will be prosecuted to the maximum extent possible under law.

< Back Cancel

2. Lees de licentieovereenkomst. Als u akkoord gaat met de voorwaarden, selecteert u Ik accepteer de
licentieovereenkomst en drukt u op de knop Volgende om door te gaan.

fig Sentinel Runtime Setup

License Agreement

You must agree with the license agreement below to proceed.

SENTINEL LDK PRODUCT END USER LICENSE AGREEMENT ~

IMPORTANT INFORMATION - PLEASE READ THIS AGREEMENT CAREFULLY
BEFORE USING THE CONTENTS OF THE PACKAGE AND/OR BEFORE
DOWMNLOADING OR INSTALLING THE SOFTWARE PRODUCT. ALL ORDERS FOR
AND USE OF THE SENTINEL® LDK PRODUCTS (including without limitation, the
Developer's Kit, libraries, utilities, diskettes, CD_ROM, DVD, Sentinel keys, the
software component of Sentinel LDK, and the Sentinel LDK Software
Protection and Licensing Guide) (hereinafter “Product”) SUPPLIED BY THALES

DIS CPL USA, Inc., or one of its affiliates, (in each case, referred to hereinas
UTHALIESYY ARE AMN SHALID BE SIIRIECT T THE TERRS AKMD CORNDITIONS €ET s
@1 accept the license agreement

()1 do not accept the license agreement

Beset < Back Cancel
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3. De runtime is klaar voor installatie. Druk op de knop Volgende om door te gaan

fig Sentinel Runtime Setup

Ready to Install the Application

Click Next to begin installation.

Click the Back button to reenter the installation information or click Cancel to exit
the wizard.

< Back Cancel

4. Het kan enkele minuten duren om de stuurprogramma'’s te installeren en het systeem bij te werken.

fig Sentinel Runtime Setup

Updating System
The features you selected are currently being installed.

Install drivers

Cancel

5. De installatie van de Sentinel Runtime is nu voltooid. Druk op de knop Voltooien.
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fig Sentinel Runtime Setup

Sentinel Runtime has been
successfully installed.

The Sentinel HASP Runtime Environment uses port 1947
to communicate with local and remote components. If you
use afirewall. ensure that it does not block this port.

|
or

Click the Finish button to exit this installation.
THALES

< Back Cancel

Sentinel Runtime de-installeren

De-installatie van het product moet worden uitgevoerd door de systeembeheerder of een bevoegde persoon.
Deze persoon draagt de volledige verantwoordelijkheid voor de correcte de-installatie van het product binnen
het netwerk.

Open in  het Windows-besturingssysteem  'Configuratiescherm\Alle  onderdelen van  het
Configuratiescherm\Programma's en onderdelen’. Zoek naar 'Sentinel Runtime’, klik op de naam en selecteer
Installatie ongedaan maken.

De de-installatiewizard wordt uitgevoerd, waarbij de HSAPUsersetup.exe (Sentinel Runtime) wordt verwijderd.

Licentie zoeken

1. Om te controleren of uw BESA License Key 2.0 een geldige licentie bevat voor het starten van het
relevante BESA-product, start u de toepassing Licentie zoeken met behulp van de snelkoppeling in de
BESA-programmagroep in het startmenu.

O- :
BESA Anonymizer

License Search

SentinelAdminControlCentar
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U kunt ook op de Startknop drukken en 'Licentie zoeken' invoeren om de toepassing te vinden. U ziet
de toepassing Licentie zoeken in de zoekresultaten. Open het.

2. Als de BESA License Key 2.0 lokaal is aangesloten, selecteert u de optie Lokaal zoeken en drukt u op
de knop Zoeken starten.

8 License Search = X

[V Localseach [~ Remotesearch W Show detected licenses only About

I wiiite .c2v/.cty file Cleat

Start Search

Als u de sleutel op een server of op een andere machine in uw netwerk hebt aangesloten, selecteert u
in plaats daarvan de optie Extern zoeken. Als de dongle wordt weergegeven, controleer dan de
licentiestatus en start het relevante BESA-product. Als de dongle niet wordt weergegeven, raadpleeg
dan de volgende pagina's voor een oplossing voor het probleem.

Als de installatie van de BESA License Key 2.0 mislukt na het uitvoeren van de bovenstaande stappen, is de
meest voorkomende reden dat de automatische installatie van de apparaatstuurprogramma's is mislukt. Ga
als volgt te werk:

3. Koppel de BESA License Key 2.0 los van de lokale pc.

4. Navigeer naar de map C:\Program Files (x86)\BESA\<Uw BESA-product>\Utilities\License\System\ op
de harde schijff en voer HASPUserSetup.exe uit om de apparaatstuurprogramma's handmatig te
installeren.

Problemen oplossen

Als de BESA License Key 2.0 nog steeds niet correct werkt, kan dit een of meer van de volgende redenen
hebben:

o De BESA License Key 2.0 is niet aangesloten.

Oplossing: Zorg ervoor dat BESA License Key 2.0 toegankelijk is om het programma uit te voeren.
Als de BESA License Key 2.0 correct is geinstalleerd, vermeldt Windows Apparaatbeheer drie
items in de sectie 'Universal Serial Bus-controllers":

- Sentinel HASP-sleutel
- Sentinel HL-sleutel
- Sentinel USB-sleutel

v ' Universal Serial Bus controllers
§ Sentinel HASP Key
i Sentinel HL Key
§ Sentinel USB Key

e USB-poort is defect.

Oplossing: Controleer of het LED-lampje op de BESA License Key 2.0 brandt. Als dit niet het geval
is, verwijdert u de sleutel en plaatst u deze opnieuw. Wacht tot het besturingssysteem het apparaat
detecteert. Als het nog steeds niet oplicht, probeer dan een andere USB-poort of vraag een
vervangende dongle aan.

o Dongle is defect.
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Oplossing: In zeldzame gevallen kan de BESA License Key 2.0 defect zijn. De dongle licht in dit geval
niet op en wordt niet gedetecteerd in Apparaatbeheer. Vraag een vervangende dongle aan.

e Sentinel LDK License Manager Service wordt geblokkeerd door een firewall of een
antivirusprogramma.

Oplossing: Voeg C:\Windows\system32\hasplms.exe toe aan de lijst met antivirus- en
firewalluitzonderingen.

e Poort 1947 wordt geblokkeerd door een firewalltoepassing.
Oplossing: Voeg poort 1947 toe aan de lijst met firewall-uitzonderingen.

e Sentinel LDK License Manager Service is gestopt.

Oplossing: Herstart de Sentinel LDK License Manager Service, beschikbaar in

(Configuratiescherm Systeembeheer  Services).

Individuele licentie-instellingen: Sentinel Admin Control Center (ACC)

De Sentinel runtime-omgeving omvat de apparaatstuurprogramma's en het Sentinel Admin Control Center
(ACC). ACC kan worden gebruikt om licenties en sessies te monitoren wanneer een beveiligde toepassing
actief is en om verwijderbare licenties te beheren. Om toegang te krijgen tot de ACC, start u het programma
Sentinel Admin Control Center vanuit de programmamap Apps/BESA, of voert u eenvoudig het volgende adres
in uw internetbrowser in (een internetverbinding is niet vereist): http://localhost: 1947

Sentinel Admin Control Center @ Help

Sentinel Keys Host Name: MachineName

Sentinel Keys

Location Vendor Key ID Key Type Configuration Version Sessions Actions
Products Local YWCXE Reserved for New SL Key ~ SL 8.1 & Fingerprint
(87128)
YWCXE Sentinel HL NetTime [Products | [Features |[ Sessions |
123456789 3
Features Local (87128) 10 “ElD HasP 434 Blink on

serveri23

YWCXE Sentinel HL NetTime .,
987654321 o ‘D HAsP 431 6

) (87128)
Sessions

Update/Attach
Access Log
Configuration

Diagnostics
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Belangrijke administratieve opties:

Op de pagina Sentinel Keys ziet u welke BESA License Keys momenteel in het netwerk aanwezig zijn, inclusief
lokaal aangesloten sleutels. De pagina Sessies vermeldt alle clientsessies op de lokale computer, en ook
clientsessies die op afstand zijn aangemeld bij de lokale computer. Op deze pagina kunt u sessiegegevens
bekijken en sessies verwijderen.

Op de pagina Configuratie kunt u basisinstellingen opgeven. U kunt ook de toegang tot of vanaf andere
computers configureren. Om te bepalen of de licentie op de lokale BESA License Key bijvoorbeeld alleen
lokaal op die specifieke computer kan worden gebruikt, schakelt u over naar het tabblad Toegang vanaf
externe clients en schakelt u de optie Toegang vanaf externe clients toestaan uit.

Opmerking: wijzigingen aan de pagina Configuratie kunnen ertoe leiden dat de beschikbaarheid van licenties
voor BESA-producten wordt beperkt, waardoor deze producten niet meer kunnen worden uitgevoerd. De
toegang tot machines waarop ACC is geinstalleerd, wordt daarom beperkt.

Uitsluitingen voor gebruik
N.v.t.

Contra-indicatie voor patiénten
N.v.t.

BESA is niet aansprakelijk voor gebruik buiten de regels die zijn gedefinieerd in de gebruiksaanwijzingen, een
overzicht van dergelijke documenten is beschikbaar in het bijpoehorende BESA-boekje.

Productie-, transport-, opslag- en gebruiksvoorwaarden

Omgevingscondities voor productie
N.v.t.

Omgevingsvoorwaarden voor transport, opslag en gebruik

Neem bij langere transport-, opslag- en gebruiksperioden de volgende voorwaarden in acht:
Temperatuur: -20 °C tot 60 °C
Luchtvochtigheid: 0% tot 95%

Informatie over afvoeren

De BESA License Key 2.0 en de doos waarin deze wordt geleverd, moeten worden afgevoerd in
overeenstemming met de nationale richtlijnen voor milieubescherming.
Landen en markten

Dit BESA-product mag in de volgende landen en markten worden verkocht:
Oostenrijk Duitsland Malta Spanje China Rusland

Belgié Griekenland Macedonié Zweden Colombia Saoedi-Arabié
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Tsjechié Italié Portugal Australié Japan Taiwan
Denemarken Letland Roemenié Argentinié Maleisié Thailand
Estland Liechtenstein Servié Brazilié Mexico Turkmenistan
Finland Litouwen Slowakije Canada Nieuw- VAE
Zeeland

Frankrijk Luxemburg Slovenié Chili Qatar VS

Template document name: T78 Instructions for Use

Template edited on/by: 2022-07 / TO, MK

Template valid from: 2022-07-05

Template released on/by: 2022-07 / MK

Template Document ID: 93917

Page 122 /170




Printed version is NO controlled document and NOT subject to modifications

BESA License Key - Instructions /ﬂ B ES ®
for Use A

Document ID Revision Number Edited by Reviewed by: Released by / Date
93944 004/07.2022 Kornwebel, Olga Kornwebel, Michael Scherg, Tobias
2022-07-05 2022-07-05 2022-07-05

PL

Instrukcja obstugi

Wspomniany termin ,Klucz licencji BESA 2.0” obejmuje wszystkie podwersje produktu.

Niniejszy dokument wraz z nastepujgcymi dokumentami stanowi petng instrukcje obstugi BESA:
BESA License Key - IntendedUse+ProductClassification

BESA License Agreement

BESA LicenseKey

BESA Product Symbols - Meaning

Obecne i poprzednie wersje dokumentoéw sg dostepne na stronie BESA:

EE mieer https://www.besa.de/downloads/user-documentation/

Przed uzyciem produktu nalezy zapoznac sie z petng instrukcjg obstugi.

W dowolnym momencie w okresie uzytkowania produktu mozesz poprosi¢ o wyzej wymienione dokumenty w
formie drukowanej bez dodatkowych kosztow.

Nazwa produktu

Klucz licencji BESA 2.0 jest akcesorium do wyrobow medycznych BESA.

Zdjecie produktu

Produkt UDI

UDI-DI:  (1)426236423003

U DI UDI-Pl:  UWAGA: UDI-PI jest indywidualne dla kazdego Klucza licencji 2.0, w tym
numer seryjny. Jest dostepny na etykiecie znajdujgcej sie na pudetku
BESA.
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Producent

Thales DIS CPL Deutschland GmbH
u Werinherstr. 81
81541 Miinchen

UWAGA: Uzywajgc symbolu na Kluczu licencji BESA 2.0, BESA nie twierdzi, ze jest producentem, ale
podaje adres kontaktowy.

Symbole uzywane dla produktu

C € Produkt jest oznaczony znakiem, dodatkowe symbole zostaty opisane w dokumencie:
-,BESA Product Symbols - Meaning” dostepnym na stronie internetowej BESA.

Przedstawiciel na terenie Unii Europejskiej

[] Tak X Nie

Cykl zycia

Cykl zycia wszystkich kluczy sprzetowych nalezgcych do Klucza licencji BESA 2.0 konczy sie w dniu 2031-
04-01.

Uwaga:

Producent Klucza licencji BESA 2.0 okresla zywotno$¢ baterii/gwarancje na 4 lata po wyprodukowaniu (patrz
.oentinel HL Data Sheet.pdf’, roXtra ID 83890, wersja 001/06.2018). W dokumencie ,011-010189-
001_Sentinel HL_Rev_J-signed.pdf’ (roXtra ID 82774, wersja 001/10.2019) chinski znak RoHS wskazuje 10-
letni okres uzytkowania w ochronie srodowiska (EPUP). W dokumentach towarzyszgcych dostarczonych
przez producenta nie ma dalszych informacji na temat cyklu zycia Klucza licencji BESA 2.0.

Zgodnie z deklaracjami producenta, BESA uznaje, ze cykl zycia Klucza licencji BESA 2.0. wynosi 10 lat.

(Uwaga: nawet jesli bateria sie wyczerpie i nie dziata, Klucz licencji BESA 2.0 nadal zapewni licencje na
produkty BESA. Bateria jest wymagana tylko wtedy, gdy co najmniej jedna licencja Klucza licencji BESA 2.0
jest licencjg ograniczong czasowo. Sytuacja moze mie¢ miejsce, jesli wystepuje faza przejsciowa, w kiorej
produkt BESA zostat zamowiony i dostarczony, ale pftatnos$¢ nie zostata jeszcze odebrana przez BESA. Po
otrzymaniu ptatnosci klient otrzymuje bezterminowg licencije).

BESA dba tylko o to, aby Klucze licencji BESA miaty cykl zycia, ktdry jest co najmniej tak dtugi, jak cykl zycia
towarzyszacych im produktow BESA.

Incydent

W przypadku powaznego zdarzenia lub zdarzenia potencjalnie wypadkowe spowodowanego przez
oprogramowanie BESA, licencjobiorca powinien bezposrednio napisa¢ na adres to incident@besa.de lub
postepowac zgodnie z wytycznymi podanymi na stronie internetowej BESA.
(https://www.besa.de/contact/incident/)
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Instrukcje bezpieczenstwa i opis techniczny

System licencji
Produkty BESA sg chronione przez system licencjonowania Sentinel HL opracowany przez firme Thales.

System licencji wymaga klucza USB — to znaczy Klucza licencji BESA 2.0 — oraz sterownikéw urzadzen, aby
uzyskac dostep do klucza USB.

Jesli wybrate$ opcje Zainstaluj sterowniki Klucza licencji BESA na ostatnim etapie instalacji, sterowniki
urzgdzen dla Klucza licencji BESA 2.0 zostaly automatycznie zainstalowane na Twoim komputerze. Aby
produkty BESA dziataty, Klucz licencji BESA z waznymi informacjami licencyjnymi musi by¢ podtgczony do
portu USB w komputerze w sieci lokalnej. Jesli jeszcze go nie otrzymates, mozesz uzyskaé Klucz licencji BESA
Z naszego dziatu sprzedazy, piszac na adres sales@besa.de.

Jesli podates Klucz licencji BESA 2.0 (klucz USB) bezposrednio do komputera lub serwera i nie mozesz
uruchomi¢ odpowiedniego produktu BESA, zapoznaj sie z tym dokumentem, aby uzyskaé wskazowki
dotyczace rozwigzywania probleméw.

Wymagania systemowe

Klucz licencji BESA 2.0 jest niezbednym dodatkiem do produktéw BESA i albo powinien podlegaé statemu
nadzorowi, albo by¢ podtgczony do maszyn znajdujgcych sie w obszarach z ograniczonym dostepem. Awaria
sieci informatycznej i/lub systemu operacyjnego, w ktéorym uzywany jest Klucz licencji BESA 2.0, lub ogdlnie
awaria Klucza licencji BESA 2.0 mogg spowodowac, ze produkty BESA, ktére wykorzystujg Klucz licenc;ji
BESA 2.0 jako produkt dodatkowy, nie bedg nadawac¢ sie do uzytku.

e Na potrzeby komunikacji pomiedzy produktami BESA a Kluczem licencji BESA 2.0 producent
wykorzystuje porty TCP i UDP 1947. Pamietaj, aby otworzy¢ te porty w swojej sieci lub srodowisku IT
w celu umozliwienia wymaganej komunikacji. Po zainstalowaniu srodowiska wykonawczego klucza
licencyjnego mozesz znalezé wiecej informacji na temat ustawien, bezpieczenstwa i ogdlnych
tematéw dotyczacych Klucza licencji BESA 2.0 pod nastepujgcym linkiem:

http://localhost:1947/ int /ACC help index.html

o HASPUserSetup.exe instaluje srodowisko wykonawcze wymagane przez Klucz licencji BESA 2.0.
Dostarczone srodowisko wykonawcze jest dostarczane przez BESA ,w stanie takim, w jakim sie
znajduje” i wedlug producenta jest kompatybilne z komputerami z nastepujgcymi systemami
operacyjnymi lub sprzetem:

(UWAGA: Informacje dostarczone przez producenta (Thales),
Zrodto: https://docs.sentinel.thalesgroup.com/Idk/LDKdocs/RN/ReleaseNotes/130-
Supported Platforms_for_Sentinel.htm#Sentinel4, pobrano 07.09.2021, dostepny w S:\External Programs\HASP (SafeNet,

Sentinel, Gemalto)\Sentinel_LDK_Run-time_setup V. 8.21\ Supported Platforms for Sentinel LDK End Users and
Vendors.pdf)

Windows 7 SP1

Windows 8.1 SP1

Windows Server 2008 R2 SP1
Windows Server 2012 R2

Windows Server 2016

Windows Server 2019

Windows 10 loT Enterprise 2019 LTSC

Windows
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Windows 10 Wersja 20H2
Uwaga: Kompilacje Windows 10 Insider Preview nie sg obstugiwane.
Zainstaluj najnowsze dodatki Service Pack i aktualizacje zabezpieczen.

Wirtualne Funkcje wykrywania wirtualnych maszyn i odciskéw cyfrowych maszyn
maszyny wirtualnych oferowane przez Sentinel LDK zostaty zweryfikowane w
nastepujgcych technologiach:

VMware Workstation 15
VMware ESXi 6.5, 6.7
Microsoft Azure
o Klucz licencji BESA 2.0 jest przeznaczony do podtgczenia do portu USB 2.0 lub USB 3.0. Pamietaj, ze

do podigczenia Klucza licencji BESA 2.0 do komputera moze byé konieczne uzycie przejsciowki
(przejsciowka nie jest dotaczona).

o Klucz licencji BESA 2.0 zostat przetestowany przez BESA w nastepujgcych systemach operacyjnych:
o Windows 10 Professional wersja 64-bitowa z 2004
o Windows 10 Professional wersja 64-bitowa 20H2

o Windows 7 Professional wersja 64-bitowa z dodatkiem Service Pack 1

Nalezy pamieta¢, ze zmiany w platformach sprzetowych i programowych (np. poprawki/aktualizacje
oprogramowania antywirusowego/firewall, bibliotek systemowych, firmware i innych) i/lub zmiany w sieci
informatycznej moga skutkowa¢ mozliwoscig wystgpienia luk w zabezpieczeniach i/lub bezpieczenstwa i/lub
zmniejszeniem funkcjonalnosci Klucza licencji BESA 2.0. Zaleca sie stosowanie kombinacji systemowych
podanych w niniejszym dokumencie.

Nalezy pamietac, ze korzystanie z Klucza licencji BESA 2.0 w sieci informatycznej moze skutkowa¢ wczesniej
niezidentyfikowanymi zagrozeniami dla pacjentéow, uzytkownikéw lub stron trzecich, a uzytkownik jest
odpowiedzialny za identyfikacje, analize, ocene i kontrole tych zagrozen. Wszelkie pézniejsze zmiany w sieci
informatycznej mogg stanowi¢ nowe zagrozenia i wymagac dodatkowej analizy.

Ochrona danych

Klucz licencji BESA 2.0 nie przechowuje zadnych danych.

Uzywaj w potaczeniu z innymi produktami
Klucz licencji moze by¢ uzywany jako produkt dodatkowy dla nastepujacych produktéw BESA:
e BESA Research (7.X; w tym wszystkie podwersje)

¢ BESA MRI (3.X; w tym wszystkie podwersje)
e BESA Connectivity (1.X; w tym wszystkie podwersje)
Klucz licencji moze by¢ uzywany z nastepujacymi narzedziami pomocy technicznej BESA:
¢ Diagnostics.exe (8.X; w tym wszystkie podwersje)
e License Search.exe (3.X; w tym wszystkie podwersje)

e HLUpdate.exe (1.X; w tym wszystkie podwersje)
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Wersje BESA s3a stale sprawdzane z innymi instalacjami (np. MS Office itp.) na tych samych platformach
sprzetowych lub programowych, jak okreslono w czesci Wymagania systemowe.

W przypadku zaobserwowania jakichkolwiek niezgodno$ci, sg one dokumentowane w historii aktualizacji
produktu. W przypadku dalszych pytan i informacji skorzystaj z kanatéw podanych na www.besa.de.

Srodowisko aplikacji

Uwaga: Obowigzkiem Uzytkownika jest zapewnienie bezpieczenstwa potgczonych urzadzen medycznych lub
medycznych i niemedycznych, w szczegdlnosci zainstalowanych w srodowisku pacjenta (w instytutach,
klinikach lub w gabinetach lekarskich).

Uzytkownik produktu musi zapewnié, aby takie potaczenie spetniato ten sam warunek bezpieczerstwa, co
pojedynczy wyréb medyczny zgodnie z normg IEC 60601-1.

Takie potgczenie z dowolnymi urzgdzeniami niemedycznymi stanowi ,wewnetrzny system medyczny” — nalezy
przestrzegaé najnowszego rozporzgdzenia dotyczacego operatoréw urzadzen medycznych (np.
MedBetreiberVerordnung, Niemcy 2020) lub krajowych przepiséw dotyczacych operatoréw.

Zalecamy udokumentowanie/przesledzenie naszej wersji/aktualizacji oprogramowania zainstalowanego w
placowce/sieci w MPG-Medizingerate-Buch (ksigzka dla placéwek medycznych), podobnej do tych, ktére sg
potrzebne w przypadku sprzetu.

Produkt BESA nie ma wptywu na korzystanie z jakiegokolwiek komputera medycznego w srodowisku pacjenta.

BESA GmbH nie ponosi odpowiedzialno$ci za jakiekolwiek uzytkowanie/instalacje poza zdefiniowang siecig
komputerowa.

Instalowanie i odinstalowywanie

Instalowanie i odinstalowanie produktu muszg zosta¢ przeprowadzone przez administratora systemu lub
upowazniong osobe. Osoby te ponoszg petng odpowiedzialnos¢ za prawidtowg konfiguracje produktu w sieci.

Aktualizacje licencji muszg by¢ rowniez przeprowadzane przez administratora systemu lub upowazniong
osobe.

Nalezy pamietaé, ze w przypadku wszelkich probleméw podczas instalacji, HASPUsersetup.exe uruchomi
wycofanie biezgcych zmian. W takim przypadku nalezy znalez¢ i usungé problem, a nastepnie ponownie
uruchomi¢ plik HASPUsersetup.exe.

Instalowanie Sentinel Runtime

Jesli potrzebujesz osobnego pliku instalacyjnego dla HASPUserSetup.exe, aby zainstalowaé sterownik na
serwerze, do ktoérego jest podtgczony Klucz licencji BESA 2.0, ale nie sg uruchomione zadne produkty BESA,
mozesz na przyktad pobraé¢ aktualng wersje HASPUserSetup.exe, ktéra zostata wydana do uzytku z
produktami BESA:

https://www.besa.de/downloads/besa-license-key/

Jesli zastosujesz aktualizacje do HASPUserSetup.exe, pamietaj, aby wykona¢ aktualizacje na wszystkich
komputerach z produktami BESA lub zaktualizowa¢ komputer, do ktérego Klucz licencji BESA 2.0 jest fizycznie
podtgczony.

Aby zainstalowaé oprogramowanie wymagane do korzystania z Klucza licencji BESA 2.0, musisz mieé
uprawnienia administratora na swoim komputerze. Ponizsze zrzuty ekranu pochodzg z instalacji na
komputerze z systemem Windows 10. Moga sie one nieco rézni¢ w zaleznoéci od systemu operacyjnego.
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1. Otworzy sie okno Kreatora instalacji Sentinel Runtime. Nacisnij przycisk Dalej, aby kontynuowac.

fig Sentinel Runtime Setup

THALES

Welcome to the Sentinel Runtime
Installation Wizard

Itis strongly recommended thatyou exit all Windows programs
hefore running this setup program.

Click Cancel to quitthe setup program, then close any programs
wou hawe running. Click Nextto continue the installation.

WARNING: This prograrm is protected by copyright law and
international treaties.

Unauthorized reproduction or distribution of this prograrm, or any

4- portion of it may resultin severe civil and criminal penalties, and
will be prosecuted to the maximum extent possible under law.

< Back Cancel

2. Przeczytaj umowe licencyjng. Jesli zgadzasz sie z warunkami, wybierz Akceptuje umowe licencyjng i

nacisnij przycisk Dalej, aby kontynuowac.

fig Sentinel Runtime Setup

License Agreement

You must agree with the license agreement below to proceed.

@1 accept the license agreement

()1 do not accept the license agreement

Reset

SENTINEL LDK PRODUCT END USER LICENSE AGREEMENT ~

IMPORTANT INFORMATION - PLEASE READ THIS AGREEMENT CAREFULLY
BEFORE USING THE CONTENTS OF THE PACKAGE AND/OR BEFORE
DOWMNLOADING OR INSTALLING THE SOFTWARE PRODUCT. ALL ORDERS FOR
AND USE OF THE SENTINEL® LDK PRODUCTS (including without limitation, the
Developer's Kit, libraries, utilities, diskettes, CD_ROM, DVD, Sentinel keys, the
software component of Sentinel LDK, and the Sentinel LDK Software
Protection and Licensing Guide) (hereinafter “Product”) SUPPLIED BY THALES

DIS CPL USA, Inc., or one of its affiliates, (in each case, referred to hereinas
UTHALIESYY ARE AMN SHALILD BE QHIRIECT TO THE TERRS ARMD CORNDITIONMS CET s

< Back Cancel

3. Runtime jest gotowy do instalacji. Nacisnij przycisk Dalej, aby kontynuowac
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fig Sentinel Runtime Setup

Ready to Install the Application

Click Next to begin installation.

Click the Back button to reenter the installation information or click Cancel to exit
the wizard.

Cancel

4. Instalacja sterownikéw i aktualizacja systemu moze potrwac kilka minut.

fig Sentinel Runtime Setup

Updating System
The features you selected are currently being installed.

Install drivers

Cancel

5. Instalacja Sentinel Runtime zostata zakonczona. Nacisnij Zakoncz.
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fig Sentinel Runtime Setup

Sentinel Runtime has been
successfully installed.

The Sentinel HASP Runtime Environment uses port 1947
to communicate with local and remote components. If you
use afirewall, ensure that it does not block this port.

|
or

THALES

Click the Finish button to exit this installation.

< Back Cancel

Odinstalowanie Sentinel Runtime

Odinstalowanie produktu muszg zosta¢ przeprowadzone przez administratora systemu lub upowazniong
osobe. Osoby te ponoszg petng odpowiedzialno$¢ za prawidtowe odinstalowanie produktu w sieci.

W systemie operacyjnym Windows otwérz ,Panel sterowania>Wszystkie elementy panelu sterowania >
Programy i funkcje”. Wyszukaj ,Sentinel Runtime”, kliknij nazwe i wybierz Odinstalu;.

Uruchomi sie kreator dezinstalacji, odinstalowujgc HSAPUsersetup.exe (Sentinel Runtime).

Wyszukiwanie licencji

1. Aby sprawdzi¢, czy Twdj Klucz licencji BESA 2.0 zawiera wazng licencje na uruchomienie
odpowiedniego produktu BESA, uruchom aplikacje Wyszukiwanie licencji za pomoca skrétu w grupie
programow BESA w menu Start.

Q- :

@-‘j BESA Anonymizer

il DipoleSimulator

(‘-‘:j License Search

Sentinel&ddminControlCenter

Ewentualnie nacisnij przycisk Start i wpisz ,Wyszukiwanie licencji”, aby znalez¢ aplikacje. W wynikach
wyszukiwania pojawi sie aplikacja License Search. Otwérz.
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2. Jesli Klucz licencji BESA 2.0 jest podtgczony lokalnie, wybierz opcje Wyszukiwanie lokalne i nacisnij
przycisk Rozpocznij wyszukiwanie.

8 License Search

Start Search

- X

v Local seaich [ Remote seaich ¥ Show detected licenses only About

[ ‘wirite .c2v/ chv file Clear

Jesli potgczytes$ klucz z serwerem lub innym komputerem w sieci, wybierz opcje Zdalne wyszukiwanie.
Jesli klucz wyswietla sie, sprawdz stan licencji i uruchom odpowiedni produkt BESA. Jesli klucz
sprzetowy nie wyswietla sie, sprawdz nastepne strony, aby znalez¢ rozwigzanie problemu.

Jesli instalacja Klucz licencji BESA 2.0 nie powiedzie sie po wykonaniu powyzszych krokéw, najczestszg
przyczyng jest btad automatycznej instalacji sterownikédw urzadzen. Postepuj zgodnie z nastepujgcymi

krokami:

3. Odtacz Klucz licencji BESA 2.0 od lokalnego komputera osobistego.

4. Przejdz do folderu C:\Program Files (x86)\BESA\<Your BESA product>\Utilities\License\System\
znajdujgcego sie na dysku twardym i uruchom HASPUserSetup.exe, aby recznie zainstalowac
sterowniki urzadzenia.

Rozwigzywanie probleméw

Jesli Klucz licencji BESA 2.0 nadal nie dziata poprawnie, moze to by¢ spowodowane jedng lub kilkoma z
nastepujgcych przyczyn:
e Kilucz licencji BESA 2.0 nie zostat podigczony.

Rozwigzanie: Upewnij sig, ze Klucz licencji BESA 2.0 jest dostepny, aby uruchomi¢ program.
Jesli Klucz licencji BESA 2.0 jest zainstalowany poprawnie, Menedzer urzgdzen systemu
Windows wyswietla trzy elementy w sekcji ,Kontrolery uniwersalnej magistrali szeregowej”:

- KIUCZ Sent|ne| HASP’ v ' Universal Serial Bus controllers
- Klucz Sentinel HL e

i Sentinel HL Key

- Klucz Sentinal USB @ Sentinel USB Key

e Port USB jest uszkodzony.

Rozwigzanie: Sprawdz, czy dioda LED s$wieci sie na Kluczu licencji BESA 2.0. Jesli nie, wyjmij i
ponownie wtéz klucz. Poczekaj, az system operacyjny wykryje urzgdzenie. Jesli nadal sie nie
Swieci, uzyj innego portu USB lub popro$ o wymiane klucza sprzetowego.

o Klucz sprzetowy jest uszkodzony.

Rozwigzanie: W rzadkich przypadkach Klucz licencji BESA 2.0 moze by¢ uszkodzony. Klucz
sprzetowy nie zaswieci sie w tym przypadku i nie zostanie wykryty w Menedzerze urzgdzen.
Popro$ o wymiane klucza sprzetowego.
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e Ustuga Sentinel LDK License Manager jest blokowana przez zapore sieciowa lub aplikacje
antywirusowa.

Rozwigzanie: Dodaj C:\Windows\system32\hasplims.exe do listy wyjatkdw programu
antywirusowego i zapory.

e Port 1947 jest blokowany przez zapore aplikacji.
Rozwigzanie: Dodaj port 1947 do listy wyjatkéw zapory.
e Ustuga Sentinel LDK License Manager zostata zatrzymana.

Rozwigzanie: Uruchom ponownie ustuge Menedzera licencji Sentinel LDK, dostepng w
(Panel sterowania - Narzedzia administracyjne - Ustugi).

Indywidualne ustawienia licencji: Centrum Kontroli Administracyjnej Sentinel (ACC)

Srodowisko Sentinel Runtime Environment obejmuje sterowniki urzadzen oraz Centrum Kontroli
Administracyjnej Sentinel (ACC). ACC moze stuzy¢ do monitorowania licencji i sesji, gdy dziata chroniona
aplikacja, oraz do zarzadzania odtgczanymi licencjami. Aby uzyska¢ dostep do ACC, uruchom program
Sentinel Admin Control Center z folderu programu Apps/BESA lub wprowadz nastepujgcy adres w
przegladarce internetowej (potgczenie internetowe nie jest wymagane): http://localhost: 1947

Sentinel Admin Control Center @Hep

Sentinel Keys Host Mame: MachineName

Sentinel Keys

Location Vendor Key D Key Type Conﬂguration Version Sessions Actions

Products Local Eggg Reserved for New SL Key ~ SL 8.11 & Fingerprint
YWCXE Sentinel HL NetTime [Products | [Features | [ Sessions |

Features Local (@7128) 'HETEE 49 “HlD +AsP 434 Blink on

serveri23 ‘(T;%V;JIC;SE) 987654321 1S§ntlnel HL hetTime “HlD HASP 4.31 ] Net Features
Sessions
Update/Attach
Access Log
Configuration

Diagnostics
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Wazne opcje administracyjne:

Strona Sentinel Keys pokazuje, ktére Klucze licencji BESA sg obecnie dostepne w sieci, w tym klucze
podtgczone lokalnie. Strona Sesje zawiera liste wszystkich sesji klienta na komputerze lokalnym, a takze sesje
klienta zalogowanego zdalnie na komputerze lokalnym. Ta strona umozliwia przegladanie danych ses;ji i
usuwanie sesji.

Strona Konfiguracja umozliwia okreslenie podstawowych ustawien. Mozesz takze skonfigurowaé dostep do
lub z innych komputeréw. Aby ustali¢, czy licencja na lokalnym Kluczu licencji BESA moze byé uzywana tylko
lokalnie na tym konkretnym komputerze, mozesz na przykiad przejs¢ do zaktadki Dostep ze Zdalnych klientow
i wylgcz opcje Zezwol na dostep ze Zdalnych klientow.

Uwaga: zmiany na stronie Konfiguracja mogg skutkowaé ograniczeniem dostepnosci licencji na produkty
BESA, a tym samym uniemozliwi¢ uruchomienie tych produktéw. Dostep do maszyn, w ktérych zainstalowano
system ACC, powinien by¢ zatem ograniczony.

Wylaczenie do wykorzystania
Nie dotyczy.

Przeciwwskazania dla pacjentow

Nie dotyczy.

BESA nie ponosi odpowiedzialnosci za uzytkowanie niezgodne z zasadami okreslonymi w dokumentach
wchodzgcych w skiad instrukcji obstugi. Dokumenty mozna przejrze¢ w odpowiednim dokumencie
zwierajgcym broszure BESA.

Warunki produkciji, transportu, przechowywania i uzytkowania

Warunki srodowiskowe dotyczace produkcji

Nie dotyczy

Warunki srodowiskowe dotyczace transportu, przechowywania i uzytkowania

W przypadku dluzszego transportu, przechowywania i uzytkowania nalezy przestrzega¢ nastepujgcych
warunkow:

Temperatura: -20°C do 60°C
Wilgotnosc: 0% do 95%

Informacje dotyczace utylizacji

Klucz licencyjny BESA 2.0 oraz pudetko, w ktérym jest dostarczany, nalezy zutylizowaé zgodnie z krajowymi
wytycznymi dotyczgcymi ochrony srodowiska.
Kraje i rynki

Produkt BESA moze by¢ sprzedawany w nastepujacych krajach i rynkach:
Austria Niemcy Malta Hiszpania Chiny Rosja
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Instrugoes de utilizagao

O termo referenciado como "BESA License Key 2.0" inclui todas as subversdes do produto.

Este documento em conjunto com os documentos seguintes formam as Instrugdes de utilizagdo completas
para o presente produto BESA:

BESA License Key - IntendedUse+ProductClassification
BESA License Key — Update History

BESA License Agreement

BESA Product Symbols - Meaning

As versoes atuais e anteriores de documentos estédo disponiveis no website da BESA:

elFU
Indicator

E obrigatdrio ler os documentos completos das Instrugdes de utilizagéo, antes de utilizar o produto.

https://www.besa.de/downloads/user-documentation/

Em qualquer altura durante a vida util deste produto, pode solicitar os documentos acima mencionados em
papel impresso, sem custos adicionais.

Nome do produto

O BESA License Key 2.0 é um produto acessorio para dispositivos médicos da BESA.

Foto do produto

- e
UDI do produto

UDI

UDI-DI:  (1)426236423003

UDI-PI:  NOTA: o UDI-PI visa individualmente cada License Key 2.0, incluindo o

numero de série. Esta disponivel na etiqueta aplicada a caixa da BESA.
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Fabricante

Thales DIS CPL Deutschland GmbH
u Werinherstr. 81
81541 Miinchen

NOTA: Com a utilizagdo do simbolo no proprio BESA License Key 2.0, a BESA nao reivindica o fabrico,
mas fornece um enderego de contacto.

Simbolos utilizados para o produto

Este produto € marcado com um sinal, os simbolos adicionais sao descritos no
C € documento:

" BESA Product Symbols - Meaning", disponivel no website da BESA.

Representante dentro da Uniao Europeia

[]Sim X Nao

Ciclo de vida

O ciclo de vida de todos os dongles subsumidos sob o BESA License Key 2.0 termina em 2031-04-01.
Nota:

O fabricante do BESA License Key 2.0 define a duragéo da bateria / garantia como 4 anos ap6s a produgao
(ver "Sentinel HL Data Sheet.pdf", roXtra ID 83890, revisdo 001/06.2018). No documento "011-010189-
001_Sentinel HL_Rev_J-signed.pdf" (roXtra ID 82774, revisdo 001/10.2019), a marca RoHS da China indica
um Periodo de Utilizagdo de Protegdo Ambiental (EPUP) de 10 anos. Nao ha mais informagdes sobre o ciclo
de vida do BESA License Key 2.0 nos documentos de acompanhamento fornecidos pelo fabricante.

Em conformidade com as declara¢des do fabricante, a BESA reconhece o ciclo de vida do BESA License Key
2.0 como 10 anos.

(Nota: mesmo que uma bateria tenha ficado sem energia e néo esteja a funcionar, o BESA License Key 2.0
continuara a fornecer licengas para os produtos BESA. A bateria s6 é necessaria se, pelo menos, uma licenga
do BESA License Key 2.0 for uma licenca limitada no tempo. Este cenario pode aplicar-se se houver uma
fase de transi¢do em que um produto da BESA tenha sido encomendado e entregue, mas o pagamento ainda
nao tenha sido recebido pela BESA. Uma vez recebido o pagamento, é fornecida uma licenga perpétua ao
cliente).

A BESA tem o cuidado de fornecer apenas Chaves de licenga BESA com um ciclo de vida que seja, pelo
menos, tdo longo como o ciclo de vida dos produtos BESA que a acompanham.

Incidente

No caso de um incidente grave ou quase incidente causado pelo software BESA, o licenciado deve
reportar diretamente a incident@besa.de ou seguir as diretrizes estipuladas no website da BESA.
(https://www.besa.de/contact/incident/)
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Instrugoes de segurancga e Descrigao técnica

Sistema de licenciamento

Os produtos BESA sao protegidos pelo sistema de licenciamento Sentinel HL, tal como desenvolvido pela
Thales.

O sistema de licenciamento requer uma chave USB - ou seja, o BESA License Key 2.0 - e os drivers do
dispositivo para aceder a chave USB.

Se selecionou a opgao “Install BESA License Key drivers” (Instalar os drivers da Chave de licenga da BESA)
na fase final da instalagdo, os drivers do dispositivo para o BESA License Key 2.0 foram instalados
automaticamente no seu computador. Para que os produtos BESA possam ser executados, uma Chave de
licenga BESA com informacgdes de licenga validas deve ser anexada a uma porta USB de um computador na
sua rede local. Se ainda nao a recebeu, pode obter a Chave de licenga BESA no nosso departamento de
vendas, contactando sales@besa.de.

Se anexou o BESA License Key 2.0 (chave USB) diretamente ao seu computador ou servidor e ndo consegue
iniciar o produto BESA relevante, consulte este documento para obter conselhos sobre resolugdo de
problemas.

Requisitos do sistema

O BESA License Key 2.0 € um produto acessorio essencial aos produtos BESA e devera ser sujeito a
supervisdo constante, ou ser ligado a maquinas localizadas em areas com restricdo de acesso. A falha da
rede informatica e/ou sistema operativo em que o BESA License Key 2.0 é utilizado, ou a falha do BESA
License Key 2.0 em geral, pode tornar inutilizaveis os produtos BESA que utilizam o BESA License Key 2.0
como um produto acessorio.

o Para efeitos de comunicagéo entre os produtos BESA e o BESA License Key 2.0, o fabricante utiliza as
portas TCP e UDP 1947. Certifique-se de que abre estas portas dentro da sua rede ou ambiente
informatico, a fim de permitir a comunicagdo necessaria. Uma vez instalado o ambiente de tempo de
execugao da chave de licenga, podera encontrar mais informagdes sobre configuragdes, seguranga
e topicos gerais relativos ao BESA License Key 2.0 na seguinte ligagao:

http://localhost:1947/ int /ACC help _index.html

o O HASPUserSetup.exe instala o ambiente de tempo de execucgao exigido pelo BESA License Key 2.0.
O ambiente de execugao é fornecido pela BESA "tal como esta", e de acordo com o fabricante é
compativel com computadores que executem os seguintes sistemas operativos ou hardware:

(NOTA: Informacéo fornecida pelo fabricante (Thales),

Fonte: https://docs.sentinel.thalesgroup.com/Idk/LDKdocs/RN/ReleaseNotes/130-
Supported_Platforms_for_Sentinel.htm#Sentinel4, descarregado em 2021-09-07, disponivel em S:\External Programs\HASP
(SafeNet, Sentinel, Gemalto)\Sentinel_LDK_Run-time_setup V. 8.21\ Supported Platforms for Sentinel LDK End Users and
Vendors.pdf)

Windows

Windows 7 SP1

Windows 8,1 SP1

Windows Server 2008 R2 SP1
Windows Server 2012 R2
Windows Server 2016
Windows Server 2019



http://localhost:1947/_int_/ACC_help_index.html
https://docs.sentinel.thalesgroup.com/ldk/LDKdocs/RN/ReleaseNotes/130-Supported_Platforms_for_Sentinel.htm#Sentinel4
https://docs.sentinel.thalesgroup.com/ldk/LDKdocs/RN/ReleaseNotes/130-Supported_Platforms_for_Sentinel.htm#Sentinel4
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Windows 10 loT Enterprise 2019 LTSC
Windows 10 Version 20H2
Nota: As construgdes do Windows 10 Insider Preview nao sédo suportadas.

Os ultimos pacotes de servicos e atualizagbes de segurangca devem ser
instalados.

Maquinas As capacidades de detecdo e impresséo digital de VM fornecidas pela Sentinel
virtuais LDK foram validadas nas seguintes tecnologias:

VMware Workstation 15
VMware ESXi 6.5, 6.7
Microsoft Azure

e O BESA License Key 2.0 foi concebido para ser ligado a uma porta USB 2.0 ou USB 3.0. Tenha em
atencao de que podera necessitar de utilizar um adaptador para anexar o BESA License Key 2.0 ao
seu PC (o adaptador néo incluido).

e O BESA License Key 2.0 foi testado pela BESA nos seguintes sistemas operativos:
o Windows 10 Professional 64bit versao 2004
o Windows 10 Professional 64bit versdo 20H2

o Windows 7 Professional 64bit Service Pack 1

Tenha em atencdo que as alteragdes das plataformas de hardware e software (por exemplo, com
corregdes/atualizagdes de software antivirus/firewall, bibliotecas de sistema, firmware e outros) e/ou
alteracdes a rede informatica podem resultar na possibilidade de ocorréncia de vulnerabilidades ao nivel da
seguranga e/ou protecdo, e/ou reducdo da funcionalidade do BESA License Key 2.0. Recomenda-se a
utilizagao das combinagdes do sistema tal como definidas neste documento.

Tenha atencao para o facto de que a utilizagdo do BESA License Key 2.0 numa rede informatica pode resultar
em riscos previamente nao identificados para pacientes, utilizadores ou terceiros, e que o utilizador é
responsavel por identificar, analisar, avaliar e controlar esses riscos. Quaisquer alteragdes subsequentes a
rede informatica podem introduzir novos riscos e exigir analises adicionais.

Protecao de dados

O BESA License Key 2.0 ndo armazena quaisquer dados.

Utilizagcdo em combinagao com outros produtos
A chave de licenga pode ser utilizada como um produto acessoério para os seguintes produtos BESA:
e BESA Research (7.X; inclui todas as subversées)
¢ BESA MRI (3.X; inclui todas as subversbes)
e BESA Connectivity (1.X; inclui todas as subversbes)
A chave de licenga pode ser utilizada com as seguintes ferramentas de apoio da BESA:
¢ Diagnostics.exe (8.X; inclui todas as subversoes)

e License Search.exe (3.X; inclui todas as subversdes)
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e HLUpdate.exe

(1.X; inclui todas as subversoes)

Os langamentos da BESA sao constantemente verificados com outras instalagdes (por exemplo, MS Office,
etc.) nas mesmas plataformas de hardware ou software definidas na sec¢do Requisitos de sistema.

Se forem observadas quaisquer incompatibilidades, estas sdo documentadas dentro do Histérico de
atualizag6es do produto. Para mais perguntas e informagdes, utilize os canais fornecidos em www.besa.de.

Ambiente de aplicagido

Tenha em ateng&o de que: E da responsabilidade do Utilizador garantir a seguranca de dispositivos médicos
ou médicos combinados ou nao-médicos particularmente instalados no ambiente do paciente (seja em
institutos, clinicas ou no local de atos médicos).

O utilizador do nosso produto tem de garantir que tal combinagao satisfazem a mesma condi¢do de segurancga
que um unico dispositivo médico, de acordo com a IEC 60601-1.

Tal combinagdo com qualquer dispositivo ndo médico estabelecido € um "sistema médico interno" - observe
a ultima Portaria de Operador de Dispositivos Médicos (por exemplo, MedBetreiberVerordnung, Alemanha
2020) ou as suas Leis de Operador nacionais.

Recomendamos-lhe que documente / retrace a nossa verséao / atualizagdes do Software instalado nas suas
instalagdes / rede num MPG-Medizingerate-Buch (livro de instalagdes médicas), semelhante aos necessarios
para o Hardware.

Este produto BESA nao afeta a possibilidade de utilizagcdo de qualquer computador médico dentro do
ambiente do paciente.

A BESA GMBH nao é responsavel por qualquer utilizagao / instalagdo para além da rede de PCs definida.

Instalagéo e Desinstalagao

A instalagao e desinstalagao do produto deve ser efetuada pelo administrador do sistema ou por uma pessoa
autorizada. Este pessoal tem total responsabilidade pela correta configuragao do produto dentro da rede.

As atualizagbes da licengca devem também ser efetuadas pelo administrador do sistema ou por uma pessoa
autorizada.

Tenha em atencéo de que, em caso de qualquer problema durante a instalagdo, o HASPUsersetup.exe ira
desencadear um retrocesso das alteragdes atuais. Nesse caso, ha que identificar e eliminar a questao, e
executar novamente o HASPUsersetup.exe.

Instalagdo do Sentinel Runtime

Se necessitar de um ficheiro de configuragao separado para o HASPUserSetup.exe para instalar o controlador
num servidor ao qual o BESA License Key 2.0 esta anexado, mas nenhum produto BESA esta em execugao,
por exemplo, pode descarregar uma versao atual do HASPUserSetup.exe que tenha sido langada para
utilizagdo com produtos BESA:

https://www.besa.de/downloads/besa-license-key/

Se aplicar as atualizagdes ao HASPUserSetup.exe, certifique-se de que implementa as atualizagbes em todas
as maquinas que executam produtos BESA, ou para atualizar a maquina ao qual o BESA License Key 2.0
esta fisicamente ligado.
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Para instalar o software necessario para utilizar o BESA License Key 2.0, precisa de ter privilégios de
administrador no seu computador. As imagens abaixo séo tiradas de uma instalagdo num computador com o
Windows 10. Podem parecer ligeiramente diferentes noutros sistemas operativos.

1. Assistente de Utilizagdo do Sentinel Runtime abre-se. Prima o botdo “Next” (Seguinte) para continuar.

fig Sentinel Runtime Setup

Welcome to the Sentinel Runtime
Installation Wizard

Itis strongly recommended thatyou exit all Windows programs
hefore running this setup program.

Click Cancel to quitthe setup program, then close any programs
wou hawe running. Click Nextto continue the installation.

WARNING: This prograrm is protected by copyright law and
international treaties.

s Unauthorized reproduction or distribution of this prograrm, or any

portion of it may resultin severe civil and criminal penalties, and

will be prosecuted to the maximum extent possible under law.

< Back Cancel

2. Leia o contrato de licenga. Se concordar com os termos, selecione “I accept the license agreement”
(Aceito o contrato de licenga) e prima o botao “Next” (Seguinte) para continuar.

fig Sentinel Runtime Setup

License Agreement

You must agree with the license agreement below to proceed.

SENTINEL LDK PRODUCT END USER LICENSE AGREEMENT ~

IMPORTANT INFORMATION - PLEASE READ THIS AGREEMENT CAREFULLY
BEFORE USING THE CONTENTS OF THE PACKAGE AND/OR BEFORE
DOWMNLOADING OR INSTALLING THE SOFTWARE PRODUCT. ALL ORDERS FOR
AND USE OF THE SENTINEL® LDK PRODUCTS (including without limitation, the
Developer's Kit, libraries, utilities, diskettes, CD_ROM, DVD, Sentinel keys, the
software component of Sentinel LDK, and the Sentinel LDK Software
Protection and Licensing Guide) (hereinafter “Product”) SUPPLIED BY THALES

DIS CPL USA, Inc., or one of its affiliates, (in each case, referred to hereinas
UTHALIESYY ARE AMN SHALILD BE QHIRIECT TO THE TERRS ARMD CORNDITIONMS CET s
@1 accept the license agreement

()1 do not accept the license agreement

Reset < Back Cancel
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3. tempo de execugao esta pronto para instalagdo. Prima o botédo “Next” (Seguinte) para continuar.

fig Sentinel Runtime Setup

Ready to Install the Application

Click Next to begin installation.

the wizard.

Click the Back button to reenter the installation information or click Cancel to exit

< Back Cancel

4. Pode demorar alguns minutos a instalar os condutores e a atualizar o sistema.

fig Sentinel Runtime Setup

Updating System

The features you selected are currently being installed.

Install drivers

Cancel

5. Ainstalagdo do Sentinel Runtime esta agora completa. Prima o botédo “Finish” (Terminar).
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fig Sentinel Runtime Setup

Sentinel Runtime has been
successfully installed.

The Sentinel HASP Runtime Environment uses port 1947
to communicate with local and remote components. If you
use afirewall, ensure that it does not block this port.

|
or

Click the Finish button to exit this installation.
THALES

< Back Cancel

Desinstalagao do Sentinel Runtime

A desinstalacado do produto deve ser efetuada pelo administrador do sistema ou por uma pessoa autorizada.
Esta pessoa tem total responsabilidade pela correta desinstalagdo do produto dentro da rede.

No sistema operativo Windows, abra “Control PanelAll Control Panel ltems\Programs and Features”.
Pesquisar "Sentinel Runtime", clicar no nome e selecionar “Uninstall” (Desinstalar).

O assistente de desinstalagéo sera executado, desinstalando o HSAPUsersetup.exe (Sentinel Runtime).

Pesquisa de licenga

1. Para verificar se o seu BESA License Key 2.0 contém uma licenga valida para iniciar o produto BESA
relevante, inicie a aplicacdo “License Search” (Pesquisa de licenga) usando o atalho no grupo de
programas BESA no menu “Start” (Iniciar).

u BESA &
BESA Anonymizer

ﬁ BESA Research 7.1

E BESA Research Help

: , DipcleSimulater

License Search

SentinelAdminControlCenter
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Em alternativa, prima o botao “Start” (Iniciar) e introduza "License Search" (Pesquisa de licenga) para
encontrar a aplicagdo. Vera a aplicagdo “License Search” (Pesquisa de licenga) nos resultados da
pesquisa. Abra-a.

2. Se o BESA License Key 2.0 estiver ligado localmente, selecione a opgao “Local Search” (Pesquisa
Local) e prima o botado “Start Search” (Iniciar pesquisa).

@ License Search

Start Search

X

[V Localsearch [ Remote search [V Show detected licenses only About

Clear

[ wirite .c2v/.ctv file

Se ligou a chave a um servidor ou a outra maquina na sua rede, selecione antes a opgao “Remote
Search” (Pesquisa remota). Se o dongle for exibido, verifique o estado da licenga e inicie o produto
BESA relevante. Se o dongle ndo for exibido, consulte as paginas seguintes para obter uma solugao
para o problema.

Se ainstalagao do BESA License Key 2.0 falhar apds a execugdo das etapas acima mencionadas, a razao
mais comum €& que a instalagao automatica dos drivers do dispositivo falhou. Por favor, proceda como se

segue:

3. Desligar o BESA License Key 2.0 do computador pessoal local.

4. Navegar até a pasta C:\Program Files (x86)\BESA\<Your BESA product>\Utilities\License\System\
localizado no disco rigido e executar o HASPUserSetup.exe de forma a instalar os drivers de dispositivos

anualmente.

Resolugao de problemas

Se 0 BESA License Key 2.0 ainda nao estiver a funcionar corretamente, pode ser devido a uma ou mais
das seguintes razdes:
e O BESA License Key 2.0 ndo est4 ligado.

Solugao: Assegurar que o BESA License Key 2.0 esta acessivel para executar o programa. Se
o0 BESA License Key 2.0 for instalado corretamente, o Gestor de Dispositivos Windows lista
trés itens na seccdo "Universal Serial Bus controllers™:

- Sentinel HASP Key
- Sentinel HL Key
- Sentinal USB Key

e A porta USB esta avariada.

v ' Universal Serial Bus controllers
@ Sentinel HASP Key
§ Sentinel HL Key
§ Sentinel USB Key

Solugao: Verificar se a luz LED esta acesa no BESA License Key 2.0. Caso contrario, remover e
reintroduzir a chave. Aguardar que o sistema operativo detete o dispositivo. Se ainda assim néo
acender, tente outra porta USB ou pega um dongle de substituicao.

e O Dongle esta avariado.
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Solugéo: Em raras ocasides, o BESA License Key 2.0 pode estar avariado. O dongle nao se
ilumina neste caso e ndo é detetado no Gestor de Dispositivos. Solicitar um dongle de

substituigéo.

o O Sentinel LDK License Manager Service € bloqueado por uma firewall ou por uma aplicagédo

antivirus.

Solugdo: Adicionar o C:\system32\hasplims.exe a lista de exce¢des de antivirus e firewall.

e A porta 1947 esta bloqueada por uma aplicagao da firewall.

Solugao: Adicione a porta 1947 a lista de excegbes da firewall.

e O Sentinel LDK License Manager Service é interrompido.

Solugéo: Reinicie o Sentinel LDK License Manager Service, disponivel em

(Painel de controlo > Ferramentas administrativas - Servigos).

Definigdes de licengas individuais: Sentinel Admin Control Center (ACC)

O ambiente de execugao do Sentinel inclui os controladores do dispositivo e o Sentinel Admin Control Center
(ACC). O ACC pode ser utilizado para monitorizar licengas e sessdes quando uma aplicagédo protegida esta
a funcionar e para gerir licengas destacaveis. Para aceder ao ACC, iniciar o programa Sentinel Admin Control
Center a partir da pasta de programas Apps/ BESA, ou simplesmente introduzir o seguinte enderego no seu
navegador da Internet (n&o € necessaria uma ligagao a Internet): http://localhost: 1947

Sentinel Admin Control Center Py

Sentinel Keys Host Name: MachineName

Sentinel Keys

Location Vendor Key D
Products YWCXE
Local (@7128)
YWCXE
Features Local (B7128) 49T
server123 YWCKE o 7a54321
. e (87128)
Sessions
Update/Attach
Access Log
Configuration

Diagnostics

Key Type Configuration Version Sessions Actions

8.1 & Fingerprint

[Products || Features | [ Sessions |
Blink on

Reserved for New SL Key SL

Sentinel HL NetTime

10 ;D HAsP

1S§nlII"IE.‘| HL NetTime ::-] HASP

4.34

431 ] et Features
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Opc¢oes administrativas importantes:

A pagina Sentinel Keys (Chaves da Sentinel) mostra que chaves de licenga BESA estado atualmente presentes
na rede, incluindo chaves ligadas localmente. A pagina Sessions (Sessdes) lista todas as sessdes de clientes
na maquina local e também as sessées de clientes que tenham entrado remotamente na maquina local. Esta
pagina permite-lhe visualizar os dados das sessodes e eliminar sessodes.

A pagina Configuration (Configuragao) permite-lhe especificar as configuragbes basicas. Também se pode
configurar o acesso a ou de outros computadores. Para determinar que a licenga da chave de licenga local
da BESA so6 pode ser utilizada localmente nesse computador em particular, por exemplo, mude para o
separador Access from Remote Clients (Acesso de Clientes remotos) e desative a opg¢ao Allow Acess from
Remote Clients (Permitir Acesso de Clientes remotos).

Nota: as alterac¢des a pagina Configuration podem resultar na restrigdo da disponibilidade de licengas para os
produtos BESA, e, por conseguinte, impedir que estes produtos funcionem. O acesso as maquinas onde o
ACC esta instalado deve, portanto, ser restringido.

Exclusdes de utilizagao
Nao aplicavel.

Contraindicagcao em relagao aos pacientes

Nao aplicavel.

A BESA néo é responsavel pela utilizagdo fora das regras definidas nas instrugbes de utilizagdo dos
documentos, uma visao geral sobre tais documentos esta disponivel no respetivo documento “BESA Booklet”.

Fabrico, Transporte, Armazenamento e Condig¢oes de utilizagao

Condi¢cdes ambientais para o fabrico
N/A

Condicdes ambientais para o transporte, armazenamento e utilizagao

Durante periodos prolongados de transporte, armazenamento e utilizacdo, devera observar as seguintes
condigdes:

Temperatura: -20°C a 60°C
Humidade: 0% a 95%

Informacgao sobre eliminagao

O BESA License Key 2.0 e a caixa em que é entregue devem ser eliminados em conformidade com as
diretrizes nacionais sobre protegao ambiental.
Paises e Mercados

Este produto BESA pode ser vendido nos seguintes paises e mercados:
Austria Alemanha Malta Espanha China Russia
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SE

Bruksanvisning

Termen "BESA License Key 2.0” omfattar alla underversioner av produkten.

Tillsammans med detta dokument utgor féljande dokument den kompletta bruksanvisningen fér denna BESA-
produkt:

BESA License Key - IntendedUse+ProductClassification (BESA licensnyckel - Avsedd anvandning +
produktklassificering)

BESA License Key - Update History (Licensnyckel - Uppdateringshistorik)
BESA License Agreement (Licensavtal)
BESA Product Symbols - Meaning (Produktsymboler - Betydelse)

Den aktuella versionen och tidigare versioner av dokumenten ar tillgangliga pa BESAs webbplats:

elFU

[:E] mieer hitps://www.besa.de/downloads/user-documentation/

Det ar obligatoriskt att 1asa alla dokument i bruksanvisningen innan anvandning av produkten.

Du kan nar som helst under produktens livstid begara ovan ndamnda dokument i tryckt form utan extra kostnad.

Produktnamn

BESA License Key 2.0 ar ett tillbehdr till BESAs medicintekniska produkter.

Produktbild

. =

Produkt-UDI

UDI-DI:  (1)426236423003

U DI UDI-PI:  OBS! UDI-PI ar individuell fér varje License Key 2.0, inklusive serienumret.
Det star pa etiketten pa BESA-férpackningen.
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Tillverkare

Thales DIS CPL Deutschland GmbH
Werinherstr. 81
81541 Minchen

Tyskland

OBS! BESA anvander symbolen pa BESA License Key 2.0, men havdar inte produktagarskap utan
tillhandahaller i stallet en kontaktadress.

Symboler som anvéands for produkten

C € Denna produkt ar markt med ett tecken, ytterligare symboler beskrivs i dokumentet
"BESA Product Symbols - Meaning”, som ar tillgangligt pa BESAs webbplats.

Representant inom EU

[]Ja X Nej

Livscykel

Livscykeln for alla donglar inordnade under BESA License Key 2.0 upphoér 2031-04-01.
Observera:

Tillverkaren av BESA License Key 2.0 definierar batteritiden/garantin som 4 ar efter produktion (se "Sentinel
HL Data Sheet.pdf’, roXtra-ID 83890, revision 001/06.2018). | dokumentet "011-010189-001_Sentinel
HL_Rev_J-signed.pdf’ (roXtra-ID 82774, revision 001/10.2019) indikerar RoHS-markningen, tillamplig for
maskiner avsedda for leverans till Kina, en Environmental Protection Use Period (EPUP) pa 10 ar. Det finns
ingen ytterligare information om livscykeln for BESA License Key 2.0 i de medfdljande dokumenten som
tillhandahalls av tillverkaren.

| 6verensstdmmelse med tillverkarens uppgifter bekraftar BESA att livscykeln fér BESA License Key 2.0 ar 10
ar.

(Anmarkning: Aven om ett batteri har gatt tomt och inte fungerar tillhandahaller BESA License Key 2.0
fortfarande licenser for BESA-produkter. Batteriet kravs bara om minst en licens pa BESA License Key 2.0 ar
en tidsbegransad licens. Detta scenario kan gélla om det ar en 6évergangsfas da en BESA-produkt har bestallts
och levererats, men betalning &nnu inte har mottagits av BESA. Nar betalningen har mottagits far kunden en
evig licens.)

BESA levererar endast BESA License Key med en livscykel som ar minst lika lang som livscykeln for atféljande
BESA-produkter.

Incident
| handelse av en allvarlig olycka eller tillbud som beror pa ett BESA-program ska licensinnehavaren

rapportera detta direkt till incident@besa.de, eller félja riktlinjerna pa BESAs webbplats.
(https://www.besa.de/contact/incident/)
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Sédkerhetsinstruktioner och teknisk beskrivning

Licensieringssystem

BESA-produkter skyddas av licensieringssystemet Sentinel HL, som har utvecklats av Thales.

Licensieringssystemet kraver en USB-minne — det vill sdga BESA License Key 2.0 — och produktens drivrutiner
for att fa tillgang till USB-minnet.

Om du valde alternativet att installera drivrutiner for BESA License Key i slutet av installationen har
drivrutinerna fér BESA License Key 2.0 installerats automatiskt pa din dator. For att kunna anvanda BESA-
produkter maste en BESA License Key med giltig licensinformation anslutas till en USB-port pa en dator i ditt
lokala natverk. Om du inte har mottagit den an kan du fa BESA License Key fran var forsaljningsavdelning
genom att kontakta dem pa sales@besa.de.

Om du har anslutit BESA License Key 2.0 (USB-minne) direkt till din dator eller server, men inte kan starta
den aktuella BESA-produkten hanvisar vi till felsdkningsavsnittet i detta dokument.

Systemkrav

BESA License Key 2.0 ar ett viktigt tillbehor till BESA-produkter och ska antingen sta under konstant
overvakning eller kopplas till maskiner lokaliserade i omraden med begransad atkomst. Fel pa IT-natverk
och/eller operativsystem pa vilket BESA License Key anvands, eller ett allmant fel pa BESA License Key 2.0,
kan gora att BESA-produkter som anvander BESA License Key 2.0 som tillbehér inte gar att anvanda.

e For att kommunikation ska kunna ske mellan BESA-produkter och BESA License Key 2.0 anvander
tillverkaren TCP- och UDP-portar 1947. Sakerstall att dessa portar ar 6ppna i ditt natverk eller din IT-
miljé for att moéjliggéra nddvandig kommunikation. Nar licensnyckelns kortidsmiljo &r installerad kan
du hitta mer information om installningar, sdkerhet och allmanna @mnen avseende BESA License Key
2.0 via féljande lank:

http://localhost: 1947/ int /ACC help index.html

e HASPUsersetup.exe installerar den kortidsmiljd som kravs av BESA License Key 2.0. BESA
tillhandahaller kértidsmiljon "som den &r” och enligt tillverkaren &r den kompatibel med datorer med
foljande operativsystem eller hardvara:

(OBS! Information tillhandahallen av tillverkare [Thales]

kalla: https://docs.sentinel.thalesgroup.com/Idk/LDKdocs/RN/ReleaseNotes/130-

Supported Platforms for Sentinel.htm#Sentinel4, nedladdad 2021-09-07 och tillgénglig i S:\External Programs\HASP
(SafeNet, Sentinel, Gemalto)\Sentinel_LDK_Run-time_setup V. 8.21\ Supported Platforms for Sentinel LDK End Users and
Vendors.pdf)

Windows 7 SP1

Windows 8.1 SP1

Windows Server 2008 R2 SP1

Windows Server 2012 R2

Windows Server 2016

Windows Server 2019

Windows 10 loT Enterprise 2019 LTSC

Windows 10 Version 20H2

Observera: Windows 10 Insider Preview-versioner stdds inte.

Windows



http://localhost:1947/_int_/ACC_help_index.html
https://docs.sentinel.thalesgroup.com/ldk/LDKdocs/RN/ReleaseNotes/130-Supported_Platforms_for_Sentinel.htm#Sentinel4
https://docs.sentinel.thalesgroup.com/ldk/LDKdocs/RN/ReleaseNotes/130-Supported_Platforms_for_Sentinel.htm#Sentinel4
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De senaste SP och sakerhetsuppdateringarna maste vara installerade.

Virtuella Funktionerna fér VM-detektering och VM-fingeravtryckslasning som
maskiner tillhandahalls av Sentinel LDK har validerats pa féljande:
(VM) VMware Workstation 15

VMware ESXi 6.5, 6.7
Microsoft Azure

e BESA License Key 2.0 ar designad for att anslutas till en USB 2.0- eller USB 3.0-port. Observera att
du kan behdva anvanda en adapter for att ansluta BESA License Key 2.0 till din PC (adapter medféljer
inte).

e BESA License Key 2.0 har testats av BESA pa foljande operativsystem:
o Windows 10 Professional 64 bit version 2004
o Windows 10 Professional 64 bit version 20H2

o Windows 7 Professional 64 bit Service Pack 1

Observera att andringar pa hard- och programvaruplattformar (t.ex. programfixar/uppdateringar av
virusprogram eller brandvagg, systembibliotek, inbyggd programvara och annat) och/eller andringar pa IT-
natverket kan resultera i eventuella sakerhetsproblem och/eller reducerad funktionalitet pa BESA License Key
2.0. Vi rekommenderar att du anvander de systemkombinationer som definieras i detta dokument.

Observera att anvandningen av BESA License Key 2.0 i ett IT-natverk kan resultera i tidigare oidentifierade
risker for patienter, anvandare eller tredje part och att anvandaren ansvarar for att identifiera, analysera,
beddéma och kontrollera dessa risker. Eventuella efterféljande &ndringar pa IT-natverket kan introducera nya
risker och krava ytterligare analys.

Dataskydd

BESA License Key 2.0 lagrar inga data.

Anvédndning i kombination med andra produkter

Licensnyckeln ar tillaten att anvdanda som tillbehor till foljande BESA-produkter:

o BESA Research (7.X, inklusive alla underversioner)
e BESAMRI (3.X, inklusive alla underversioner)
o BESA Connectivity (1.X, inklusive alla underversioner)

Licensnyckeln &r tillaten att anvidnda med féljande stodverktyg fran BESA:
e Diagnostics.exe (8.X, inklusive alla underversioner)
e License Search.exe (3.X, inklusive alla underversioner)

e HLUpdate.exe (1.X, inklusive alla underversioner)
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BESA-publikationer kontrolleras stadigt med andra installationer (t.ex. MS Office) pa samma hard- eller
programvaruplattformar sasom definierats i avsnittet Systemkrav.

Eventuella inkompatibiliteter dokumenteras i produktens uppdateringshistorik. For ytterligare fradgor och
information hanvisar vi till de kanaler som tillhandahalls pa www.besa.de.

Anvéandningsmiljé

Observera: Det ar anvandarens ansvar att sdkerstalla sdkerheten for kombinerade medicintekniska och
medicintekniska/icke-medicintekniska produkter installerade i patientmiljén (oavsett om detta ar institutioner,
kliniker eller lakarmottagningar).

Anvandaren av var produkt maste sakerstalla att sadana kombinationer uppfyller samma sakerhetskrav som
enskild medicinteknisk produkt i enlighet med IEC 60601-1.

Sadan kombination med icke-medicintekniska produkter ar “interna medicinska system” — observera den
senaste forordningen for medicintekniska produkter (t.ex. MPBetreibV, Tyskland 2020) eller din nationella
lagstiftning pa detta omrade.

Vi rekommenderar att du dokumenterar/tittar igenom var programversion/vara uppdateringar som har
installerats i din anlaggning/ditt natverk i en bok fér medicinteknisk produkt liknande den som kravs for
hardvara.

Denna BESA-produkt paverkar inte mojligheten att anvanda en valfri medicinsk dator inom patientmiljon.
BESA GmbH ansvarar inte for anvandning/installation bortom det definierade PC-natverket.

Installation och avinstallation

Installation och avinstallation av produkten maste utféras av systemadministratdren eller en behérig person.
Denna person har det fulla ansvaret for korrekt installning av produkten inom natverket.

Aven licensuppdateringar maste utféras av systemadministratdren eller en behérig person.

Observera att HASPUsersetup.exe kommer att aktivera en atergang till tidigare installningar i handelse av
problem under installationen. | sadana fall, identifiera och atgarda problemet och kér sedan
HASPUsersetup.exe igen.

Installera Sentinel Runtime

Om du behover en separat installationsfil for att HASPUserSetup.exe ska installera drivrutinerna pa en server
som BESA License Key 2.0 ar ansluten till, men inga BESA-produkter kors, kan du ladda ner en aktuell version
av HASPUserSetup.exe som har lanserats fér anvandning med BESA-produkter:

https://www.besa.de/downloads/besa-license-key/

Om du gor uppdateringar pa HASPUserSetup.exe ska du sdkerstalla att uppdateringarna rullas ut till alla
maskiner som kér BESA-produkter, eller att uppdatera maskinen som BESA License Key 2.0 ar ansluten till.

For att installera den programvara som kravs for att anvanda BESA License Key 2.0 méaste du ha
administratorsbehorighet pa din dator. Skarmdumparna nedan ar tagna fran en installation pa en dator som
kérs med Windows 10. De kan se lite annorlunda ut i andra operativsystem.

1. Installationsguiden fér Sentinel Runtime 6ppnas. Klicka pa Nasta for att fortsatta.
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i'c% Sentinel Runtim

Welcome to the Sentinel Runtime
Installation Wizard

Itis strongly recommended that you exit all Windows programs
hefare running this setup program.

Click Cancel to quitthe setup program, then close any programs
wou hawve running. Click Next to continue the installation.

WARNIMG: This program is protected by copyright law and
international treaties.

Unautharized reproduction or distribution of this prograrm, or any
portion of it, may resultin severe civil and criminal penalties, and
will be prosecuted to the maximum extent possible under law.

THALES

< Back Cancel

2. Las licensavtalet. Du godkanner villkoren genom att klicka pa Jag godkanner licensavtalet och sedan pa
Nasta for att fortsatta.

fig Sentinel Runtime Setup

License Agreement

You must agree with the license agreement below to proceed.

SENTINEL LDK PRODUCT END USER LICENSE AGREEMENT ~

IMPORTANT INFORMATION - PLEASE READ THIS AGREEMENT CAREFULLY
BEFORE USING THE CONTENTS OF THE PACKAGE AND/OR BEFORE
DOWMNLOADING OR INSTALLING THE SOFTWARE PRODUCT. ALL ORDERS FOR
AND USE OF THE SENTINEL® LDK PRODUCTS (including without limitation, the
Developer's Kit, libraries, utilities, diskettes, CD_ROM, DVD, Sentinel keys, the
software component of Sentinel LDK, and the Sentinel LDK Software
Protection and Licensing Guide) (hereinafter “Product”) SUPPLIED BY THALES

DIS CPL USA, Inc., or one of its affiliates, (in each case, referred to hereinas
UTHALIESYY ARE AMN SHALID BE SIIRIECT T THE TERRS AKMD CORNDITIONS €ET s
@1 accept the license agreement

()1 do not accept the license agreement

Beset < Back Cancel

3. Programmet ar klart for installation. Klicka pa Nasta for att fortsatta.
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fig Sentinel Runtime Setup

Ready to Install the Application

Click Next to begin installation.

Click the Back button to reenter the installation information or click Cancel to exit
the wizard.

Cancel

4. Det kan ta nagra minuter att installera drivrutinerna och uppdatera systemet.

fig Sentinel Runtime Setup

Updating System
The features you selected are currently being installed.

Install drivers

Cancel

5. Sentinel Runtime har installerats. Klicka pa Avsluta.
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fig Sentinel Runtime Setup

|
i

THALES

Sentinel Runtime has been
successfully installed.

The Sentinel HASP Runtime Environment uses port 1947
to communicate with local and remote components. If you
use afirewall. ensure that it does not block this port.

Click the Finish button to exit this installation.

Cancel

Avinstallera Sentinel Runtime

Avinstallation av produkten maste utforas av systemadministratéren eller en behorig person. Denna person
har det fulla ansvaret for korrekt avinstallation av produkten inom natverket.

| Windows operativsystem, dppna Kontrollpanelen och Program. Sok efter Sentinel Runtime, klicka pa namnet
och valj att avinstallera programmet.

"HSAPUsersetup.exe” (Sentinel Runtime) avinstalleras.

Licenssokning

1.

For att kontrollera om din BESA License Key 2.0 innehéller en giltig licens for att starta relevant BESA-
produkt, starta licenssékningsfunktionen med hjélp av genvagen i BESA-programgruppen i startmenyn.

O- :
BESA Anonymizer

BESA Research 7.1

ﬂ BESA Research Help

DipoleSimulator

License Search

Sentinel&dminControlCenter
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Alternativt kan du klicka pa Start och ange "licenssokning” for att hitta funktionen. Licenssokning visas
da i sokresultatet. Oppna funktionen.

2. Om BESA License Key 2.0 ar ansluten lokalt, valjer du alternativet Lokal sékning och klickar sedan pa
Borja sOkning.
8 License Search = X

[V Localseach [~ Remotesearch W Show detected licenses only About

I wiiite .c2v/.cty file Cleat

Start Search

Om du ansluter licensnyckeln till en server eller en annan maskin i ditt natverk, valjer du i stéllet Extern
sokning. Om dongeln visas, kontrollera licensstatus och starta relevant BESA-produkt. Om dongeln inte
visas, |as vidare for att hitta en I16sning pa problemet.

Om installationen av BESA License Key 2.0 misslyckas efter att ha utfort stegen ovan beror detta oftast pa att
den automatiska installationen av drivrutinerna inte har genomférts korrekt. Fortsatt da enligt féljande:

3. Koppla ur BESA License Key 2.0 fran den lokala persondatorn.

4. Oppna mappen "C:\Program Files (x86)\BESA\<din BESA-produkt>\Utilities\License\System\” péa
harddisken och kér HASPUserSetup.exe for att installera drivrutinerna manuelit.

Felsokning

Om BESA License Key 2.0 fortfarande inte fungerar korrekt kan det bero pa en eller fler av féljande
orsaker:

e BESA License Key 2.0 ar inte ansluten.

Losning: Sakerstall att BESA License Key 2.0 ar tillganglig for att kunna kora programmet. Om
BESA License Key 2.0 har installerats korrekt listar Windows Enhetshanteraren tre saker under
"Universal Serial Bus controllers”™

—Sentlne| HASP Key L4 ' Universal Serial Bus controllers

i § Sentinel HASP Key
- Sentinel HL Key § Somnd by
- Sentinal USB Key § Sentinel USB Key

o Fel pa USB-port.

Lésning: Kontrollera att LED-lampan pa BESA License Key 2.0 lyser. Om inte, ta ur och satt in
nyckeln igen. Vanta pé att operativsystemet hittar enheten. Om den fortfarande inte lyser, prova
en annan USB-port eller begar en ny dongel.

e Fel pa dongel.

Losning: | séllsynta fall kan det vara fel pa BESA License Key 2.0. Dongeln lyser inte och hittas inte
av Enhetshanteraren. Begar en ny dongel.
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e Sentinel LDK License Manager Service blockeras av en brandvéagg eller ett antivirusprogram.

Losning: Lagg till "C:\Windows\system32\hasplms.exe” till listan dver antivirus- och
brandvaggsundantag.

e Port 1947 blockeras av brandvagg.
Losning: Lagg till port 1947 i listan dver brandvaggsundantag.

e Sentinel LDK License Manager Service stoppas.

Losning: Starta om Sentinel LDK License Manager Service, tillgangligt i

(Kontrollpanelen System och sakerhet Administrationsverktyg Tjanster).

Individuella licensinstéllningar: Sentinel Admin Control Center (ACC)

Sentinel exekveringsmiljo inkluderar drivrutiner och Sentinel Admin Control Center (ACC). ACC kan anvandas
for att kontrollera licenser och sessioner nar ett skyddat program anvands samt for att hantera borttagbara
licenser. For att oppna ACC, starta Sentinel Admin Control Center-programmet fran programmappen
Apps/BESA, eller skriv in fdliande adress i din webblasare (internetuppkoppling kravs inte):
http://localhost: 1947

Sentinel Admin Control Center @Help

Sentinel KeyS Host Name: MachineName

Sentinel Keys

Location Vendor Key D Key Type Configuration Version Sessions Actions
Products Local mf;; Reserved for New SL Key ~ SL 8.1 &, Fingerprint
YWCXE Sentinel HL NetTime [Products | [Features |[ Sessions|
Features Local (@712g) TR 4 “ElD rasP 434 Blink an
YWCXE Sentinel HL NetTime
server123 (87108) 987EB431 g D HAsP 431 8 Net Features
Sessions
Update/Attach
Access Log
Configuration
Diagnostics

Viktiga administrativa alternativ:

Sidan Sentinel Keys (Sentinel-nycklar) visar vilka BESA-licensnycklar som finns i natverket, inklusive lokalt
anslutna nycklar. Sidan Sessions (Sessioner) listar alla klientsessioner pa den lokala maskinen samt



http://localhost:1947/
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klientsessioner loggade externt till den lokala maskinen. Pa denna sida kan du se sessionsdata och radera
sessioner.

Pa sidan Configuration (Konfiguration) kan du géra grundldggande instéllningar. Du kan aven konfigurera
atkomst till eller fran andra datorer. For att faststalla att licensen pa den lokala BESA-licensnyckeln kan
anvandas enbart lokalt pa den aktuella datorn, ga till fliken Access from Remote Clients (Atkomst fran externa
klienter) och inaktivera alternativet Allow Access from Remote Clients (Tillat atkomst fran externa klienter).

Observera: Andringar pa sidan Configuration (Konfiguration) kan resultera i begransningar i tillgangligheten
pa licenser for BESA-produkter och déarmed hindra dessa produkter fran att kdras. Atkomst till maskiner dar
ACC ar installerat ska darfér vara begransad.

Undantag for anvandning

Ej tillampligt.

Kontraindikation for patienter

Ej tillampligt.

BESA ansvarar inte for anvandning utanfor de regler som definieras i bruksanvisningen, en 6versikt dver
sadana dokument ar tillganglig i relaterat BESA Booklet-dokument.

Forhallanden for tillverkning, transport, forvaring och anvandning
Miljoforhallanden for tillverkning
Ej tillampligt

Miljoforhallanden for transport, forvaring och anvandning

Vid langre transport-, férvarings- och anvandningsperioder ska hansyn tas till féljande:
Temperatur: -20°C till 60°C
Luftfuktighet: 0% till 95%

Avfallshantering

BESA License Key 2.0 och ladan som den levereras i ska bortskaffas i enlighet med nationella riktlinjer
avseende miljéskydd.
Lander och marknader

Denna BESA-produkt kan saljas i foljande lander och pa foljande marknader:
Osterrike Tyskland Malta Spanien Kina Ryssland

Belgien Grekland Makedonien Sverige Colombia Saudiarabien

Bulgarien Ungern Nederlanderna Schweiz Indien Singapore
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i'c% Sentinel Runtim

international treaties.

THALES

< Back

Welcome to the Sentinel Runtime
Installation Wizard

Itis strongly recommended thatyou exit all Windows programs
hefore running this setup program.

Click Cancel to quitthe setup program, then close any programs
wou hawe running. Click Nextto continue the installation.

WARNING: This prograrm is protected by copyright law and

Unauthorized reproduction or distribution of this prograrm, or any
portion of it may resultin severe civil and criminal penalties, and
will be prosecuted to the maximum extent possible under law.

2.  Tisaswdeanasfeafuaninaldou mnauesensudeuly Widen suvensudeanaunvasudnimsldau udanamfu «da'lal iodufiumsde

fig Sentinel Runtime Setup

License Agreement

You must agree with the license agreement below to proceed.

@1 accept the license agreement

()1 do not accept the license agreement

Reset < Back

SENTINEL LDK PRODUCT END USER LICENSE AGREEMENT ~

IMPORTANT INFORMATION - PLEASE READ THIS AGREEMENT CAREFULLY
BEFORE USING THE CONTENTS OF THE PACKAGE AND/OR BEFORE
DOWMNLOADING OR INSTALLING THE SOFTWARE PRODUCT. ALL ORDERS FOR
AND USE OF THE SENTINEL® LDK PRODUCTS (including without limitation, the
Developer's Kit, libraries, utilities, diskettes, CD_ROM, DVD, Sentinel keys, the
software component of Sentinel LDK, and the Sentinel LDK Software
Protection and Licensing Guide) (hereinafter “Product”) SUPPLIED BY THALES

DIS CPL USA, Inc., or one of its affiliates, (in each case, referred to hereinas
UTHALIESYY ARE AMN SHALILD BE QHIRIECT TO THE TERRS ARMD CORNDITIONMS CET s

3. sulminwdeudmsunsaads Tsanaty “dali teduiumsde
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fig Sentinel Runtime Setup

Ready to Install the Application

Click Next to begin installation.

Click the Back button to reenter the installation information or click Cancel to exit
the wizard.

< Back Cancel

4.  onldnmdnaglumsasdalasnesuazdiianszun

fig Sentinel Runtime Setup

Updating System
The features you selected are currently being installed.

Install drivers

Cancel

5. msaads Sentinel Runtime wiauysaiud nmfu «aiadu (Finish)
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i;?— Sentinel Runtime Setup

Sentinel Runtime has been
successfully installed.

The Sentinel HASP Runtime Environment uses port 1947
to communicate with local and remote components. If you
use afirewall, ensure that it does not block this port.

Click the Finish button to exit this installation.

THALES

< Back Cancel

m3neumsaads Sentinel Runtime

a o a  w o 9 oA v A YAy Y A= Y Aw a 9 a o a o I3 =) l 9 Y
ﬂﬁﬂﬂuﬂﬁﬁﬂﬂ\‘lNﬁWlﬂm"‘VIWl@\‘1ﬂHuuﬂﬁiﬂﬂ@ﬂuﬁﬁiﬂﬂ'ﬁiﬂﬁj'ﬂ‘lﬂ UsyIA ‘LjﬂﬂﬁuiJ'WuTVl511Nﬂ“]!ﬂ11“VNWNﬂﬂluﬂ"IiEI’E)‘L!fni@lﬂWNNEWIﬂm%ﬂ?ﬂiulﬂiﬂﬂﬂﬂi'ﬁgﬂﬁﬂ@

Tuszvvlgianms  Windows  Wida  “umsarunu\siomsumsaruguitanua\Tsunsuuazamdnuae  (Control  PanelAll  Control Panel
Items\Programs and Features) #uw1 <Sentinel Runtime~ agniifeuazidenneunisands

Fmnsamsneumsandaszinau Tasnounsaads HSAPUsersetup.exe (Sentinel Runtime)

Aumanimsldau

1. lunsaswaeshn BESA  License Key 20 veswuiianinmslfouiigndesdmsumsiSundadasdt  BESA  #iferdemseli

TSuenandusumanimsldnulagldmedalunguitsunsy BESA Tuaysudu

u BESA i
BESA Anonymizer

ﬁ BESA Research 7.1

ﬂ BESA Research Help

DipoleSimulator

':E:‘E License Search

SentinelAdminControlCenter
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wionafu “3udu (Start) uazldmir "License Search" iieduvuelwaniu guziuenandu License

Search lunamsdum
iauelwandu

win BESA License Key 2.0 doudesglunios Ididondndon “funuanizil (Local Search) udnaiu «5udum (Start Search)

@ License Search - X

T W Localseaich [~ Remote search W Show detected licenses only About
tart Searcl

I white .c2v/.cty file Clear

v v a s il @ a
winnuiendendnuFslnesusomiesdulumsotiovesgn  Idenduden “dumszezlna (Remote Search) unu  mnassdalsingiu

TisansaeuaauganinislFaunazSudunaniud BESA fifoades minasuialitlsingiu Tsagisudlufamlunhdaly

wnnmsaads BESA License Key 20 Aumamdmmhawdunsudiedu

aunginniesiigaiemsaad lasnesginsaisa Tuidimadedanaia
Tilsaduiiumsdail:
3. damsifoude BESA License Key 2.0 vinaouitanoidiuyanalunies
4. i C:\Program Files (xss\BESA\<Your BESA product>\Utilities\License\System\Tldinesieguuasaaan uazizonlsy
HASPUserSetup.exe risdadslasesginsaidioames

msud luaTgm

win BESA License Key 2.0 fsnawhauligades ewdlumsizaumglaaumguiladade lUil:

e BESA License Key 2.0 hildigoudo

Fnsudlu: asnaeulimilehawnsadhis BESA License Key 2.0iiefonldlilsunsu mindads BESA License Key 2.0

atugndewdr Windows Device Manager wuaassiomsawsiomsludim dnugunesa USB (Universal Serial
Bus controllers)-:

—ﬂ{l’ Sentlnel HASP v i Universal Serial Bus controllers
- . § Sentinel HASP Key
—#d Sentinel HL § Sentinel HL Key
” . § Sentinel USB K
77 USB Seninal i

o wesn USB s3n

Fnsudla: aswaeudili LED aden BESA License Key 2.0 w3eli win'lifi lulardie Tneauas 1dddidh 1l

solszunltianisasowugunsal winlilda biade Wasaldwesn USB Sunsevensuiadses

a a9 a
L] ADIUNANVDHANAIA

Fomsudlu: nnensdiguiadiuliiesin BESA License Key 2.0 sniideianain asuiialiaheiulunsdifuazasin liwuludiamsaunsel
(Device Manager) venlasuasaiia
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e duninsdFamsanimsldau Sentinel LDK (Sentinel LDK License Manager Service)

grudenTagvsieadnieustndndudeaiusa

FEnsudle: v C:\Windows\systems2\hasplms.exe lusemsdosniuvesTusunsudeadulrfauas visread

®  vosa 1947 gnudenTaeuerwandulvead

F5msud v diumesa 1947 lusremsdesniuvsoad

o dnnsmsdiamsanimsidou Sentinel LDK wgaham

Fmsudly: Samsnduuimsdiamsanimsldanu Sentinel LDK dafioglu

wanrunu [ wsediemsquaszuy [ u5n9)

msdamaninsldouduyena: Sentinel Admin Control Center (ACC)

9

yaunfoaiiof Inivos Sentinel dszneudelasnesgunsaliazquiniuquiquaszuy Sentinel (ACC) ACC
aunsolfifensnnaeudnim lfuazadudousndmiui Idsunmstestumaninay  uaziedamsdnimsldauiismsaoeauenld  lumsdhds ACC
TsasuTsunsy Sentinel Admin Control Center vinlvlawesTisunsu Apps/ BESA wiariisaleuiiogde liflugumesiiamsifivesvenm
(usuiludoudoudodumesiiin): http://localhost:1947

Sentinel Admin Control Center

Sentinel Keys Host Name: MachineName

Sentinel Keys

Location Vendor KeyID Key Type Configuration Version Sessions Actions

Products Local g;r%; Reserved for New SL Key ~ SL 8.1 2 Fingerprint
YWCXE Sentinel HL NetTime _ [Products | [Features ][ Sessions |
Features Local (87128) 40TE 4 “HlD rasp 434 Blink on
- YWCXE Sentinel HL NefTime .

server123 (67128) 997654321 g D HAsP 431 8
Sessions
Update/Attach
Access Log
Configuration
Diagnostics
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v A Ao
ManNMIGiassUINaIny:

Y o

H o al 1 " o 3 o o L8 il
wihad Sentineluaaiddaninsidnu BESA laiiliegluniedie sudddidoudelunios niuyadu uaasromswadulaaeudstommanumniedildnued
swdusadulnaeudfiingszuunnszey Inaludundesiildnuegiie wihilheliguaunsogdoyamadunaziioaniyadu1d

a @ o

Y o ' ' 9 o @ A ] Y =2 =) a s A =) 2

wihmsmuuam Hrolinuannsadmuamsddiiugiu Sntnuitansammuammadidiniennaeufiunesinsesduld
A a i a v @ i ' @ =3

iteasasuhanimslfnunuadanimsldon BESA  weusfesiilfamegaunsallidmme lunouiuaesinionfuninfu  dedwsu  afuliiuiy

Y =2 g k3 o A Y =2 7
mswmqmn"lﬂmﬂumw:"lna wazdamsldauaaudon ﬂH@Wﬂﬂﬁﬁl‘lﬂdmﬂ‘lﬂﬂmHﬂizﬂz‘lﬂﬁ

nneme;: Fanldowdlumih MsMnuan sndwaliimsidaaninslfoudmsundadual BESA wazh Ifnaasasimarillivhaou
fatfumsinduasesinsiiaads ACC Fagnida

v Y o o 9

doontudmsumsldan

Niansalsld

Fortwlddmsudiae

Tiamnsoldld

BESA whisufinvevdemsldnunenngdeiisduiimmual3lusuuzihdmsmenasmsidon amswveusnmsdndnilogluenasgiio BESA (BESA
Booklet) fiifiuades

A a 1 4 o k3
Gou'lumsnda msvude madushm uazmsldau
v A a
anmunadouidoulvlumsnaa
i~
Yaidl

anmznadoudon lvdmsumsvuds mafuiam uazmslfau

Tuszninumsvuds mafusnm vazmsldauwuves Tdsalfidandonlvde li:
gamgil: -20°C f160°C

ANUAU: 0% 79 95%

Joyamsiia

fouhmstindowaz BESA License Key 2.0 fifadaldmundninamiudandfofumsndesdunadon

Uszinanazaaia

wandaal BESA fenndmislulszmauazamiade lui:

00dIAY wosnil weam alu u Sendy
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